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Introduction

Microsoft’s new generation of certifications is designed not only to emphasize your profi-
ciency with a specific technology but also to prove you have the skills needed to perform a
specific role. In other words, you need to know how to use SQL Server 2005 in theory and in
practice. This makes the MCTS: SQL Server 2005 certification a powerful credential for career
advancement.

Obtaining this certification requires you to pass only one exam, Exam 70-431, which is
called TS: Microsoft SQL Server 2005 — Implementation and Maintenance. Although I devel-
oped this book based on the exam objectives, its purpose is to serve more as a reference than
an exam prep book. It guides you through procedures and tasks that solidify related concepts,
allowing you to devote your memorization efforts to more abstract theories because you’ve
mastered the more practical topics through doing. So, keep this book handy, because it will
serve as a valuable reference during your career as a SQL Server 2005 professional.

The Microsoft Certified Technology Specialist Program

Since the inception of its certification program, Microsoft has certified millions of people. Over
the years, Microsoft has learned what it takes to help people show their skills through certifica-
tion. Based on that experience, Microsoft has introduced a new generation of certifications:

*  Microsoft Certified Technology Specialist (MCTS)

= Microsoft Certified IT Professional (MCITP)

= Microsoft Certified Professional Developer (MCPD)
= Microsoft Certified Architect (MCA)

The MCTS certification program is designed to validate core technology and product skills
for a specific product. It helps you prove you are capable of implementing, building, trouble-
shooting, and debugging that product.

The new generation of exams offers a shorter certification path than previous iterations.
For example, to become a Microsoft Certified Database Administrator, you had to pass four
exams. To obtain an MCTS certification, you need to pass only one exam.

Is This Book for You?

SQOL Server 2005 DBA Street Smarts: A Real World Guide to SQL Server 2005 Certification
Skills was designed to give you some insight into the world of a typical database administrator
by walking you through some of the daily tasks you can expect on the job. You should invest in
some equipment to get the full effect from this book; you might even consider using Microsoft’s
Virtual PC or Virtual Server software (both are available for free download at the time of this
writing). However, you can derive much value from simply reading through the tasks without
performing the steps on live equipment. Organized classes and study groups are the ideal struc-
tures for obtaining and practicing with the recommended equipment.
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Study Guide (Sybex, 2006) is a recommended companion to this book in your

%’ The MCTS: Microsoft SQL Server 2005 Implementation and Maintenance
ITE
studies for the MCTS: SQL Server 2005 certification.

How This Book Is Organized

This book is organized into four phases of database administration.

Each phase is separated into individual tasks. The phases represent broad categories under
which related responsibilities are grouped. The tasks within each phase lead you step-by-step
through the processes required for successful completion. When performed in order, the tasks
in this book approximate those required by a database administrator over an extended period
of time. The four phases and their descriptions follow:

»  Phase 1, “Installing and Configuring Microsoft SQL Server 2005, ” gives you guidance on
how to install and configure SQL Server 2005 for the first time. You will then see how to
create and secure a variety of database objects.

*  Phase 2, “Implementing High Availability and Disaster Recovery,” provides practical
advice on keeping SQL Server 2005 up and running using database mirroring, log ship-
ping, and database snapshots. You will also see how to prepare for, and recover from,
disaster through the backup and restore process. Finally, you will see how to use replica-
tion as a powerful high-availability tool.

*  Phase 3, “Maintaining and Automating SOL Server,” helps you leave work on time by
showing you how to automate tasks. You will even see how to get SQL Server to e-mail
you with reports and problems.

*  Phase 4, “Monitoring and Troubleshooting SQL Server,” offers a wealth of information
on finding problems before the users find them. Once you’ve found the issues through
monitoring, you’ll get some good advice on troubleshooting as well.

Each task in this book is organized into sections aimed at giving you what you need when you
need it. The first section introduces you to the task and any key concepts that can assist you in
understanding the underlying technology and the overall procedure. Descriptions of the remain-
ing sections follow:

»  The “Scenario” section places you in the shoes of the database administrator, describing
a situation in which you will likely find yourself. The scenario is closely related to and
solved by the task at hand.

*  The “Scope of Task” section is all about preparing for the task. It gives you an idea of how
much time is required to complete the task, what setup procedures are needed before
beginning, and any concerns or issues that may arise.
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*  The “Procedure” section is the actual meat of the task. This section informs you of the
equipment required to perform the task in a lab environment. It also gives you the ordered
steps to complete the task.

*  The “Criteria for Completion™ section briefly explains the outcome you should expect
after completing the task. Any deviation from the result described is an excellent reason
to perform the task again and watch for sources of the variation.

How to Contact the Publisher

Sybex welcomes feedback on all of its books. Visit the Sybex website at www . sybex . com or the
Wiley website at www.wiTey.com for book updates and additional certification information.
You’ll also find forms you can use to submit comments or suggestions regarding this or any
other Sybex book.

How to Contact the Author

Joseph L. Jorden welcomes your questions and comments. You can reach him by e-mail at
JLJorden@comcast.net.

The TS: Microsoft SQL Server 2005 — Implementation and
Maintenance Exam Objectives

The following are the areas in which you must be proficient in order to pass the TS: Microsoft
SQL Server 2005 — Implementation and Maintenance exam.

* Installing and configuring SQL Server 2005
= Verify prerequisites.
*=  Upgrade from a previous version of SQL Server.
. Create a named instance.
= Configure log files and data files.
= Configure the SQL Server SQLiMail subsystem.
. Choose a recovery mode for the database.
= Configure server security principals.
= Configure server securables.
»  Identify the external data source.
*  Identify the characteristics of the data source.
=  Identify the security model of the data source.
*  Implementing high availability

= Distinguish between replication types.
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Introduction

Configure a publisher, a distributor, and a subscriber.
Configure replication security.

Configure conflict resolution settings for merge replication.
Monitor replication.

Prepare databases for mirroring.

Create endpoints.

Specify database partners.

Specify a witness server.

Configure an operating mode.

Initialize a secondary database.

Configure log-shipping options.

Configure a log-shipping mode.

Configure monitoring.

Create a snapshot.

Revert a database from a snapshot.

Supporting data consumers

Construct SQL queries to return data.

Format the results of SQL queries.

Identify collation details.

Insert update and delete data.

Handle exceptions and errors.

Manage transactions.

Identify the specific structure needed by a consumer.
Retrieve XML data.

Modify XML data.

Convert between XML data and relational data.
Create an XML index.

Load an XML schema.

Create an HTTP endpoint.

Secure an HTTP endpoint.

Create services.

Create queues.

Create contracts.
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. Create conversations.

= Create message types.

. Send messages to a service.

»  Setadatabase to the Bulk-Logged recovery model to avoid inflating the transaction log.
= Run the bcp utility.

= Perform a bulk insert task.

*=  Import bulk XML data by using the OPENROWSET function.

=  Copy data from one table to another by using the SQL Server 2005 Integration
Services (SSIS) Import and Export Wizard.

Maintaining databases
= Setajob owner.
. Create a job schedule.
= Create job steps.
= Configure job steps.
= Disable a job.
. Create a maintenance job.
= Setup alerts.
= Configure operators.
=  Modify a job.
= Delete a job.
*  Manage index fragmentation.
=  Manage statistics.
*  Shrink files.
= Perform database integrity checks by using DBCC CHECKDB.
= Perform a full backup.
= Perform a differential backup.
*  Perform a transaction log backup.
= Initialize a media set by using the FORMAT option.
=  Append or overwrite an existing media set.
= Create a backup device.
= Identify which files are needed from the backup strategy.
= Restore a database from a single file and from multiple files.
= Choose an appropriate restore method.

*  Choose an appropriate method for moving a database.
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*  Monitoring and troubleshooting SQL Server performance
. Start a new trace.
= Save the trace logs.
*=  Configure SQL Server Profiler trace properties.
=  Configure a System Monitor counter log.
»  Correlate a SQL Server Profiler trace with System Monitor log data.
*  Build a workload file by using SQL Server Profiler.
*  Tune a workload file by using the Database Engine Tuning Advisor.
*  Save recommended indexes.
*  Identify the cause of a block by using the sys.dm_exec_requests system view.
=  Terminate an errant process.
=  Configure SQL Server Profiler trace properties.

. Connect to a nonresponsive server by using the Dedicated Administrator Connec-
tion (DAC).

=  Review SQL Server start-up logs.
. Review error messages in event logs.
*  Identify the cause of a failure.
*  Identify outcome details.
=  Find out when a job last ran.
»  Creating and implementing database objects
*  Specify column details.
*  Specify the file group.
= Assign permissions to a role for tables.
*  Specify a partition scheme when creating a table.
»  Create an indexed view.
»  Create an updateable view.
*  Assign permissions to a role or schema for a view.
. Create a trigger.
*=  Create DDL triggers for responding to database structure changes.
. Identify recursive triggers.
*  Identify nested triggers.
= Create a function.
*  Identify deterministic versus nondeterministic functions.

= Create a stored procedure.
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Recompile a stored procedure.

Assign permissions to a role for a stored procedure.
Specify the scope of a constraint.

Create a new constraint.

Specify the filegroup.

Specify the index type.

Specify relational index options.

Specify columns.

Specify a partition scheme when creating an index.
Disable an index.

Create an online index by using an ONLINE argument.
Create a Transact-SQL user-defined type.

Specify details of the data type.

Create a CLR user-defined type.

Create a catalog.

Create an index.

Specify a full-text population method.

XXV






Installing and
Configuring
Microsoft SQL
Server 2005




Many people are so excited to start working with their new soft-
ware that they just start installing it without verifying they meet
the prerequisites; you may have even done this yourself in the
past. To ensure a successful installation of SQL Server 20035, though, you need to make sure
you have the right hardware and software in place first; otherwise, you will end up with a
mess. Once you have installed SQL Server 20035, you then need to configure it before you can
let your users start working with it. The tasks in this phase will show you how to successfully
install and configure SQL Server 2005.

Task 1.1: Verifying Prerequisites and
Installing the Default Instance

In this task, you will verify that your machine meets the prerequisites for installing SQL Server
2005, and then you will install the default instance.

Scenario

You are the database administrator (DBA) for a midsize company with offices in various cit-
ies throughout the United States and Canada. The company has decided to use SQL Server
20035 for data storage and retrieval, and you have been asked to install the software and get
it running.

As an experienced DBA, you understand the importance of installing the software right the
first time, because if you install SQL Server incorrectly or on the wrong hardware, it will work
slowly or not at all. Therefore, you have decided to verify the prerequisites and then install the
software.

Scope of Task

Duration

This task should take less than one hour.
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Setup

This task requires little setup. All you need is access to a copy of SQL Server 2005 Enterprise
Edition and a computer that meets the requirements to run it.

Caveat

It seems redundant, but SQL Server 2005 runs better on faster hardware. So, remember that
the minimum requirements listed later in this task are just that, minimum. If you have access
to a faster machine with more random access memory (RAM), use it.

Procedure

In this task, you will verify that your computer meets the requirements for running SQL Server
2005 and then install the default instance.

Equipment Used

Although several editions of SQL Server 20035 exist, you will be working with the Enterprise Edi-
tion in this book because it has the widest range of available features. You can download a 180-
day trial copy of Enterprise Edition from the Microsoft website (http://www.microsoft.com/
sq1). You will also need access to a machine that meets the prerequisites for Enterprise Edition.

Details

First, you must make certain your server meets the requirements for installing SQL Server
20035. Table 1.1 lists the prerequisites for installing the Standard, Developer, and Enterprise
Editions.

TABLE 1.1 Developer/Standard/Enterprise Edition Requirements

Component 32-bit x64 Itanium

Processor 600MHz Pentium Ill- 1GHz AMD Opteron, 1GHz Itanium or faster
compatible or faster AMD Athlon 64, Intel processor
processor; 1GHz or Xeon with Intel EM64T
faster processor support, Intel Pentium IV
recommended with EM64T support

processor

Memory 512MB of RAM or 512MB of RAM or 512MB of RAM or
more; 1GB or more more; 1GB or more more; 1GB or more
recommended recommended recommended

Disk drive CD or DVD drive CD or DVD drive CD or DVD drive
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TABLE 1.1 Developer/Standard/Enterprise Edition Requirements (continued)

Component 32-bit x64 Itanium

Hard disk Approximately 350MB  Approximately 350MB of Approximately 350MB

space of available hard disk available hard disk space of available hard disk
space for the recom- for the recommended space for the recom-
mended installation installation with approxi- mended installation with
with approximately mately 425MB of addi- approximately 425MB of
425MB of additional tional space for SQL additional space for SQL
space for SQL Server Server BOL, SQL Server Server BOL, SQL Server
BOL, SQL Server Mobile BOL, and sample Mobile BOL, and sample
Mobile BOL, and databases databases
sample databases

Operating Microsoft Windows Microsoft Windows Microsoft Windows

system 2000 Server with SP4 or Server2003 Standard x64 Server 2003 Enterprise

newer; Windows 2000
Professional Edition
with SP4 or newer;
Windows XP with SP2
or newer; Windows
Server 2003 Enterprise
Edition, Standard Edi-
tion, or Datacenter Edi-
tion with SP1 or newer;
Windows Small Busi-
ness Server 2003 with
SP1 or newer

Edition, Enterprise x64
Edition, or Datacenter
x64 Edition with SP1 or
newer; Windows XP
Professional x64 Edition
or newer

Edition or Datacenter Edi-
tion for ltanium-based
systems with SP1 or
newer

Second, after you have verified that your machine can handle SQL Server 2005, you can
begin the installation. Follow these steps (which are for installing Enterprise Edition, but the
steps are similar for all editions):

1. You need to create a service account, so create a user account named SqlServer, and make
it a member of the Administrators local group. You can perform this task using one of
these tools:

*  On a Windows member server or on Windows XP, use Computer Management.
*  On a Windows domain controller, use Active Directory Users and Computers.
2. Insert the SQL Server CD, and wait for the automenu to open.
3. Under Install, choose Server Components » Tools » Books Online » Samples.

4. You will then be asked to read and agree with the end user license agreement (EULA);
check the box to agree, and click Next.
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If your machine does not have all the prerequisite software installed, the setup will install
them for you at this time. Click Install if you are asked to do so. When complete, click Next.

¥ Microsoft SOL Server 2005 Setup x|

Installing Prerequisites
Installs software compaonents required prior ta installing SAL
Server

SOL Server Component Update will install the following components ;l
required for SOL Server Setup;

Microsoft SOL Mative Client
Microsoft SOL Server 2005 Setup Support Files

Click Install to continue,

Next you will see a screen telling you that the setup is inspecting your system’s configu-
ration again, and then the welcome screen appears. Click Next to continue.

Another, more in-depth system configuration screen appears letting you know whether
any configuration settings will prevent SQL Server from being installed. You need to
repair errors (marked with a red icon) before you can continue. You can optionally repair
warnings (marked with a yellow icon), which will not prevent SQL Server from installing.
Once you have made any needed changes, click Next.

"iuﬂa Microsoft SQL Seryer 2005 Setup ll

System Configuration Check
Wait while the system iz checked for potential ingtallation

A5P MetVersion Registration Require..  Success

problems. y
|
@ Success 14 Total 0 Emor
13 Success 1 “Warning

Lietalls,

| Action Status I Meszage I;I
@ 115 Feature Requirement Success
@ Pending Reboot Requirement Success
@ Performance Monitor Counter Requite...  Success
@ Default Installation Path Permission Re.. | Success
@  Intemet Explorer Requirement Success
@ COM Plus Catalog Requirement Success
@
@

Minirurm MDALC Wergion Requirement Success

Filter - Stop: | Repot  w
Help Ny
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8. After a few configuration setting screens, you will be asked for your product key. Enter
it, and click Next.

9. On the next screen, you need to select the components you want to install. Check the
boxes next to the SQL Server Database Services option and the Workstation Compo-
nents, Books Online and Development Tools option.

i'-;‘ Microsoft SQL Server 2005 Setup Ll

Components to Install
Select the components to install or upgrade.

[¥ 3QL Server Database Services
[T Create a SQL Server Failover custer
I~ analysis Services
[~ Create an Analysis Server Failover cluster
I Reporting Services %
I Maotification Services

I Integration Services

v Workstation components, Books Onling and development tools:

Faor mare options, click Advanced. Advanced
Help | < Back. I Mext = I Cancel |

10. Click the Advanced button to view the advanced options for the setup.

11. Expand Documentation » Samples > Sample Databases. Then click the button next to Sam-
ple Databases, select Entire Feature Will Be Installed on Local Hard Drive, and then click
Next. (This will install the AdventureWorks database you will be using later in this book.)

il_-!‘ll Microsoft SQL Server 2005 Setup il

Feature Selection
Select the program features you want installed,

Click an icon in the Fallowing list to change how a Feature is installed,

Feature description

Database Services Installs three AdventureWorks sample
Analysis Services databases,

Reporting Jervices

Motification Services

Integration Services

Client Companents

Documentation, Samples, and Sample [

This Feature requires 3 KB on your
hard drive. It has 0 of 2 subfeatures
T =3 will be installed o local hard drive HEBEAE

=38 Entire feature will be installed on local hard drive
KT —

r~ Installation pe

®  Entire feature wil be unavailable

Brawse, . |
Disk Cost, ., |

Help | < Back | Mext = I Cancel |
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12. On the Instance Name screen, choose Default Instance, and click Next.

ii-% Microsolt SQL Server 2005 Setup ll

Instance Name

*fou can install a default instance or you can specify a named
instance.

Provide a name For the instance, For a default installation, click Default instance and click
Mext, To upgrade an existing default instance, click Default instance., To upgrade an existing
named instance select Named instance and specify the instance name,

' Default instance:

i Mamed instance

I3
Help < Back, | [ext = I Cancel I

13. On the next screen, enter the account information for the service account you
created in step 1. You will be using the same account for each service. When
finished, click Next.

ii_% Microsoft SQL Server 2005 Setup 5'

Service Account
Service accounts define which accounts ta login,

I ~aill
43

I~ Customize for each service account
Service:
| =
™ Use the built-in System account ILocaI syskam ﬂ
% Use a domain user account

Usernarne: |SuIServer

Password: I*MM»«M'

Domain: |cn\nssus

[~ Start services at the end of setup

[v¥ S0L Server
[~ SQL Server Agent
I~ sQL Browser

Help < Back | Mext = I Cancel
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14. On the Authentication Mode screen, select Mixed Mode, enter a password for the
sa account, and click Next.

Microsoft SOL Server 2005 Setup x|

Authentication Mode

The authentication mode specifies the security used when
connecting to SQL Server.

Select the authentication mode to use For this installation.

 Windows Authentication Mode

% Mixed Mode (Windows Authentication and SQL Server Authentication)

Specify the sa logon password below:

Enter password:

IMMT«M

Confirm password:

Iwmmm

Help | < Back I [lext = I Cancel |

15. Select the Latin1_General collation designator on the next screen, and click Next.

Microsoft SQL Server 2005 Setup 1]

Collation Settings
Collation settings define the sorting behavior For yvour server,

Collation settings For service: SQL Server

i+ ollation designator and sort order::

ILatinl_GEnEraI ﬂ

|- Binary |- EBinary - code point
™ Case - sensitive I Kana - sensitive
[ Accent - sensitive I Wridth - sensitive

561 collations {used For compatibility with previous versions of SQL Server)

Binary order based on code poink comparison, for use with the 850 (Multi\ingual::l
Strict compatibility with version 1.x case-insensitive databases, for use with the
Dickionary order, case-sensitive, For use with 1252 Character Set.

Hirll'inr\arv nrder. rase-insensitive. InnRFEASE nrﬂFTrﬁr\rﬁ. Frir 1ise with 1757(_}'\'LI
4 3

Help | < Back. | Mext = I Cancel |
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16. On the following screen, you can select to send error and feature usage information
directly to Microsoft. You will not be enabling this function here. So, leave the defaults,
and click Next.

i"% Microsolt SQL Server 2005 Setup ll

Error and Usage Report Settings
Help Microgoft improve some of the SQL Server 2005 components
and services,

Automatically send Error reports for SQL Server 2005 ko Microsoft or your corporate H
Error reparking server. Error reports include information regarding the condition of SQL

[~ Server 2005 when an error occurred, your hardware configuration and other data. Error |
reports may unintentionally include personal information, which will not be used by H
Microsoft,

Automatically send Feature Usage data for SQL Server 2005 ko Microsoft. Usage data
[~ includes anomymous information about your hardware configuration and how you use our
software and services,

Far more information on the error reporting Feature and the type of infarmation sent, click
Help. &

Help < Back, | [ext = I Cancel I

17. On the Ready to Install screen, review your settings, and then click Install.

18. The setup progress appears during the install process. When the setup is finished (which
may take several minutes), click Next.

19. The final screen gives you an installation report, letting you know whether any errors
occurred and reminding you of any post-installation steps to take. Click Finish to com-
plete your install.

20. Reboot your system if requested to do so.

Criteria for Completion

You have completed this task when you have a running instance of SQL Server 2005 installed
on your system. To verify this, select Start » All Programs » Microsoft SQL Server 2005 >
Configuration Tools > SQL Server Configuration Manager. Select SQL Server 2005 Services,
and check the icons. If the icon next to SQL Server (MSSQLServer) service is green, then your
installation is a success (see Figure 1.1).
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FIGURE 1.1 Check SQL Server Configuration Manager to see whether your services are
running after installation.

F- 5L Server Configuration Manager — 1ol x|

File  Action View Help

co [BEE[@

@ S0L Server Configuration Manager {Local) Marne | State | Start Mode | Lo
i SOL Server 2005 Services Am50L Server Browser Stopped  Other (Boot, System.., .\<

g, SQL Server 2005 Metwork Configuration | B sl Server Agent (MSSQLSERVER) stopped  Manual Bt

2. 5QL Mative Client Configuration [ 5GL Server (MISQLIERVER) Running  Automatic A

#1)59L Server FullText Search (MSSQLSERYER) Running  Automatic A

. | o

Task 1.2: Installing a Second Instance

Using a technique called instancing, you can have more than one copy of SQL Server 2005
running on the same computer at the same time. Each instance has its own set of system

databases and its own security system in place. This is useful if you need a server for pro-
duction and another for testing but you do not have enough hardware for two separate

physical machines or you need to have two or more systems with disparate security settings.
Throughout this book, you will be using a named instance in order to get some practice with
the more advanced features of SQL Server 2005 (such as replication). In this task, you will
install a second instance of SQL Server 2005 on the same machine as the default instance.

Scenario

You are the database administrator (DBA) for a midsize company with offices in various cities
throughout the United States and Canada. You know you need an instance of SQL Server
2005 for testing new service packs, new database schemas, and the like, but your company
does not have the budget for new hardware at this time. The only way for you to have a test
copy of SQL Server is to install a named instance.
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Scope of Task

Duration

This task should take less than one hour.

Setup

Again, all you need for this task is the machine you used in Task 1.1 and the same copy of SQL
Server 2005 you used in Task 1.1.

Caveat

This task doesn’t have any caveats.

Procedure

In this task, you will install a second instance of SQL Server on the same machine used in
Task 1.1.

Equipment Used

All you need for this task is the machine you used in Task 1.1 and the same copy of SQL Server
2005 you used in Task 1.1.

Details

Follow these steps to create a second instance of SQL Server on the same machine as the
default instance:

1. Insert the SQL Server CD, and wait for the automenu to open.
2. Under Install, choose Server Components » Tools » Books Online » Samples.

3.  You will then be asked to read and agree with the end user license agreement (EULA);
check the box to agree, and click Next.

4. If your machine does not have all the prerequisite software installed, the setup will
install them for you at this time. Click Install if you are asked to do so. When complete,
click Next.

5. Next you will see a screen telling you the setup is inspecting your system’s configuration
again, and then the welcome screen appears. Click Next to continue.

6. Another, more in-depth system configuration screen appears letting you know whether
any configuration settings will prevent SQL Server from being installed. You need to
repair errors (marked with a red icon) before you can continue. You can optionally repair
warnings (marked with a yellow icon), which will not prevent SQL Server from installing.
Once you have made any needed changes, click Next.
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After a few configuration setting screens, you will be asked for your registration informa-
tion. Enter it, and click Next.

On the next screen, you need to select the components you want to install. Check the box
next to SQL Server Database Services, and click Next.

On the Instance Name screen, choose Named Instance, and in the text box enter Second.
Then click Next.

i'.;!,‘-‘ Microsoft SOL Server 2005 Setup ﬂ

Instance Name

‘ou can install a default instance or you can specify a named
instance.

Provide a name For the instance. For a default installation, click Defaulk instance and dlick
Mext, To upgrade an existing default instance, click Default instance, To upgrade an existing
named instance select Kamed instance and specify the instance name.,

= Default instance [%

& Hamed instance!

ISEcnnd

Ta view & list of existing instances and components click on Installed instances,

Installed instances |

Help | < Back I Mext = I Caneel |

On the next screen, enter the account information for the service account you created in
step 1 of Task 1.1. You will be using the same account for each service. When finished,
click Next.

On the Authentication Mode screen, select Mixed Mode, enter a password for the sa
account, and click Next.

Select the Latin1_General collation designator on the next screen, and click Next.

On the following screen, you can select to send error and feature usage information
directly to Microsoft. You will not be enabling this function here. So, leave the defaults,
and click Next.

On the Ready to Install screen, you can review your settings, and then click Install.

The setup progress appears during the install process. When the setup is finished (which
may take several minutes), click Next.

The final screen gives you an installation report, letting you know whether any errors
occurred and reminding you of any post-installation steps to take. Click Finish to complete
your install.

Reboot your system if requested to do so.
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Criteria for Completion

You have completed this task when you have a second running instance of SQL Server 2005
installed on your system. To verify this, select to Start » Microsoft SQL Server 2005 » Con-
figuration Tools » SQL Server Configuration Manager. Select SQL Server 2005 Services, and
refer to the icons. If the icon next to SQL Server (Second) instance is green, then your instal-
lation is a success (see Figure 1.2).

FIGURE 1.2 CheckSQL Server Configuration Manager to see whether your services are
running for the Second instance.

F{ S0L Server Configuration Manager - |E| ﬂ

File  Ackion Wew Help

c2 |HEFRIR|PHE®

@ SCL Server Configuration Manager (Local) Mame | State | Start Mode
S0QL Server 2005 Services @SQL Server Browser Running Aukomatic

- g 5QL Server 2005 Netwark Configuration | | 5550( Server Agent (MSSQLSERVER) Stopped Manual
-5, 5QL Mative Client Configuration 51501 Server (MSSQLSERVER) Running Automatic
#03150L Server FullText Search (MSSQLSERYER)  Running Automatic

@SQL Server Agent (SECOMND) Stopped Manual
Running Aukomatic
#3150L Server FulText Search (SECOND) Running Automatic

4] | |

Task 1.3: Designing and Creating
a Database

SQL Server 20035 stores your database information in two types of files: one or more database
files and one or more transaction log files. As a database administrator (DBA), it is your duty
to design and create databases to store user data and other objects. As part of your role as a
database creator, you must decide how large to make these database files and what type of
growth characteristics they should have, as well as their physical placement on your system.
In this task, you will decide where to put the data and log files and then create a database.
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Scenario

You are the DBA for a midsize company with offices in various cities throughout the United
States and Canada. You have just installed a new instance of SQL Server, and now you need
to create a database to hold data for your sales department.

Scope of Task

Duration

This task should take approximately 30 minutes.

Setup

All you need for this task is access to the machine you installed SQL Server 2005 on in Task 1.1.

Caveat

This task doesn’t have any caveats.

Procedure

In this task, you will create a database that will hold data for the sales department. You will
use this database in later tasks for storing other database objects as well.

Equipment Used

All you need for this task is access to the machine you installed SQL Server 2005 on in Task 1.1.

Details
First, you must decide where to put the data and log files. Here are some guidelines to use:

*  Data and log files should be on separate physical drives so that, in case of a disaster, you
have a better chance of recovering all data.

*  Transaction logs are best placed on a RAID-1 array because this has the fastest sequential
write speed.

*  Data files are best placed on a RAID-5 array because they have faster read speed than
other RAID-arrays.

* Ifyou have access to a RAID-10 array, you can place data and log files on it because it has
all the advantages of RAID-1 and RAID-5.

Next, you must decide how big your files should be. Data files are broken down
into 8KB pages and 64KB extents (eight contiguous pages). To figure out how big your
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database will need to be, you must figure out how big your tables will be. You can do that
using these steps:

1.

Calculate the space used by a single row of the table.
To do this, add the storage requirements for each datatype in the table.

Add the null bitmap using this formula: nu11_bitmap = 2 + ((number of columns
+7) /8).

Calculate the space required for variable length columns using this formula:
variable_datasize = 2 + (num_variable_columns X 2) + max_varchar_size.

Calculate the total row size using this formula: Row_Size = Fixed_Data_Size +
Variable_Data_Size + Null_Bitmap + Row_Header.

) The row header is always 4 bytes.
‘:!gTE

Calculate the number of rows that will fit on one page. Each page is 8,192 bytes with a
header, so each page holds 8,096 bytes of data. Therefore, calculate the number of rows
using this formula: 8096 + (RowSize + 2).

Estimate the number of rows the table will hold. No formula exists to calculate this; you
just need to have a good understanding of your data and user community.

Calculate the total number of pages that will be required to hold these rows. Use this
formula: Total Number of Pages = Number of Rows in Table / Number of Rows
Per Page.

Once you have decided where to put your files and how big they should be, follow these

steps to create a database named Sales (you will be creating the files on a single drive for
simplicity):

1.

Start SQL Server Management Studio by selecting Start » Programs » Microsoft SQL
Server 2005 » Management Studio.

Connect to your default instance of SQL Server.
Expand your Databases folder.

Right-click either the Databases folder in the console tree or the white space in the right
pane, and choose New Database from the context menu.

You should now see the General tab of the Database properties sheet. Enter the database
name Sales, and leave the owner as <default>.

In the data files grid, in the Logical Name column, change the name of the primary data
file to Sales_Data. Use the default location for the file, and make sure the initial size is 3.
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7. Click the ellipsis button (the one with three periods) in the Autogrowth column for the

Sales_Data file. In the dialog box that opens, check the Restricted File Growth radio
button, and restrict the filegrowth to 20MB.

4
Iy
File: Growthy
 In Percent 105
' |n Megabytes 1 i
Maxirmurn File Size
& Plestricted File Growth (MB) [ ]

" Urresticted File Growth

Cancel
4

8. Toaddasecondary data file, click the Add button, and change the logical name of the new

file to Sales_Data2. Here too use the default location for the file, and make sure the initial
size is 3.

9. Restrict the filegrowth to a maximum of 20MB for Sales_Dataz2 by clicking the ellipsis
button in the Autogrowth column.

10. Leave all of the defaults for the Sales_Log file.

E‘ New Database ] 5]
Selectapage 8 Seript + (L Help
1 General
A Opti
§ F‘E;Eips Database namne: |Salas
Dwner [« detauit
[~ Use fulltext indexing
[ratabage files:
Logical Name | | Initial Size (MB] | Autogrowth Path
Sales_Data 3 By 1 ME, restricted grawth to 20MB ... | C:\Program Files\M
Sales_log 1 By 10 percent, unresticted growth .. | C:\Program Filesih
Sales_DataZ 3 By 1 ME, restiicted growth to 20 MB m C:\Pragram Filez\M
Server
COLDSSUS
Cannechion:
COLOSSUS Administratar
3 Yiew connection properties
Feady LI LI
Add Bemave

Cancel Y

11. Click OK when you are finished. You should now have a new Sales database.
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Criteria for Completion

You have completed this task when you have a database named Sales that you can see in SQL
Server Management Studio, as shown in Figure 1.3.

FIGURE 1.3 You should see a database named Sales in SQL Server
Management Studio.

B Microsoft SOL Server Management Studio _ =] x|

File Edit Wew Tools Window Community Help

Quewoer |0 | B B0 SHE B ERES,

ob orer ~ 1 X Summary | = X

Comnect~ | @2 m 4 T = WEP-oh A

List |~ Rengrt -
=] Ld COLOSSUS (SOL Server 9.0.1399 - COLOSSUSIAL
[ [ Databases D
[ System Databases Sales
[ Database Snapshats COLOSSUS\DatabasestSales & Itemis)

L‘J AdventureWorks
|| AdventursiorksDi

7 IR Name I
[ Database Diagrams [ Database Diagrams
K Tables [ Tables
e [ Wiews
[ Synonyms ==
(23 Programmability Sarrogrammabity
e ke [ Service Broker
[ Starage
[ Security [ storage
[ Securicy

| Security
[ Server Objects
[ Replication
4 Management
[ Motification Services
Ijb 5L Server Agent (Agent XPs disabled)

Ready

Task 1.4: Designing and Creating a Table

All of the data in a database is logically organized into tables. Each table in turn is divided
into columns and rows (or fields and records). Each table holds a grouping of related data.
For example, if you are creating a database to hold sales information, you may have one
table for available products, another table for orders placed, another for salesperson terri-
tories, and so on.

To create a table, you need to know what data will be stored in the table so you can decide
which columns should be in the table and what datatype each column should be. These deci-
sions are different for each database in each company. In this task, you will be creating some
tables in your Sales database.
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Scenario

You have just created a database for your sales department, and now you need to create some
tables to hold customer, product, and order data.

Scope of Task

Duration

This task should take approximately 30 minutes.

Setup

All you need for this task is access to the machine you installed SQL Server 2005 on in Task 1.1
and the Sales database you created in Task 1.3.

Caveat

Remember that this is just an exercise. In the real world, you would probably have multiple
tables for each of these categories. For example, you would have an OrderHeader table and
an OrderDetails table to store multiple line items for a single order. You are creating a single
table for each category in this task only for the sake of simplicity.

Procedure

In this task, you will create three tables in your Sales database: a Products table, a Customers
table, and an Orders table.

Equipment Used

All you need for this task is access to the machine you installed SQL Server 2005 on in Task 1.1
and the Sales database you created in Task 1.3.

Details

You will be creating three tables based on these criteria, as shown in Table 1.2, Table 1.3, and
Table 1.3.

TABLE 1.2 Products Table Fields

Field Name Datatype Contains

ProdID Int, Identity A unique ID number for each product that can be refer-
enced in other tables to avoid data duplication
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TABLE 1.2 Products Table Fields (continued)

Field Name Datatype Contains

Description Nvarchar(100) A brief text description of the product

InStock Int The amount of product in stock

TABLE 1.3 Customers Table Fields

Field Name Datatype Contains

CustID Int, Identity A unique number for each customer that can be referenced
in other tables

Fname Nvarchar(20) The customer’s first name

Lname Nvarchar(20) The customer’s last name

Address Nvarchar(50) The customer’s street address

City Nvarchar(20) The city where the customer lives

State Nchar(2) The state where the customer lives

Zip Nchar(5) The customer’s ZIP code

Phone Nchar(10) The customer’s phone number without hyphens or paren-
theses (to save space, those will be displayed but not stored)

TABLE 1.4 Orders Table Fields

Field Name Datatype Contains

CustID Int References the customer number stored in the Customers
table so you don’t need to duplicate the customer informa-
tion for each order placed

ProdID Int References the Products table so you don’t need to dupli-
cate product information

Qty Int The amount of product sold for an order

OrdDate Smalldatetime  The date and time the order was placed
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Follow these steps to create the Products table in the Sales database:

1. Open SQL Server Management Studio. In Object Explorer, expand your server, and
expand Databases > Sales.

Right-click the Tables icon, and select New Table to open the table designer.
In the first row, under Column Name, enter ProdID.

Just to the right of that, under Data Type, select Int.

g~ w DN

Make certain Allow Nulls isn’t checked. The field can be completely void of data if this
option is checked, and you don’t want that here.

6. In the bottom half of the screen, under Column Properties, in the Table Designer section,
expand Identity Specification, and change (Is Identity) to Yes.

Just under ProdID, in the second row under Column Name, enter Description.
Just to the right of that, under Data Type, enter nvarchar(100).
Make certain Allow Nulls is cleared.

10. Under Column Name in the third row, enter InStock.

11. Under Data Type, select Int.

12. Uncheck Allow Nulls.

« Microsoft SQL Server Management Studio -8l x|
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Ready
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13. Click the Save button on the left side of the toolbar (it looks like a floppy disk).

14. In the Choose Name box that opens, enter Products, then click OK.

15. Close the table designer by clicking the X in the upper-right corner of the window.

o~ 0N =

© ® N O

Now, follow these steps to create the Customers table:
Right-click the Tables icon, and select New Table to open the table designer.
In the first row, under Column Name, enter CustID.
Under Data Type, select Int.
Make certain Allow Nulls isn’t checked.

Under Column Properties, in the Table Designer section, expand Identity Specification,
and change (Is Identity) to Yes.

Just under CustID, in the second row under Column Name, enter Fname.
Just to the right of that, under Data Type, enter nvarchar(20).
Make certain Allow Nulls is unchecked.

Using the parameters displayed earlier, fill in the information for the remaining columns.
Don’t allow nulls in any of the fields.
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Click the Save button.
In the Choose Name box that opens, enter Customers, then click OK.

. Close the table designer.

Now follow the same steps to create the Orders table:
Right-click the Tables icon, and select New Table to open the table designer.
In the first row, under Column Name, enter CustID.
Under Data Type, select Int.
Make certain Allow Nulls isn’t checked.

This won’t be an identity column like it was in the Customers table, so don’t make any
changes to the Identity Specification settings.

Just under CustID, in the second row under Column Name, enter ProdID with a datatype
of int. Don’t change the Identity Specification settings. Don’t allow null values.

Just below ProdID, create a field named Qty with a datatype of int that doesn’t allow nulls.
Create a column named OrdDate with a datatype of smalldatetime. Don’t allow null values.
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Click the Save button.

10. In the Choose Name box that opens, enter Orders, then click OK.

11. Close the table designer.
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Criteria for Completion

You have completed this task when you have the Products, Customers, and Orders tables in
your database with the columns defined in the exercise. To verify this, just expand your Sales
database in SQL Server Management Studio and then expand Tables; you should see all three
tables, as shown in Figure 1.4.

FIGURE 1.4 You should see the Products, Customers, and Orders tables in your Sales
database.
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Task 1.5: Designing and Creating
a Constraint

When you first create a table, it’s wide open to your users. It’s true that they can’t violate
datatype restrictions by entering characters in an int type field and the like, but that is really the
only restriction. It’s safe to say you probably want more restrictions than that. For example,
you probably don’t want your users to enter XZ for a state abbreviation in a State field (because
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XZ isn’t a valid state abbreviation), and you don’t want them entering numbers for some-
one’s first name. You need to restrict what your users can enter in your fields, which you can
do by using constraints. In this task, you will create constraints on your Customers table in
the Sales database.

Scenario

You have just created tables in your new Sales database, one of which holds customer infor-
mation. You want to make certain that users enter only valid ZIP codes in the Zip field of the

Customers table, so you decide to create a constraint to restrict the data that can be entered
in the field.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this exercise, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Sales database you created in Task 1.3, and the Customers table you created in Task 1.4.

Caveat

This task doesn’t have any caveats.

Procedure

In this task, you will create a constraint on the Customers table to prevent users from entering
invalid ZIP codes. Specifically, you will prevent users from entering letters; they can enter only
numbers.

Equipment Used

For this exercise, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Sales database you created in Task 1.3, and the Customers table you created in Task 1.4.

Details

Follow these steps to create a constraint on the Zip field of the Customers table:

1. In Object Explorer, expand the Sales database, and expand Tables > dbo.Customers.
2. Right-click Constraints, and click New Constraint.

3. In the New Constraint dialog box, enter CK_Zip in the (Name) text box.
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4. In the Description text box, enter Check for valid zip codes.

5. To create a constraint that will accept only five numbers that can be zero through nine,
enter the following code in the Expression text box:

(zip T1ike '[0-9]1[0-9]1[0-9]1[0-9]1[0-9]1")

Check Constraints 2x
Selected Check Constraint:
CK_Zip* Editing propetties For new check constraint, The 'Expression’ propetty

needs to be filed in before the new check constraint will be accepted.

(zip like [0-9][0-9](0-9][0-9][0-9T} _I

{Mame) k_Zip

Description heck For valid zip codes
E Table Designer

heck Existing Data On Creal Yes

Enforce For INSERTS And UP Yes

Enforce For Replication Yes

6. Click Close.
7. Click the Save button at the top left of the toolbar.

8. Close the table designer (which was opened when you started to create the constraint).

Criteria for Completion

This task is complete when you have a constraint that prevents users from entering letters in
the Zip field of the Customers table. To test your new constraint, follow these steps:
1. In SQL Server Management Studio, and click the New Query button.
2. Enter the following code in the query window:
USE Sales
INSERT Customers
VALUES ('Greg', 'Scott','111 Main', 'Provo'
,'UT','88102', '5045551212")

3. Click the Execute button just above the query window to execute the query, and notice
the successful results.
4. To see the new record, click the New Query button, and execute the following code:
SELECT * FROM customers

5. Notice that the record now exists with a CustID of 1 (because of the identity property
discussed earlier, which automatically added the number for you).
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6. To test the check constraint by adding characters in the Zip field, click the New Query
button, and execute the following code (note the letters in the Zip field):

USE Sales
INSERT customers
VALUES ('Amanda','Smith','817 3rd','Chicago','IL", 'AAB1C', '8015551212")

7. Notice in the results pane that the query violated a constraint and so failed.
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Task 1.6: Designing and Creating a View

Microsoft describes a view as a virtual table or a stored SELECT query. Views do not hold any
data themselves; they represent the data that is stored in a table. Of course, views offer more
advantages than just looking at the data stored in a table. For instance, you may want to see
only a subset of records in a large table, or you may want to see data from multiple tables in
a single query. Both of these are good reasons to use a view. In this task, you will create a view
based on the Person.Contact table in the AdventureWorks database.

Scenario

You have a database that has been in use for some time and has a number of records in the
Contacts table. Your users have asked you to break this data down for them by area code. You
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have decided that the easiest way to accomplish this goal is to create a view that displays only
a subset of data from the table based on the area code.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this exercise, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the AdventureWorks database that is installed with the sample data.

Caveat

Realistically, views won’t be this simplistic in the real world; this is just to keep the exercise
simple.

Procedure

In this task, you will create a view based on the Person.Contact table in the AdventureWorks
database. Specifically, you will create a view that displays only those customers in the 398
area code.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the AdventureWorks database that is installed with the sample data.

Details
Follow these steps to create the Contacts_in_398 view:

1. Open SQL Server Management Studio by selecting it from the Microsoft SQL Server 2005
group under Programs on your Start menu, and connect with Windows Authentication if
requested.

2. In Object Explorer, expand your server, and then expand Databases » AdventureWorks.
Right-click Views, and select New View.

3. In the Add Table dialog box, select Contact (Person), and click Add.
Click Close, this opens the view designer.
5. In the Transact-SQL syntax editor text box, under the column grid, enter the following:

SELECT LastName, FirstName, Phone
FROM Person.Contact
WHERE (Phone LIKE '398%')
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6. Click the Execute button (the red exclamation point) on the toolbar to test the query.
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Choose File » Save View — dbo.View_1.
In the Choose Name dialog box, enter Contacts_in_398, and click OK.
To test the view, click the New Query button, and execute the following code:

USE AdventureWorks
SELECT * FROM dbo.Contacts_in_398

10. To verify that the results are accurate, open a new query, and execute the code used to
create the view:

USE AdventureWorks

SELECT Tastname, firstname, phone from Person.Contact
WHERE phone LIKE '398%'

Criteria for Completion

This task is complete when you can query the Contacts_in_398 view and retrieve the correct
results. To test your view, execute this code:

USE AdventureWorks
SELECT * FROM dbo.Contacts_in_398

You should see the results shown in Figure 1.5.
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FIGURE 1.5 Youshould see only those contacts in the 398 area code.
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Task 1.7: Designing and Creating a
Stored Procedure

A stored procedure is a query that is stored in a database on SQL Server rather than being
stored in the front-end code on the client machine (also called an ad hoc query). Several good
reasons exist for doing this.

One advantage of using stored procedures is that when SQL Server receives a query, it
compiles it. In other words, it reads the query, looks at such things as JOINs and WHERE
clauses, and compares that query with all the available indexes to see which index (if any)
would return data to the user fastest. Once SQL Server determines which indexes will func-
tion best, it creates a set of instructions telling SQL Server how to run the query (called an
execution plan), which is stored in memory. Ad hoc queries must be compiled nearly every
time they’re run whereas stored procedures are precompiled. This means stored procedures
have gone through the compilation process and have a plan waiting in memory; therefore,
they execute faster than ad hoc queries.
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Another advantage of using stored procedures is that they can make database management
easier. For example, if you need to modify an existing query and that query is stored on the
users’ machines, you must make those changes on all of the users” machines. If you store the
query centrally on the server, as a stored procedure, you need to make the changes only once,
at the server. This can save you a great deal of time and effort.

Stored procedures can also accept variable input and produce variable output. This means
you can use variable placeholders for input and output data, which is extremely useful for
making stored procedures dynamic.

In this task, you will create a stored procedure that accepts an input parameter and returns
data from the Production.Product table in the AdventureWorks database.

Scenario

You have a database that has been in use for some time and has a number of records in the
Product table. Your users frequently query the table for data based on the SellStartDate col-
umn. To speed up execution time and enhance ease of management, you have decided to create
a stored procedure that accepts a date as an input parameter and returns a result set of the
most frequently queried columns.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the AdventureWorks database that is installed with the sample data.

Caveat

This task doesn’t have any caveats.
y

Procedure

In this task, you will create a stored procedure based on the Production.Product table in the
AdventureWorks database. Specifically, you will create a stored procedure that returns prod-
uct data based on an input parameter.
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Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the AdventureWorks database that is installed with the sample data.

Details

Follow these steps to create the Production.Show_Products stored procedure:

1. Open SQL Server Management Studio. In Object Explorer, expand your server, and then
expand Databases » AdventureWorks » Programmability.

2. Right-click the Stored Procedures icon, and select New Stored Procedure to open a new
query window populated with a stored procedure template.

3. In the Transact-SQL syntax box, change the code to look like this:

CREATE PROCEDURE Production.Show_Products
@Date datetime

AS

BEGIN
SELECT Name, Color, ListPrice, SellStartDate
FROM Production.Product
WHERE SellStartDate > @Date
ORDER BY SellStartDate, Name

END

GO

4. Click the Execute button on the toolbar to create the procedure.

5. Close the query window.

Criteria for Completion

This task is complete when you can execute the Production.Show_Products stored procedure
using an input parameter and have it return the correct results. Execute the following code in
a new query window to test your stored procedure:

USE AdventureWorks
EXEC Production.Show_Products '1/1/1998'

You should see the results shown in Figure 1.6.
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FIGURE 1.6

Phase 1 - Installing and Configuring Microsoft SQL Server 2005

January 1, 1998.
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Task 1.8: Designing and Creating an
INSERT Trigger

As I discuss later in this book, you can control access to data by assigning permissions for
objects (such as tables) to users. You can use these permissions to prevent users from inserting
new data or modifying or deleting existing data. If you want more granular control than that,
you can use triggers.
A trigger is a collection of SQL statements that looks and acts a great deal like a
stored procedure. The only real difference between the two is that a trigger can’t be
executed directly; they are activated (or fired) when a user executes a Transact-SQL
statement. Data Manipulation Language (DML) triggers fire on INSERT, UPDATE, and
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DELETE statements; and Data Definition Language (DDL) triggers fire on CREATE, ALTER,
and DROP statements.

INSERT triggers fire every time someone tries to create a new record in a table using the
INSERT command. As soon as a user tries to insert a new record into a table, SQL Server copies
the new record into a table in the database called the trigger table and a special table stored in
memory called the inserted table. SQL Server then determines whether the data being inserted
into your table meets the criteria defined in your trigger. If so, the record is inserted; if not, the
record is not inserted.

You can even record what your users are doing by adding the RAISERROR() command to
your trigger, which will write an error to the Windows event log. As you will see later in this
book, the SQL Server Agent service can read this log entry and fire an alert, which can be used
to send e-mail and text messages and even execute subsequent code.

In this task, you will create an INSERT trigger that prevents users from overselling a
product in the Products table of the Sales database. If a user tries to do so, you will use the
RAISERROR() command to write an event to the Windows event log.

Scenario

You have created a database for your sales department that contains information about orders
customers have placed. The sales manager needs to know what is in stock at all times, so she
would like to have the quantity of an item that is in stock decremented automatically when a
user places an order. You have decided that the best way to accomplish this is by using a trig-
ger on the Orders table.

Scope of Task

Duration

This task should take approximately 30 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Sales database you created in Task 1.3, and the Products table you created in Task 1.4.

Caveat

When executing a trigger, SQL Server uses two special tables: inserted and deleted. The
inserted table holds new records that are about to be added to the table, and the deleted
table holds records that are about to be removed. You will be using the inserted table in
this task.
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Procedure

In this task, you will create a trigger that automatically decrements the InStock quantity in the
Products table when a user places an order.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Sales database you created in Task 1.3, and the Products table you created in Task 1.4.

Details

First, you need to add some data to the Customers and Products tables:

1.

1.

Open SQL Server Management Studio by selecting it from the Microsoft SQL Server 2005
group in Programs on the Start menu, and log in using either Windows Authentication or
SQL Server Authentication.
Open a new SQL Server query window, and enter and execute the following code to
populate the Customers table with customer information:
USE Sales
INSERT customers
VALUES ('Andrea','E1liott','111 Main','Oakland','CA','94312",'7605551212")
INSERT customers
VALUES ('Tom', 'Smith', '609 Georgia', 'Fresno', 'CA', '33045', '5105551212')
INSERT customers

VALUES ('Janice', 'Thomas', '806 Star', 'Phoenix', 'AZ', '85202',
'6021112222"')

To populate the Products table with product and inventory information, enter and execute
the following code:

INSERT Products

VALUES ('Giant Wheel of Brie', 200)

INSERT Products

VALUES ('Wool Blankets', 545)

INSERT Products

VALUES ('Espresso Beans', 1527)

INSERT Products

VALUES ('Notepads', 2098)

Close the query window.

Next, follow these steps to create the new InvUpdate trigger:

In Object Explorer, expand your server, and then expand Databases » Sales » Tables »
dbo.Orders.
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2. Right-click the Triggers folder, and select New Trigger.

3. In the Transact-SQL syntax box, enter and execute the following code to create the
trigger:
CREATE TRIGGER dbo.InvUpdate
ON dbo.Orders
FOR INSERT
AS
BEGIN
UPDATE p
SET p.instock

(p.instock - 1i.qty)

FROM Products p JOIN inserted i
ON p.prodid = i.prodid

END

GO

4. Close the query window.

Criteria for Completion

This task is complete when you have a trigger that automatically updates the InStock col-
umn of the Products table whenever a record is inserted in the Orders table. To test your new
trigger, follow these steps:

1.  Open a new SQL Server query, and execute the following code to verify the InStock
quantity for item 1 (it should be 200):
USE Sales
SELECT prodid, instock
FROM Products

2. To cause the INSERT trigger to fire, you need to insert a new record in the Orders
table. To do this, open a new query window, and enter and execute the following code,
which assumes you’re selling 15 quantities of product 1 to customer ID 1 on today’s
date (GETDATE() is used to return today’s date):

USE Sales
INSERT Orders
VALUES (1,1,15,getdate())

3. To verify that the INSERT trigger fired and removed 15 from the InStock column of the
Products table, click the New Query button, and enter and execute the following code:
USE Sales
SELECT prodid, instock
FROM Products
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4. Notice that the exact quantity you sold customer 1 (15) was subtracted from the total
InStock quantity of product ID 1. You now have 1835 instead of 200.
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5. Close the query windows.

Task 1.9: Designing and Creating a
DELETE Trigger

Ordinarily, when a user executes a DELETE statement, SQL Server removes the record from the
table, and the record is never heard from again. That behavior changes when you add a
DELETE trigger to the table. With a DELETE trigger in place, SQL Server moves the record being
deleted to a logical table in memory called deleted; the records aren’t entirely gone, and you
can still reference them in your code. This comes in handy for complex business logic.

< The special deleted table can easily be compared to the Recycle Bin in the

P Windows operating system, where deleted files are moved before they're
deleted from the system. The biggest difference is that the deleted table is
automatically purged of records after a transaction is complete whereas the
Recycle Bin must be purged manually.
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Suppose you want to keep your users from deleting customers who have more than
$10,000 in credit with your company. Without a DELETE trigger in place, a user could suc-
cessfully delete any record they wanted, regardless of the amount of credit the customer had.
With a DELETE trigger in place, however, SQL Server places the record in question in the
deleted table, so you can still reference the credit limit column and base the success of the
transaction on the value therein.

In this task, you will create a DELETE trigger that prevents users from deleting customers
based in Arizona.

Scenario

You have created a database for your sales department that contains information about orders
customers have placed. One of your biggest customers is in Arizona, and they have recently

had to stop placing regular orders with you, which makes them look inactive. Your sales man-
ager is concerned that someone new may accidentally delete important information about this
customer, and she has asked you to prevent that from happening. You have decided that the
best way to accomplish this is by using a trigger on the Customers table.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Sales database you created in Task 1.3, and the Customers table you created in Task 1.4.
Caveat

When executing a trigger, SQL Server uses two special tables named inserted and deleted. The
inserted table holds new records that are about to be added to the table, and the deleted table
holds records that are about to be removed. You will be using the deleted table in this task.

Procedure
In this task, you will create a DELETE trigger that prevents users from deleting customers based
in Arizona.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Sales database you created in Task 1.3, and the Products table you created in Task 1.4.
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Details

Follow these steps to create the new AZDel trigger:

1. In Object Explorer, expand your server, and then expand Databases > Sales » Tables »
dbo.Orders.

Right-click the Triggers folder, and select New Trigger.

In the Transact-SQL syntax box, enter and execute the following code to create the
trigger:
CREATE TRIGGER dbo.AZDel
ON dbo.Customers
FOR DELETE
AS
BEGIN
IF (SELECT state FROM deleted) = 'AZ'
BEGIN
PRINT 'Cannot remove customers from AZ'
PRINT 'Transaction has been cancelled'
ROLLBACK
END
END
GO

4. Close the query window.

Criteria for Completion

This task is complete when you have a trigger that prevents you from deleting customers who
reside in Arizona. To test your new trigger, follow these steps:

1. Open a new SQL Server query, and execute the following code to verify you have
customers from Arizona (for example, Janice Thomas should be in Arizona):
USE Sales
SELECT * FROM customers

2. To cause the DELETE trigger to fire, try to delete Janice from the Customers table. To do
this, open a new query, and enter and execute the following code (you should see an error
message upon execution):

USE Sales
DELETE from Customers
WHERE Lname = 'Thomas'



Task 1.10: Designing and Creating an UPDATE Trigger

icrosoft SOL Server Management Studio = =1

File Edit Wiew Query Project  Tools  Window  Community  Help

iDuewquey |y [ BRI G |0 (GHS B EEREEF

£ 39 5 | saes | Veeue v WIS |2 | A | 7 W B | @EEH| S 2

-]
T IIILDSSUS.Sale...SQLQueryii.sql*}/ COLOS5US, Sale,  SOLQuery2 sqi* ] =

[l

Conmect~ | & m |8 T USE Sales
DELETE from Customers
WHERE Lname = 'Thomas'

= u COLOSSUS (SQL Server 90,1399 - COLOSSUZ & |
= [ Databases
[ System Databases
1 Database Snapshots
IJ Adventureorks
| AdventureworksDint
Bl | ] Sales
1 Database Diagrams =
= [ Tables
[ Syskem Tables

= dbo.Customers -
Bl = dbo.Orders 4| 3

1 Columns 3
3 Kevs |_g Messages |

[ Constraints Canmot remove customers from AZ B

3 riggers Transaction has been cancelled
£ Indexes M=y 3602, Level le, State 1, Line 2
3 Statistics The transaction ended in the trigger. The batch has been aborted.

= dbo.Products —
Vigws

1 Svnonyms

[ Programmability

[ Service Broker i

3 Storage al L
4 M [d seariy | Ll_l 1\ Gue. [COLOSSUS (BORTM)  |COLOSSUS\Administiator (54)  |Sales Q000101 | 0rowms
Ready Ln 4 Col 1 Chi INS

3. To verify that Janice has not been deleted, enter and execute the following code (you

should still see Janice):

USE Sales
SELECT * FROM customers

4. Close the query window.

Task 1.10: Designing and Creating an
UPDATE Trigger

39

As discussed in the previous task, a trigger is a collection of SQL statements that fires when a
user performs an action against a record in a table. An UPDATE trigger fires when a user exe-

cutes an UPDATE statement against a table.

What makes this type of trigger unique is that it uses the same functionality as both DELETE
and INSERT triggers. When an UPDATE statement is executed, SQL Server actually deletes the
record in question from the table and holds it in the deleted table; it then inserts a new record
in the table and holds a duplicate copy in the inserted table. So, both the inserted and updated

tables are available to UPDATE triggers.
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In this task, you will create an UPDATE trigger that prevents users from overselling a product
in the Products table of the Sales database. If a user tries to do so, you will use the RAISERROR()
command to write an event to the Windows event log.

Scenario

You have created a database for your sales department that contains product information.

Some of the new sales personnel have accidentally oversold some product, and the sales man-
ager has asked you for a technical means to prevent this in the future. You have decided to
put a trigger in place that prevents users from selling any amount of product that will set the
InStock column to a negative value. If they try to execute such a transaction, you have opted
to use the RAISERROR() command to write an event to the Windows event log for tracking
and reporting purposes.

Scope of Task

Duration

This task should take approximately 30 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Sales database you created in Task 1.3, and the Products table you created in Task 1.4.

Caveat

When executing a trigger, SQL Server uses two special tables named inserted and deleted.
The inserted table holds new records that are about to be added to the table, and the
deleted table holds records that are about to be removed. You will be using the inserted
table in this task.

Procedure

In this task, you will create a trigger that prevents users from updating a record in the Prod-
ucts table if that update would set the InStock column to a negative amount. If they try to
execute such a query, you will use the RAISERROR() command to write an event to the Win-
dows event log.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Sales database you created in Task 1.3, and the Products table you created in Task 1.4.
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Details

Follow these steps to create the new CheckStock trigger:

1. Expand your server, and then expand Databases » Sales » Tables » dbo.Products.

2. Right-click the Triggers folder, and select New Trigger.

3. Inthe Transact-SQL syntax box, enter and execute the following code to create the trigger:

CREATE TRIGGER dbo.CheckStock
ON dbo.Products
FOR UPDATE

AS

BEGIN

IF (SELECT InStock from inserted) < 0
BEGIN
PRINT 'Cannot oversell Products'
PRINT 'Transaction has been cancelled'
ROLLBACK
RAISERROR( 'Cannot oversell products', 10, 1) WITH LOG
END
END
GO

4. Close the query window.

Criteria for Completion

This task is complete when you have a trigger that prevents you from entering a negative value
in the InStock column of the Products table in the Sales database and also writes an event to
the Windows event log if you try. To test your new trigger, follow these steps:
1. Open a new SQL Server query, and execute the following code to verify the quantity in
stock on available products (product ID 2 should have 545 in stock currently):
USE Sales
SELECT prodid, instock FROM Products

2. To cause the UPDATE trigger to fire, you’ll try to sell 600 units of product ID 2 (wool blan-
kets) to a customer. Open a new SQL Server query, and enter and execute the following
code (you should see an error message upon execution):

USE Sales

UPDATE Products

SET InStock = (Instock — 600)
WHERE prodid = 2
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3. To verify that the transaction was disallowed and that you still have 545 wool blankets

in stock, click the New Query button, and enter and execute the following code (you
should still see 545 of product ID 2):

USE Sales
SELECT prodid, instock FROM Products

4. Now, open Event Viewer, and look in the Application log for the event written by
RAISERRORQ).
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5. Close the query window.
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Task 1.11: Designing and Creating an
INSTEAD OF Trigger

In Task 1.6, I discussed views, which you can use to display only a few of the columns in a
table, only a subset of the rows in a table, or data from more than one table at a time. This
works great when you want to see just the data, but you can have problems when you try to
modify data through a view.

Because views may not display all the columns in a table, data modification statements can
fail. For example, suppose you have a Customers table like the one in your Sales database that
contains customer information such as name, address, city, state, ZIP code, and so on. Then
suppose you have created a view that displays all the columns except the City field. If you try
to update the Customers table through the new view, the update will fail because the City field
(which is a required field) is not available through the view. Using an INSTEAD OF trigger can
make this type of update successful.

In this task, you will create an INSTEAD OF trigger that can insert a value that is not avail-
able through a view into a table. To accomplish this, you will first create a view that does not
display the City column (which is a required column for updates), and then you will try to
update through this column. Next you will create an INSTEAD OF trigger that can insert the
missing value for you, after which you will try the insert again.

Scenario

You have created a database for your sales department with a table that contains customer infor-
mation. Your sales manager has asked you to make it easier for sales representatives to find the
customer data they need, so you have decided to create a view that displays only the necessary
data. You need to make sure the sales representatives can insert new data through the view, and
because the view does not show all the required columns, you need to create an INSTEAD OF trig-
ger to modify the INSERT statement so that INSERT statements on the view will succeed.

Scope of Task

Duration

This task should take approximately 30 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Sales database you created in Task 1.3, and the Customers table you created in Task 1.4.

Caveat

This task doesn’t have any caveats.
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Procedure

In this task, you will create a view that shows only a subset of columns from the Customers
table in the Sales database. Then you will create a trigger that intercepts an INSERT statement
and modifies the statement so that all required columns are filled in.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Sales database you created in Task 1.3, and the Customers table you created in Task 1.4.

Details

First, you need to create a view based on the Customers table that does not display the
City field (which is a required field for an INSERT). Follow these steps to create the PHX_
Customers view:

1. In SQL Server Management Studio, open a new query, and enter and execute the fol-
lowing code:
USE Sales
GO
CREATE VIEW PHX_Customers AS
SELECT fname, 1name, address, state, zip, phone
FROM Customers
WHERE City = 'Phoenix'

2. To verify that the view displays only the columns you want, click the New Query button,
and enter and execute the following query:

USE Sales
SELECT * FROM PHX_Customers
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3. Now you will try to insert a new customer through the view. Select New Query with
Current Connection from the Query menu, and enter and execute the following code:

USE Sales
INSERT PHX_Customers
VALUES ('Timothy',

"Calunod',
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Next, you can create an INSTEAD OF trigger that inserts the missing value for you when you
insert through the view:

CREATE TRIGGER Add_City ON PHX_Customers

INSTEAD OF INSERT
AS

DECLARE

@FNAME VARCHAR(20),
@LNAME VARCHAR(20),
@ADDR VARCHAR(50),
@CITY VARCHAR(20),
@STATE NCHAR(2),

Expand your server, and then expand Databases » Sales » Views » dbo.PHX_Customers.
Right-click the Triggers folder, and select New Trigger.

In the Transact-SQL syntax box, enter and execute the following code to create the trigger:
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@ZIP CHAR(S),
@PHONE CHAR(10)

SET @CITY = 'Phoenix'

SET @FNAME = (SELECT FNAME FROM INSERTED)
SET @LNAME = (SELECT LNAME FROM INSERTED)
SET @ADDR = (SELECT ADDRESS FROM INSERTED)
SET @STATE = (SELECT STATE FROM INSERTED)
SET @ZIP = (SELECT ZIP FROM INSERTED)

SET @PHONE = (SELECT PHONE FROM INSERTED)

INSERT CUSTOMERS
VALUES(@FNAME, @LNAME, @ADDR, @CITY, @STATE, @ZIP, @PHONE)

4. To test the trigger, enter and execute the same code from step 3 in the previous series of
steps:
USE Sales
INSERT PHX_Customers
VALUES ('Timothy', 'Calunod', '123 Third', 'CA', '95023', '9252221212')
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5. To verify that the data was inserted into the Customers table and that the City column
was populated, select New Query with Current Connection from the Query menu, and
enter and execute the following query:

USE Sales
SELECT * FROM Customers
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6. Close the query windows.

Criteria for Completion

This task is complete when you have an INSTEAD OF trigger that intercepts an INSERT state-
ment on the PHX_Customers database and adds a value to insert into the City field.

Task 1.12: Designing and Creating a
User-Defined Function

A function is a grouping of Transact-SQL statements that you can reuse. SQL Server has a
large number of built-in functions, but these may not meet all of your needs. For this reason,
SQL Server gives you the ability to create your own functions, called user-defined functions,
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to perform any tasks you may need. This is especially useful for performing complex calcula-
tions in your business logic. You can create several types of functions:

»  Scalar functions return a single value or the type specified in the RETURN statement, such
as a single int value.

»  Table-valued functions return a table datatype.

* CLR functions are special functions created using any language available in the NET
Framework (that is, C# or Visual Basic .NET). These can return scalar or table values.

In this task, you will create a user-defined function that determines which customer has
placed the largest order for a given product.

Scenario

You have created a database for your sales department with a table that contains order infor-
mation. Your sales manager wants to know the largest number of items for a given product
on a single order. She wants to run this calculation every week, so you decide to create a user-
defined function for ease of use and management.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Sales database you created in Task 1.3, and the Orders and Customers tables you created
in Task 1.4.

Caveat

This task doesn’t have any caveats.

Procedure

In this task, you will create a user-defined function that calculates the largest number of items
for a given product on a single order. First you will add some orders to the database, and then
you will create a function to calculate the sales; finally, you will verify the function.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Sales database you created in Task 1.3, and the Orders and Customers tables you created
in Task 1.4.
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Details
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First, you need to place some orders in the Orders table so the function has some data to work with:

1.

Open a new SQL Server query, and execute the following code to insert some new records

in the Orders table:

USE Sales

INSERT Orders

VALUES (3,2,15,getdate())
GO

INSERT Orders

VALUES (1,2,10,getdate())
GO

INSERT Orders

VALUES (1,1,20,getdate())
GO

INSERT Orders

VALUES (4,3,25,getdate())
GO

To verify that the new orders exist, enter and execute this code in a new query window:

USE Sales
SELECT * FROM Orders
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Next, you are ready to create a user-defined function to calculate the largest number of
items for a given product on a single order:
1. In SQL Server Management Studio, open a new query, and enter and execute the follow-
ing code:
USE Sales
GO
CREATE FUNCTION ItemOrderCount
(@ProductID int)
RETURNS 1int
AS
BEGIN
RETURN (SELECT MAX(Qty) FROM Orders WHERE ProdID = @ProductID)
END

I'm using the GO statement here because the CREATE FUNCTION statement must
TE be the first statement in a batch. GO separates the statements into separate

batches.

Criteria for Completion

This task is complete when you have created a function that tells you the largest amount of
items for a specific product placed on a single order. To test your function, execute this code
in a new query window:

USE Sales
GO
SELECT dbo.ItemOrderCount(1)

As shown in Figure 1.7, you should get a value of 20; this was the most items placed on a
single order for product ID 1.

Task 1.13: Designing and Creating a
Clustered Index

SQL Server stores data on the hard disk in 8KB pages inside the database files. By default, these
pages and the data they contain aren’t organized in any way. To bring order to this chaos, you
must create an index. You can create two types of indexes on a table: clustered and nonclustered.
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FIGURE 1.7 TheltemOrderCount() function should return a value of 20 for product ID 1.
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Clustered indexes physically rearrange the data that users insert in your tables. The arrange-
ment of a clustered index on disk is comparable to that in a dictionary, because they both use
the same storage paradigm. If you needed to look up a word in the dictionary—for example,
satellite—how would you do it? You would turn right to the S section of the dictionary and con-
tinue through the alphabetically arranged list until you found the word satellite. The process is
similar with a clustered index; a clustered index on a Lastname column would place Adams
physically before Burns in the database file. This way, SQL Server can more easily pinpoint the
exact data pages it wants.

It might help to visualize an index in SQL Server as an upside-down tree. In fact, the index
structure is called a B-tree (binary-tree) structure. At the top of the B-tree structure, you find
the root page; it contains information about the location of other pages further down the line
called intermediate-level pages. These intermediate pages contain yet more key values that can
point to still other intermediate-level pages or data pages. The pages at the bottom of a clus-
tered index, the leaf pages, contain the actual data, which is physically arranged on disk to
conform to the constraints of the index.

4 Because all the data is arranged physically in the database, clustered indexes
P are a good choice when users search for a range of data.
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On a table without a clustered index in place (called a heap), new data is inserted at the
end of the table, which is the bottom of the last data page. If none of the data pages has any
room, SQL Server allocates a new extent and starts filling it with data. Because you’ve told
SQL Server to physically rearrange your data by creating a clustered index, SQL Server no
longer has the freedom to stuff data wherever it finds room. The data must physically be
placed in order. To accomplish this, you need to leave some room at the end of each data
page on a clustered index. This blank space is referred to as the fill factor. A higher fill factor
gives less room, and a lower fill factor gives more room. If you specify a fill factor of 70, for
example, the data page is filled with 70 percent data and 30 percent blank space. If you spec-
ify 100, the data page is filled to nearly 100 percent, having room for only one record at the
bottom of the page.

When you need to insert data into a page that has become completely full, SQL Server per-
forms a page split. This means SQL Server takes approximately half the data from the full page
and moves it to an empty page, thus creating two half-full pages, leaving plenty of room for
new data.

4 Because clustered indexes physically rearrange the data, you can have only
ITE one clustered index per table.

In this task, you will create a clustered index on the Customers table of the Sales database.

Scenario

You have created a database for your sales department with a table that contains customer
information. Your sales representatives have started complaining about slow access times.
You know that the sales representatives look up customers based on their ZIP codes quite
often, so you decide to create a clustered index on the Zip column of the Customers table to
improve data access times.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Sales database you created in Task 1.3, and the Customers tables you created in Task 1.4.
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Caveat

Because this is just a test system and Customers is a small table with little data, you will not
see a significant improvement in data access time.

Procedure

In this task, you will create a clustered index on the Customers table based on the Zip
column.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Sales database you created in Task 1.3, and the Customers table you created in Task 1.4.

Details

To create the new idx_cl_Zip clustered index, follow these steps:
1. Open SQL Server Management Studio, and connect using Windows Authentication.

2. In Object Explorer, expand your server, and then expand Databases » Sales » Tables »
dbo.Customers.

Right-click Indexes, and select New Index.

In the Index name box, enter idx_cl_Zip.

Select Clustered for the index type.

Click the Add button next to the Index Key Columns grid.

N o o s ow

Check the box next to the Zip column.
=10l

Select table columns to be added to the index key.

Table calumns:
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™ Frame rwarchar(20] 40 Mo Mo
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[~ City revarchar(20] 40 Ma Mo
[~ State nchar(2] 4 Mo Mo
iV Zp rcharls) 1M Mo He
™ Phone nchai(10) 20 No No

ak. I Cancel Help |
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8. Click OK to return to the New Index dialog box.
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Progress
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9. Click OK to create the index.

Criteria for Completion

This task is complete when you have a clustered index on the Zip column of the Customers
table in the Sales database. To verify that the index is there, expand Databases > Sales >
Tables > dbo.Customers » Indexes, and you should see the idx_cl_Zip index listed, as shown
in Figure 1.8.

Task 1.14: Designing and Creating a
Nonclustered Index

Like its clustered cousin, a nonclustered index is a B-tree structure having a root page, inter-
mediate levels, and a leaf level. However, two major differences separate the index types. The
first is that the leaf level of the nonclustered index doesn’t contain the actual data; it contains
pointers to the data stored in data pages. The second big difference is that the nonclustered
index doesn’t physically rearrange the data. It functions more like the index at the back of a
topically arranged book.
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FIGURE 1.8 Thenewidx_cl_Zip clustered index shows up in Object Explorer after it has
been created.
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When you search for data on a table with a nonclustered index, SQL Server first queries the
sysindexes table looking for a record that contains your table name and a value in the indid
column from 2 to 251 (0 denotes a heap, and 1 is for a clustered index). Once SQL Server finds
this record, it looks at the root column to find the root page of the index (just like it did with
a clustered index). Once SQL Server has the location of the root page, it can begin traversing
the B-tree in search of your data.

If you’re searching a nonclustered index that is based on a heap (a table with no clustered
index in place), SQL Server uses the pointer in the leaf-level page to jump right to the data page
and return your data.

If your table has a clustered index in place, the nonclustered index leaf level contains a
pointer to the clustered index key value. This means once SQL Server is done searching your
nonclustered index, it has to traverse your clustered index as well. SQL Server searches two
indexes because it can actually be faster when you consider how data is updated through a
nonclustered index.

When inserting data using a nonclustered index on a heap, SQL Server inserts the data
wherever it finds room and adds a new key value that points to the new record of the associ-
ated index pages.

When you insert data into a table with a nonclustered index and a clustered index in place,
SQL Server physically inserts the data where it belongs in the order of the clustered index and
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updates the key values of the nonclustered index to point to the key values of the clustered
index. When one of the data pages becomes full and you still have more data to insert, a page
split occurs, which is why the key values of the nonclustered index point to the clustered index
instead of the data pages themselves.

When you’re using a nonclustered index without a clustered index in place, each index page
contains key values that point to the data. This pointer contains the location of the extent, as
well as the page and record number of the searched-for data. If a page split occurred and the
nonclustered index didn’t use clustered index key values, then all the key values for the data
that had been moved would be incorrect because all the pointers would be wrong. The entire
nonclustered index would need to be rebuilt to reflect the changes. However, because the non-
clustered index references the clustered index key values (not the actual data), all the pointers
in the nonclustered index will be correct even after a page split has occurred, and the nonclus-
tered index won’t need to be rebuilt. That is why you reference the key values of a clustered
index in a nonclustered index.

4 You can have 249 nonclustered indexes per table, though in practice you will
ITE not have nearly that many.

In this task, you will create a nonclustered index on the Customers table of the Sales
database.

Scenario

You have created a database for your sales department with a table that contains customer
information. You want to make sure data access is as fast as possible. After some investigation,
you have discovered that your sales representatives consistently search for customer informa-
tion by searching for a last name. Because they search only for a single record at a time, you
decide to create a nonclustered index on the Lname column of the Customers table to improve
data access times.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Sales database you created in Task 1.3, and the Customers table you created in Task 1.4.
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Caveat

Because this is just a test system and Customers is a small table with little data, you will not
see a significant improvement in data access time.

Procedure

In this task, you will create a nonclustered index on the Customers table based on the Zip
column.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Sales database you created in Task 1.3, and the Customers table you created in Task 1.4.

Details

To create the new idx_ncl_Lname nonclustered index, follow these steps:
1. Open SQL Server Management Studio, and connect using Windows Authentication.

2. In Object Explorer, expand your server, and then expand Databases » Sales » Tables »
dbo.Customers.

Right-click Indexes, and select New Index.

In the Index Name box, enter idx_ncl_Lname.

Select Nonclustered for the index type.

Click the Add button next to the Index Key Columns grid.

N o o s ow

Check the box next to the Lname column.

E Select Columns from ‘dbo.Customers® 10l x|

Select table columns to be added to the index key.
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8. Click OK to return to the New Index dialog box.
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9. Click OK to create the index.

Criteria for Completion

This task is complete when you have a nonclustered index on the Lname column of the Cus-
tomers table in the Sales database, as shown in Figure 1.9. To verify that the index is there,
expand Databases » Sales » Tables » dbo.Customers > Indexes, and you should see the
idx_ncl_Lname index listed.

Task 1.15: Designing and Creating
a Full-Text Index

Databases are excellent containers for all sorts of data, including massive amounts of text.
Many companies, in fact, have entire libraries of corporate documents stored in their data-
bases. New datatypes, such as nvarchar(max), were devised to store such large amounts of
text. Because the standard SELECT statement wasn’t designed to handle such large amounts of
text, something else had to be devised—something more robust. Enter full-text search.
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FIGURE 1.9 The new idx_ncl_Lname nonclustered index shows up in Object Explorer
after it has been created.

!_,: Microsoft SQL Server Management Studio =181x]

File Edit Vew Project Tools ‘Window Community Help

Hpewoeny || @G L EEdd BEEBES

Summary] - X @
Connect~ @) m [ T ERER-AdaE B |;=
= IJS COLOSSUS (SQL Server 9.0,1399 - COLOSSUE & | 9’_%_
[El 3 Databases i a’
[ System Databases D Inde}(es =
[ Database Snapshots COLOS5US\DatabasesiSales| Tables|dbo. Customers|Indexes 2 Itemis)

[‘J Adventurewarks
| 1] AdventurettorksDi

= | ] Sales Mame |
3 Database Diagrams hyidx_el_Zip (Clustered)
Bl [ Tables iy id_nd_Lname (Mon-Unique, Mon-Clustered)

[ System Tables
= 2 dbo.Customers
[ Columns

[0 Keys
[ Constraints
[ Triggers

ok i _cl_Zip {Clustered)
sh idx_nel_Lname (Nor-Ui
[ Statistics
= dbo.Orders
= dbo.Products
[ Views
[ Synonyms
[ Programmability
[ Service Broker

|l Storage -
al - | _'l_I

Full-text search is a completely separate program that runs as a service (called the SQL
Server FullText Search service, or msftesq) and can index all sorts of information from most
of the BackOffice (or even non-Microsoft) products. Thus, when you perform a full-text
search, you are telling SQL Server to make a request of the FullText Search service. To per-
form a full-text search, you need only use the CONTAINS, CONTAINSTABLE, FREETEXT, or
FREETEXTTABLE clause in your SELECT query.

) You can find a detailed discussion of CONTAINS, CONTAINSTABLE, FREETEXT, and
‘ﬁ FREETEXTTABLE in Mastering SQL Server 2005 (Sybex, 2006).

Before you can start using this powerful tool, you need to configure it. The first step you
need to take is to create a full-text index. You create full-text indexes with SQL Server tools,
such as SQL Server Management Studio, but you maintain them with the FullText Search
service; and they are stored on the disk as files separate from the database. To keep the full-
text indexes organized, they are stored in catalogs in the database. You can create as many
catalogs in your databases as you’d like to organize your indexes, but these catalogs cannot
span databases.
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In this task, you will create a full-text index on the Production.Document table of the
AdventureWorks database.

Scenario

One of the databases that your company has been using for some time contains a table that
stores large documents. Your users have been using standard SELECT statements to access the
documents in this table, but that method is proving too slow now that the table is starting to
grow. You want to make sure users can query the table and get results as quickly and easily
as possible, so you decide to create a full-text index on the table.

Scope of Task

Duration

This task should take approximately 20 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the AdventureWorks database that is installed with the sample data.

Caveat

This task doesn’t have any caveats.

Procedure

In this task, you will create a full-text catalog and index on the Production.Document table of
the AdventureWorks database.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the AdventureWorks database that is installed with the sample data.

Details

To create the new full-text catalog and index on the Production.Document table, follow
these steps:

1. Open SQL Server Management Studio, and in Object Explorer, expand Databases »
AdventureWorks » Tables.

2. Right-click Production.Document, move to Full-Text Index, and click Define Full-Text
Index.
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3. On the first screen of the Full-Text Indexing Wizard, click Next.

4. Each table on which you create a full-text index must already have a unique index asso-
ciated with it for the FullText Search service to work. In this instance, select the default
PK_Document_DocumentID index, and click Next.
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5. On the next screen, you are asked which column you want to full-text index. Document-
Summary is the only nvarchar(max) column in the table, so it is the best candidate; select
the box next to it, and click Next.
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6. On the next screen, you are asked when you want changes to the full-text index applied:

*  Automatically means the full-text index is updated with every change made to the
table. This is the fastest, least-hassle way to keep full-text indexes up-to-date, but it can
tax the server because it means the changes to the table and index take place all at once.

*  Manually means changes to the underlying data are maintained, but you will have to
schedule index population yourself. This is a slightly slower way to update the index,
but it is not as taxing on the server because changes to the data are maintained but the
index is not updated immediately.

* Do Not Track Changes means changes to the underlying data are not tracked. This is
the least taxing, and slowest, way to update the full-text index. Changes are not main-
tained, so when the index is updated, the FullText Search service must read the entire
table for changes before updating the index.

7. Choose Automatically, and click Next.
=10l

Select Change Tracking

Choose how updates to tables and views are tracked,

Track changes on this table/view az they occur:

1 Automatically
" Manually

= Do nat track changes

8. The next screen asks you to select a catalog. You’ll need to create one here, because you
don’t have any available. In the Name field, enter AdventureWorks Catalog. You can also
select a filegroup to place the catalog on; leave this as default, and click Next.
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9. On the next screen, you are asked to create a schedule for automatically repopulating the
full-text index. If your data is frequently updated, you will want to do this more often,
maybe once a day. If it is read more often than it is changed, you should repopulate less
frequently. You can schedule population for a single table or an entire catalog at a time.
Here, you will set repopulation to happen just once for the entire catalog by clicking the
New Catalog Schedule button.

10. On the New Schedule Properties screen, enter Populate AdventureWorks, and click OK.

£ New Full-Text Indexing Catalog Schedule i |
Hame: |Pupulale Adventurehiorks| Jobz in Scheduls |
Schedule type [One time | M Enabled

(Ore-time occurrence

Date: 6/18/2006 ¥| Time: [1zo000 M =

Frequency

11. When you are taken back to the Full-Text Indexing Wizard, click Next.

E Full-Text Indexing Wizard _1al x|
Define Population Schedules (Optional)
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Help | < Back | Finish >3] | Cancel
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12. On the final screen of the wizard, you are given a summary of the choices you have made.
Click Finish to create the index.

Criteria for Completion
This task is complete when you have a full-text index on the Production.Document table of the
AdventureWorks database. To verify that the index is there, follow these steps:

1. To see your new catalog and index, in Object Explorer expand AdventureWorks »
Storage » Full Text Catalogs.
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2. Double-click the AdventureWorks catalog to open its properties.
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Task 1.16: Creating a Windows Login

It is vitally important to protect the information stored in your databases. Realizing this, the
team at Microsoft implemented a world-class security system in SQL Server 2005. The foun-
dation of this security system is the login. Two types of logins exist: Windows and Standard.
To fully understand how they work, you need to know about authentication modes.

An authentication mode is how SQL Server processes usernames and passwords. SQL
Server 2005 provides two such modes: Windows Authentication mode and Mixed mode.

In Windows Authentication mode, a user can sit down at her computer, log in to the Win-
dows domain, and gain access to SQL Server using the Kerberos security protocol. Although
an in-depth discussion of Kerberos is beyond the scope of this book, here is a brief overview

of how this security protocol works:

1.

When the user logs in, Windows performs a DNS lookup to locate a Key Distribution
Center (KDC).

The user’s machine logs in to the domain.
The KDC issues a special security token called a Ticket Granting Ticket (TGT) to the user.

To access the SQL Server, the user’s machine presents the TGT to the SQL Server; if the
ticket is accepted, the user is allowed access.
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The main advantage of Windows Authentication mode is that users don’t have to remem-
ber multiple usernames and passwords. This mode also allows you to apply Windows pass-
word policies, which perform such tasks as expire passwords, require a minimum length for
passwords, keep a history of passwords, and so on.

One of the disadvantages is that only users with Windows accounts can open a trusted con-
nection to SQL Server. This means someone like a Novell client can’t use Windows Authen-
tication mode because they don’t have a Windows account. If it turns out that you have such
clients, you’ll need to implement Mixed mode.

Mixed mode allows both Windows Authentication and SQL Server Authentication. SQL
Server Authentication works as follows:

1. A user logs in to his network, Windows or otherwise.

2. The user opens a nontrusted connection to SQL Server using a username and password
other than those used to gain network access. It’s called a nontrusted connection because
SQL Server doesn’t trust the operating system to verify the user’s password.

3. SQL Server matches the username and password entered by the user to an entry in the
syslogins table.

The primary advantage is that anyone—Mac users, Novell users, Unix users, and the like—
can gain access to SQL Server using Mixed mode. You could also consider this to be a second
layer of security, because if someone hacks into the network in Mixed mode, it doesn’t mean
they have automatically hacked into SQL Server at the same time.

Ironically, multiple passwords can be a problem as well as an advantage. When users have
multiple sets of credentials, they tend to write them down and thus breach the security system
you have worked so hard to create.

In this task, you will create Windows logins for several Windows user and group
accounts.

Scenario

You have just installed a new SQL Server at your company, and you need to make sure the
right people have access. Some of these users will be using Windows accounts, so you have
decided to create Windows logins in SQL Server for these users.

Scope of Task

Duration

This task should take approximately 90 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in
Task 1.1.
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Caveat

You will need administrative access to the machine you will be using for this task, because you
will be creating new groups and user accounts on the machine. This task also works best if per-
formed on Windows 2003.

Procedure

In this task, you will create several Windows user and group accounts and then create Windows
logins for these accounts in SQL Server.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1.

Details

You need to create the Windows user and group accounts in Computer Management (or
Active Directory Users and Computers if you are in a domain with Domain Admin rights):

1.  Open Computer Management in the Administrative Tools group under Programs on
the Start menu, expand Local Users and Groups, click Users, and then select Action »
New User.

2. Create six new users with the criteria in the following list:

Username Description Password Must Change Never Expires
MorrisL IT Password1 Deselect Select
RosmanD Administration  Password1 Deselect Select
JohnsonK Accounting Password1 Deselect Select

JonesB Accounting Password1 Deselect Select

Chen] Sales Password1 Deselect Select
SamuelsR Sales Password1 Deselect Select

3.  While in Computer Management, create a Local group called Accounting.

4. Add the new users you just created whose Description value is Accounting.

5. While still in Computer Management, create a Local group named Sales.

6. Add all the users whose Description value is Sales.

7. Open Local Security Policy from the Administrative Tools group under Programs on the

Start menu.

8. Expand Local Policies, and click User Rights Assignment.
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9. Double-click the Allow Log on Locally right, and click Add User or Group.

10. Select the Everyone group, click OK, and then click OK again (on a production machine
this is not a best practice; this is only for this exercise).

11. Close the Local Policies tool, and open SQL Server Management Studio.

With your user accounts and groups created, you’re ready to create Windows logins for
these accounts in SQL Server:

1. Open SQL Server Management Studio, expand your server, and then expand Security >
Logins.

Right-click Logins, and select New Login.

In the Login Name box, enter Sqldomain\Accounting (the name of the Local group
created earlier).

4. Under Defaults, select AdventureWorks as the default database.

1oy
Seleclapage 5 Serit + 1Y Help
0 General
& Servei fcles Lagi |Cnlossus\Accountin Search,
A User Mapping (2l ST q il
2 Securables & Windows authentication
A Status
 S0L Server authentication

Paggword: I

Lonfirm password: I

¥ | Enforce password policy

¥ | Enforce passward expiration

¥ Usermust change password at nest login

£ Wapped o certificate
Certificate name: I
Sarver:
COLOSSUS | Wapped o aspmmetic key
Connection ey name: I
COLOSSUS Administrator
!_ﬂ Wiew connection properties Default database: v enture
Default language: |<\:|elaull> ﬂ
Feady

Caniel |

5. On the User Mapping page, select the Map check box next to AdventureWorks to give
your user access to the default database.

Click OK to create the login.
Right-click Logins, and select New Login.
In the Login Name box, enter Sqldomain\Sales (the name of the Local group created earlier).

Under Defaults, select AdventureWorks as the default database.

© © N o
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On the User Mapping page, select the Map check box next to AdventureWorks to give
your user access to the default database.

Click OK to create the login.

Right-click Logins, and select New Login.

Enter Sqldomain\RosmanD in the Login Name field.

Under Defaults, select AdventureWorks as the default database.

On the User Mapping page, select the Permit check box next to AdventureWorks to give
your user access to the default database.

Click OK to create the login.

Right-click Logins, and select New Login.

Enter Sqldomain\MorrisL in the Login Name field.

Under Defaults, select AdventureWorks as the default database.

On the User Mapping page, select the Permit check box next to AdventureWorks to give
your user access to the default database.

Click OK to create the login.

Criteria for Completion

This task is complete when you have successfully created the Windows login accounts speci-
fied in the task. To test this, first you’ll log in as a member of one of the groups you created,
and then you’ll log in as a specific user:

1.
2.

Log out of Windows, and log back in as JonesB.

Open a new SQL Server query in SQL Server Management Studio, and select Windows
Authentication from the Authentication drop-down list.

Close SQL Server Management Studio, log out of Windows, and log back in as RosmanD.

Open a new SQL Server query in SQL Server Management Studio, and select Windows
Authentication from the Authentication drop-down list.

Task 1.17: Creating a Standard Login

In Task 1.16, you learned that only clients with a Windows account can make trusted con-
nections to SQL Server (where SQL Server trusts Windows to validate the user’s password).
If the user (such as a Macintosh or Novell client) for whom you’re creating a login can’t make
a trusted connection, you must create a Standard login for them. In this task, you’ll create two
Standard logins that you’ll use later in the phase.
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- Although you can create Standard logins in Windows Authentication mode,
Ad’TE you won't be able to use them. If you try, SQL Server will ignore you and use
your Windows credentials instead.

Scenario

You have just installed a new SQL Server at your company, and you need to make sure the
right people have access. Some of these users run Macintosh and Linux, and they do not have
Windows accounts, so you must create Standard logins in SQL Server for these users.

Scope of Task

Duration

This task should take approximately 30 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1.

Caveat

This task doesn’t have any caveats.

Procedure

In this task, you will create two Standard logins in SQL Server.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1.

Details
Follow these steps to create the Standard logins in SQL Server:

1.  Open SQL Server Management Studio, and expand your server by clicking the + sign next
to the icon named after your server.

Expand Security, and then expand Logins.
Right-click Logins, and select New Login.
Select the SQL Server Authentication radio button.
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In the Name box, enter SmithB.

In the Password text box, enter Password1 (remember, passwords are case sensitive).
In the Confirm Password text box, enter Password1 again.

Under Defaults, select AdventureWorks as the default database.

Uncheck the User Must Change Password at Next Login box.
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On the User Mapping page, select the Map check box next to AdventureWorks to give
your user access to the default database.

Click OK to create your new login.

Right-click Logins, and select New Login.

Select the SQL Server authentication radio button.

In the Name box, enter GibsonH.

In the Password text box, enter Password1.

In the Confirm Password text box, enter Password1.

Under Defaults, select AdventureWorks as the default database.
Uncheck the User Must Change Password at Next Login box.

Do not select the Permit check box next to AdventureWorks on the User Mapping page.
You’ll create a database user account later in this phase.

Click OK to create your new login.
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Criteria for Completion

This task is complete when you have successfully created the Standard login accounts specified
in the task. To test this, follow these steps:

1. To test the SmithB login, click the New Query button in SQL Server Management Studio.
2. On the Query menu, hover over Connection, and then click Change Connection.

3. In the dialog box that opens, select SQL Server Authentication from the Authentication
drop-down list.

In the Login Name box, enter SmithB.

In the Password box, enter Password1.

x
Microsoft N’:‘%ﬁd"m Server System
SQL Server 2005

Server pe: IDatabase Engine j
Semver name: ICD LOss5US j
Authentication: ISQL Server Authentication ﬂ
Logir: |5mithE =
s I xxxxxxxx 1
™ Remember password
’ml Cancel | Help Optiars »>

6. Click Connect to connect to AdventureWorks.

Task 1.18: Assigning Logins to
Fixed Server Roles

You need to make sure your users have only the permissions they need once they are logged
in to SQL Server. You can accomplish this goal by assigning logins to fixed server roles, which
are specifically designed to allow you to limit the amount of administrative access that a user
has once logged in to SQL Server. Some users may be allowed to do whatever they want; other
users may be able to manage security only. You can assign users any of eight server roles. The
following list starts at the highest level and describes the administrative access granted:

Sysadmin Members of the sysadmin role have the authority to perform any task in SQL Server.
Be careful whom you assign to this role, because people who are unfamiliar with SQL Server can
accidentally create serious problems. This role is only for the database administrators (DBAs).

Serveradmin These users can set serverwide configuration options, such as how much mem-
ory SQL Server can use or how much information to send over the network in a single frame.
They can also shut down the server. If you make your assistant DBAs members of this role, you
can relieve yourself of some of the administrative burden.
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Setupadmin Members here can install replication and manage extended stored procedures
(these are used to perform actions not native to SQL Server). Give this role to the assistant
DBAs as well.

Securityadmin These users manage security issues such as creating and deleting logins, read-
ing the audit logs, and granting users permission to create databases. This too is a good role
for assistant DBAs.

Processadmin SQL Server is capable of multitasking; that is, it can do more than one task at
a time by executing multiple processes. For instance, SQL Server might spawn one process for
writing to cache and another for reading from cache. A member of the processadmin group
can end (or kill, as it’s called in SQL Server) a process. This is another good role for assistant
DBAs and developers. Developers especially need to kill processes that may have been trig-
gered by an improperly designed query or stored procedure.

Dbcreator These users can create and make changes to databases. This may be a good role
for assistant DBAs as well as developers (who should be warned against creating unnecessary
databases and wasting server space).

Diskadmin These users manage files on disk. They perform tasks such as mirroring data-
bases and adding backup devices. Assistant DBAs should be members of this role.

Bulkadmin Members of this role can execute the BULK INSERT statement, which allows
them to import data into SQL Server databases from text files. Assistant DBAs should be
members of this role.

< If you don’t want users to have any administrative authority, don’t assign
P them to a server role. This limits them to being normal users.
Z Builtin\Administrators is automatically made a member of the sysadmin
ING server role, giving SQL Server administrative rights to all your Windows

administrators. Because not all your Windows administrators should have
these rights, you may want to create a SQLAdmins group in Windows, add
your SQL Server administrators to that group, and make the group a member
of the sysadmin role. Afterward, you should remove BuiltinNAdministrators
from the sysadmin role.

In this task, you will assign two of the logins you created in the previous two tasks to fixed
server roles, thereby limiting their administrative authority.

Scenario

You have just created several new logins on your SQL Server so your users can access the sys-
tem. You need to ensure that these accounts have the right amount of administrative access,
so you have decided to assign two of these logins to fixed server roles.
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Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the logins you created in Tasks 1.16 and 1.17.

Caveat

This task doesn’t have any caveats.

Procedure

In this task, you will assign two of the logins you created to fixed server roles to limit their
administrative access.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the logins you created in Tasks 1.16 and 1.17.

Details

Follow these steps to assign the logins to fixed server roles:

1. Open SQL Server Management Studio by selecting it from the SQL Server 2005 group
under Programs on the Start menu, expand Security, and expand Server Roles.
Double-click the Sysadmin server role to open its properties.

Click Add, click Browse, select the check box next to SqlDomain\MorrisL, click OK, and
then OK again.

4. MorrisL should now appear in the Role Members list.
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Click OK to exit the Server Role Properties dialog box.
Double-click Serveradmin Server Role Properties.
Click Add, enter GibsonH, and click OK.

Click OK to exit the Server Role Properties dialog box.

® N @ o

Criteria for Completion

This task is complete when you have successfully added MorrisL to the sysadmins fixed server

role (as shown in Figure 1.10) and GibsonH to the serveradmin fixed server role (as shown in
Figure 1.11).

FIGURE 1.10 MorrisL should show up in the sysadmins Role Members list.
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FIGURE 1.11 GibsonH should show up in the serveradmin Role Members list.
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Task 1.19: Creating a Database
User Mapping

Once you have created logins for your users so they can access SQL Server, you need to give
them access to databases once they have logged in. You do so by creating database user
mappings and then assigning permissions to those user mappings (I discuss permissions
later in this book).

If you’ve looked at the existing database security, you may have noticed that two user
mappings already exist in your databases when they are first created: DBO and guest. Mem-
bers of the sysadmin fixed server role automatically become the database owner (DBO) user
in every database on the system. In this way, they can perform all the necessary administrative
functions in the databases, such as adding users and creating tables. The guest user is a catch-
all database user mapping for people who have a SQL Server login but not a user account in
the database. These users can log in to the server as themselves and access any database where
they don’t have a user mapping. The guest account should be limited in function, because
anybody with a SQL Server login can use it.

In this task, you will create a database user mapping for GibsonH to access the Adventure-
Works database.

Scenario

You have just created several new logins on your SQL Server so your users can access the sys-
tem. You didn’t create user mappings for all the logins, though, so you need to create a user
mapping for GibsonH to access the AdventureWorks database.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the GibsonH login you created in Task 1.17.

Caveat

This task doesn’t have any caveats.
y



76 Phase 1 - Installing and Configuring Microsoft SQL Server 2005

Procedure
In this task, you will create a user mapping for GibsonH to access the AdventureWorks database.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the GibsonH login you created in Task 1.17.

Details

To create a user mapping for GibsonH in AdventureWorks, follow these steps:

1. Open SQL Server Management Studio, and expand your server.

2. Expand Databases by clicking the + sign next to the icon.

3. Expand the AdventureWorks database.

4. Expand Security, and click the Users icon.

5. Right-click Users, and select New User.

6. Click the ellipsis button next to the Login Name box, and click Browse. View all the
available names; note that only logins you’ve already created are available.
Select the check box next to GibsonH, and click OK twice.

Enter GibsonH in the User Name box and dbo in the Default Schema box.
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9. Click OK to create the GibsonH database user account.
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Criteria for Completion

This task is complete when you have successfully created a user mapping for GibsonH in the
AdventureWorks database, as shown in Figure 1.12.

FIGURE 1.12 GibsonH should show up in Users list of the AdventureWorks database.
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Task 1.20: Assigning User Mappings to
Fixed Database Roles

In SQL Server when several users need permission to access a database, it’s much easier to give
them all permissions as a group rather than try to manage each user separately. That is what
database roles are for—granting permissions to groups of database users, rather than granting
permissions to each database user separately. Three types of database roles exist: fixed, cus-
tom, and application.

Fixed database roles have permissions already applied; that is, all you have to do is add
users to these roles, and the users inherit the associated permissions. (This is different from
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custom database roles, as you’ll see later.) You can use several fixed database roles in SQL
Server to grant permissions:

db_owner Members of this role can do everything the members of the other roles can do as
well as some administrative functions.

db_accessadmin These users have the authority to say who gets access to the database by
adding or removing users.

db_datareader Members here can read data from any table in the database.
db_datawriter These users can add, change, and delete data from all the tables in the database.

db_ddladmin Data Definition Language (DDL) administrators can issue all DDL commands;
this allows them to create, modify, or change database objects without viewing the data inside.

db_securityadmin Members here can add and remove users from database roles, and they
can manage statement and object permissions.

db_backupoperator These users can back up the database.

db_denydatareader Members can’t read the data in the database, but they can make schema
changes (for example, add a column to a table).

db_denydatawriter These users can’t make changes to the data in the database, but they’re
allowed to read the data.

Public The purpose of this group is to grant users a default set of permissions in the database.
All database users automatically join this group and can’t be removed.

sl Because all database users are automatically members of the Public data-
ING base role, you need to be cautious about the permissions that are assigned
to the role.

In this task, you will add user mappings to fixed database roles.

Scenario

You have just created several new logins on your SQL Server and created user mappings for
them in the AdventureWorks database. You now need to make sure these users have only the
necessary permissions, so you need to add some of them to fixed database roles.

Scope of Task

Duration

This task should take approximately 15 minutes.
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Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1, the
GibsonH and SmithB logins you created in Task 1.17, the SmithB user mapping you created in
Task 1.17, and the GibsonH user mapping you created in Task 1.19.

Caveat

This task doesn’t have any caveats.

Procedure

In this task, you will add the SmithB user mapping to the db_denydatawriter fixed database
role and the GibsonH user mapping to the db_denydatareader fixed database role.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1, the
GibsonH and SmithB logins you created in Task 1.17, the SmithB user mapping you created in
Task 1.17, and the GibsonH user mapping you created in Task 1.19.

Details
To add these user mappings to the fixed database roles, follow these steps:

1. Open SQL Server Management Studio, expand your server, and then expand Databases »
AdventureWorks.

Expand Security, then Roles, and then Database Roles.

Right-click db_denydatawriter, and select Properties.

Click Add.

Enter SmithB in the Enter Object Names to Select box, and click OK.
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Click OK again to return to SQL Server Management Studio.

Right-click db_denydatareader, and select Properties.

Click Add.

Enter GibsonH in the Enter Object Names to Select box, and click OK. Then click OK again.

Criteria for Completion

This task is complete when you have successfully added the SmithB user mapping to the db_
denydatawriter fixed database role and the GibsonH user mapping to the db_denydatareader
fixed database role. Follow these steps to verify you have been successful:

1.

2
3.
4

Open a new SQL Server query in SQL Server Management Studio.
On the Query menu, hover over Connection, and then click Change Connection.
Select SQL Server Authentication from the Authentication list box.

In the User Name box, enter SmithB; in the Password box, enter Password1, and click
Connect.

Enter and execute the following query, which tries to update information in the Human-
Resources.Department table (it fails because SmithB is a member of the db_denydatawriter
role):

INSERT INTO HumanResources.Department (DepartmentID, Name, GroupName,
ModifiedDate) values (200, 'Test', 'TestGroup',GetDate())
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On the Query menu, hover over Connection, and then click Change Connection.
7. Select SQL Server Authentication from the Authentication list box.

In the User Name box, enter GibsonH; in the Password box, enter Password1, and click
Connect.

9. Enter and execute the following query, which tries to read data from the Human-
Resources.Department table (it fails because GibsonH is a member of the db_
denydatareader role):

SELECT DepartmentID, Name, GroupName, ModifiedDate FROM
HumanResources.Department
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10. Close the query window.

Task 1.21: Creating a Custom
Database Role

Although quite a few fixed database roles are at your disposal, they will not always meet your
security needs. For example, you may have several users who need Select, Update, and Execute
permissions in your database and nothing more. Because none of the fixed database roles give
that set of permissions, you need to create a custom database role. When you create this new
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role, you assign permissions to it and then assign users to the role; the users inherit whatever
permissions you assign to that role. That is different from the fixed database roles, where you
don’t need to assign permissions but just need to add users.

4 You can make your custom database roles members of other database roles.
JTE This is referred to as nesting roles.

In this task, you will create a custom database role, assign permissions to it, and add user
mappings to the new custom role.

Scenario

You have just created several new logins on your SQL Server and created user mappings for
them in the AdventureWorks database. You have added some of these users to fixed database
roles, but other users require combinations of permissions that none of the fixed database roles
offers. To assign the appropriate permissions to these users, you decide to create a custom data-
base role.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database, and the RosmanD login you created in Task 1.16.
Caveat

In the real world, you would not create a custom database role for just one user, and you
would grant more than a single permission.

Procedure

In this task, you will create a custom database role that grants the members permission to
select data from the HumanResources.Department table in the AdventureWorks database.
You will then add the RosmanD user mapping to the new custom database role.
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Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database, and the RosmanD login you created in Task 1.16.

Details

To create a new custom database role and add users to it, follow these steps:

1. Open SQL Server Management Studio, expand your server, and then expand Databases »
AdventureWorks.

Expand Security and then Roles.

Right-click Database Roles, and select New Database Role.

In the Role Name box, enter SelectOnly, and enter dbo in the Owner box.
Add Sqgldomain\RosmanD to the Role Members list.
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[~ db_backupoperator
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-
-
-
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guest
Person
IMFORMATINM SCHEMA LI

Members of this role:

| Role Members |
. LA COLOSSUIS RosmanD
Server
COLOSSUS

Cannection
COLOSSUS Administrator

3 View connection properties

Progress

Ready

Remove

6. On the Securables page, click Add under the Securables list box, select the Specific Objects
radio button, and click OK.

7. Click the Objects Type button, select Tables, and click OK.
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8. Click Browse, select the HumanResources.Department check box, click OK, and then
click OK again.

9. In the Explicit Permissions for HumanResources.Department list, check the Grant check
box next to Select, and click OK.

=
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Securables:
| Schema | M ame | Type |
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Server, Permizsion | Grantor | Grant | “With Grant | Deny =
COLOSSUS
Alter dbo - r r
Corinection:
COLOSSLIS Administrator Corlrl de C O O
. ) Delete dbo - r r
Niew conneclion propertes
%&f “iew connection properties Insert dho r - -
References dbo r - -
Seloct dbo i F Fil-
Ready < | &
LColumn Pemissions. .. |

Vi

10. Click OK to create the role and return to SQL Server Management Studio.

Criteria for Completion

This task is complete when you have successfully created a new custom database role, assigned
permissions, and added the RosmanD user mapping to the new role. Follow these steps to ver-
ify you have been successful:

1. Close all programs, log out of Windows, and log back in as RosmanD.

2. Open a new SQL Server query in SQL Server Management Studio, and connect using
Windows Authentication.

3. Notice that the following query succeeds because RosmanD is a member of the new
SelectOnly role:

USE AdventureWorks
SELECT * FROM HumanResources.Department
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4. Now notice the failure of the next query because RosmanD is a member of a role that is
allowed to select only:

5.

INSERT INTO HumanR
ModifiedDate) valu

esources.Department (DepartmentID, [Name], GroupName,
es (200, 'Test','TestGroup',GetDate())

rosoft SOL Server Management Studio =& 1[

File  Edit Miew Query Project
§ D e query | [0y | 1) 1 5
S =0 )| adventursworks

t  Tools ‘Window Community Help
bEdd REARE S,
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Connect~ | @0 m (4 T
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Close all programs,

log out of Windows, and log back in as yourself.
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Task 1.22: Creating an Application Role

Many companies have developed custom applications in-house for manipulating their data;
your company may have developed such an application. Such applications can take months,
or even years, to build and perfect, so it goes without saying that you want your employees to
use the custom application rather than find their own ways to modify the data. That is where
application roles come in to play.

An application role is a special role that is activated with a password. By implementing this
special role, your users can’t access data using just their SQL Server login and database
account; they must use the proper application. Here is how it works:

1. Create an application role, and assign it permissions.
2. Users open the approved application and are logged in to SQL Server.

3. To enable the application role, the application executes the sp_setapprole stored
procedure (which is written into the application at design time).

Once the application role is enabled, SQL Server no longer sees users as themselves; it sees
users as the application and grants them application role permissions.
In this task, you will create and assign permissions to an application role.

Scenario

Your company has written a custom application for manipulating data in one of your data-
bases. This application has taken hundreds of staff hours and has cost hundreds of thousands
of dollars, so management has insisted employees use this custom application to access the
database and nothing else. You have decided the best way to accomplish this goal is to create
an application role, which your developers can hard code into their application.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the AdventureWorks database.

Caveat

This task doesn’t have any caveats.



Task 1.22: Creating an Application Role 87

Procedure

In this task, you will create an application role that grants the members permission to select
data from the HumanResources.Department table in the AdventureWorks database.
Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the AdventureWorks database.

Details

To create an application role and assign permissions to it, follow these steps:

1. Open SQL Server Management Studio, and expand Databases » AdventureWorks »

Security.

2. Right-click Application Roles, and select New Application Role.

3. In the Role Name box, enter EntAppRole.

4. Enter dbo in the Default Schema box.

5. In the Password and Confirm Password boxes, enter Password1.
IS
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2 Estended Properties et e |EntéppRidle

Default schema: |dbu _I
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[~ db_derydatareadsr
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™ db_owner
Connection ™ db_secuitpadmin
COLOSSUS Administrator
I~ dho
%ﬂ Wigw connection properties ™ quest o
™ HumanResouces
™ INFORMATION_SCHEMS
Ready [~ Person
[~ Production LI

Canicel |

6. On the Securables page, click Add under the Securables list box, select the Specific Objects
radio button, and click OK.
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Click the Objects Type button, select Tables, and click OK.

Click Browse, select the HumanResources.Department check box, click OK, and then

click OK again.

9. Inthe Permissions for HumanResources.Department list, select the Grant check box next
to Select, and click OK to create the role.

-i0x
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Delete dbo r - -
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Criteria for Completion

This task is complete when you have successfully created a new application role and assigned
permissions. Follow these steps to verify you have been successful:

1.  Open a new SQL Server query in SQL Server Management Studio.

2.  On the Query menu, hover over Connection, and click Change Connection.

3. Connect using SQL Authentication with GibsonH as the username and Password1 as the
password.

4. Enter and execute the following query. Notice that it fails because GibsonH has been

denied Select permissions because of membership in the db_denydatareader database role
(assigned in Task 1.20):

USE AdventureWorks
SELECT * FROM HumanResources.Department
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5. To activate the application role, execute the following query:
sp_setapprole @rolename='EntAppRole', @password='Passwordl’
6. Clear the query window, and execute the following query. Notice that the query is

successful this time. This is because SQL Server now sees you as EntAppRole, which
has Select permission.

SELECT * FROM HumanResources.Department

7. Close the query window.

Task 1.23: Assigning Permissions

In the past few tasks, you assigned permissions to users by adding them to roles. To under-
stand how these roles work, you need a more complete understanding of what permissions are
and how they work.

Any object to which SQL Server regulates access is referred to as a securable. Securables can
fall under three scopes:

= Server scope
= Server

*  Endpoint
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= SQL Server login

*=  SQL Server login mapped to a Windows login

= SQL Server login mapped to a certificate

*=  SQL Server login mapped to an asymmetric key
*  Database scope

*  Database users

=  Database users mapped to a Windows login

»  Database users mapped to a certificate

*  Database users mapped to an asymmetric key

*  Database roles

*  Application roles

»  Assemblies

= Message type

= Service contract

= Service

»  Full-text catalog

= DDL events

*  Schema
= Schema scope

= Table

= View

=  Function

=  Procedure

=  Queue
*  Type

= Rule

*  Default

=  Synonym
= Aggregate

All of these objects are secured by applying permissions. You can work with two types of
permissions: statement and object permissions.



Task 1.23: Assigning Permissions 91

Statement permissions have nothing to do with the actual data; they allow users to create
the structure that holds the data. It’s important not to grant these permissions haphazardly,
because doing so can lead to such problems as wasted server resources. It’s best to restrict
statement permissions to database administrators (DBAs), assistant DBAs, and developers.
These are some good examples of statement permissions:

= Create Database
*  Create Table

= Create View

= Create Procedure
=  Create Index

»  Create Rule

= Create Default

) When you create a new database, a record is added to the sysdatabases sys-
TE tem table, which is stored in the master database. Therefore, you can grant

the CREATE DATABASE statement only on the master database.

The second type of permissions is object permissions, which control how users work with
the actual data. Using object permissions, you can control who is allowed to read from, write
to, or otherwise manipulate your data. The 12 object permissions are as follows:

Control This permission gives the principal ownership-like capabilities on the object and all
objects under it in the hierarchy. For example, if you grant a user Control permission on the
database, then the user has Control permission on all the objects in the database, such as tables
and views.

Alter This permission allows users to create, alter, or drop the securable and any object
under it in the hierarchy. The only property the user can’t change is ownership.

Take Ownership This allows the user to take ownership of an object.
Impersonate This permission allows one login or user to impersonate another.
Create As the name implies, this permission lets a user create objects.

View Definition This permission allows users to see the Transact-SQL syntax that was used
to create the object being secured.

Select When granted, this permission allows users to read data from the table or view. When
granted at the column level, it lets users read from a single column.

Insert This permission allows users to insert new rows into a table.
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Update This permission lets users modify existing data in a table but not add new rows to
or delete existing rows from a table. When this permission is granted on a column, users can
modify data in that single column.

Delete This permission allows users to remove rows from a table.

References Tables can be linked together on a common column with a foreign-key relation-
ship, which is designed to protect data across tables. When two tables are linked with a foreign
key, this permission allows the user to select data from the primary table without having Select
permission on the foreign table.

Execute This permission allows users to execute the stored procedure where the permission
is applied.

All the permissions in SQL Server can exist in one of three states:

Grant Granting allows users to use a specific permission. For instance, if you grant SmithB
Select permission on a table, then SmithB can read the data within. You know a permission
has been granted when the Allow check box is selected next to the permission in the per-
missions list.

Revoke A revoked permission isn’t specifically granted, but a user can inherit the permission
if it has been granted to another role of which they are a member. That is, if you revoke the
Select permission from SmithB, then SmithB can’t use it. If, however, SmithB is a member of a
role that has been granted Select permission, SmithB can read the data just as if SmithB had the
Select permission. A permission is revoked when neither Allow nor Deny boxes are selected
next to a permission.

Deny If you deny a permission, the user doesn’t get the permission—no matter what. If you
deny SmithB Select permission on a table, even if SmithB is a member of a role with Select per-
mission, then SmithB can’t read the data. You know a permission has been denied when the
Deny check box is selected next to the permission in the permissions list.

In this task, you’ll get some hands-on experience with assigning permissions and changing
the states of those permissions.

Scenario

You have just installed a new SQL Server for your company and want to make sure you fully
understand how permissions work, so you have decided to test permissions on your test server
before assigning them to users on production databases.
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Scope of Task

Duration

This task should take approximately 30 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the SmithB account you created in Task 1.17, and the AdventureWorks database.

Caveat

In a production environment, for ease of management, you will create custom roles and assign
bl bl

permissions to those roles. You will usually assign permissions to a specific user only when you

want to deny a permission to that user.

Procedure

In this task, you will assign permissions to the SmithB user mapping. You will then change the
permission state and test the effects of the change.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the SmithB account you created in Task 1.17, and the AdventureWorks database.

Details

To create assign and modify permissions for SmithB, follow these steps:

1. Open SQL Server Management Studio, expand your server, and then expand Databases »
AdventureWorks > Security.

Expand Users, right-click SmithB, and select Properties.

On the Securables page, click Add under the Securables list box, select the Specific Objects
radio button, and click OK.

Click the Objects Type button, select Tables, and click OK.

5. Click Browse, select the HumanResources.Department check box, and click OK twice.
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6. In the Permissions for HumanResources.Department list, select the Grant check box next
to Select, and click OK.
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Open a new SQL Server query in SQL Server Management Studio.
On the Query menu, hover over Connection, and then click Change Connection.
Select SQL Server Authentication from the Authentication list box.

10. In the User Name box, enter SmithB; in the Password box, enter Password1, and click
Connect.

11. Execute the following query. It’s successful because SmithB has Select permission on the
HumanResources.Department table.

USE AdventureWorks
SELECT * FROM HumanResources.Department

12. Right-click SmithB under Users in the AdventureWorks database, and select Properties.

13. On the Securables page, click Add under the Securables list box, select the Specific Objects
radio button, and click OK.

14. Click the Objects Type button, select Tables, and click OK.
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15. Click Browse, select the HumanResources.Department check box, and click OK.

16. In the Permissions for HumanResources.Department list, uncheck the Grant check box
next to Select (this revokes the permission), and click OK.

loix]
Seleclapage % Seiigt + 1Y Help

2 General

A Securables

27 Extended Properties W e ISmllhB

Securables:

| Schema | ame | Type
3 i HumanFiesources Department Table
Elffective Pemissions. | Add | Bemove
Explicit permissions for HumanResources. Department:
ES'ESE s Permission Grantar | Grant | withGrant [ Dery =
Alter dbo r r
Carnection
COLOSSUS Admiristrator ol cbe - -
) . Delete dbo r r
MIEW CONNEction properties
!_Q Wiew conhection praperties Insert dbo - -
References dba I r
R -
Ready 1| | B

LColumn Permissions... |

Cancel |%

17. Return to the query window, and execute the query in step 11. It fails because SmithB
doesn’t have explicit Select permission.

18. Right-click SmithB under Users in the AdventureWorks database, and select Properties.
19. Under Role Membership, select the check box next to the db_datareader role.

20. Return to the query window, and rerun the query from step 11. Now it fails because
SmithB does not have the permission expressly applied and is not a member of a role that
has this permission.

21. Right-click SmithB under Users in the AdventureWorks database, and select Properties.

22. On the Securables page, click Add under the Securables list box, select the Specific Objects
radio button, and click OK.

23. Click the Objects Type button, select Tables, and click OK.
24. Click Browse, select the HumanResources.Department check box, and click OK.
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25. In the Permissions for HumanResources.Department list, select the Deny check box next
to Select, and click OK.
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26. Return to the query window, and again run the query from step 11. It fails this time
because you’ve specifically denied SmithB access.

Criteria for Completion

This task is complete when you have successfully assigned the permissions as described in the
“Details” section.

Task 1.24: Configuring
Encrypted Connections

Thus far, you’ve seen how to protect your data from intruders by granting access and applying
permissions to objects. But when someone legitimately accesses the server and starts transfer-
ring data, it travels over the network. If you need really robust security, you can go so far as
to encrypt the data as it travels between the client and the server over the network. That way,
if anyone is reading your network traffic, they will not be able to interpret the data.
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Just like a secure web page, SQL Server uses Secure Sockets Layer (SSL) encryption. This
means that to encrypt your connections to SQL Server, you first need to get a certificate, which
you can get from one of the major vendors such as VeriSign or can install Windows Certificate
services and supply your own.

If you want to test encryption but do not have a certificate, SQL Server can
P generate a self-signed certificate for you to use.
L Do not use a self-signed certificate in production; they do not provide
INING strong security and are susceptible to attack. They are for testing and

development only.

Although using encryption can help protect your data in a highly secured environment,
using encryption has a few drawbacks:

= An extra network round-trip is required at connect time.

= Packets sent from the application to the instance of SQL Server must be encrypted by the
client Net-Library and decrypted by the server Net-Library.

= Packets sent from the SQL Server instance to the application must be encrypted by the
server Net-Library and decrypted by the client Net-Library.

This means encryption can negatively impact SQL Server’s performance, so use encryption
only when necessary.
In this task, you’ll configure SQL Server to use encryption using a self-signed certificate.

Scenario

You have just installed a new SQL Server for your company and created a database that holds
e-commerce data. For your customers’ convenience, your company has decided to store credit
card information so users do not have to enter it every time they place an order on your site.
You know you need to use the highest level of security possible, so you have decided to con-
figure SQL Server to require encrypted connections.

Scope of Task

Duration

This task should take approximately 30 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1.
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Caveat

In production, you should not use a self-signed certificate. You are using one in this task for
simplicity’s sake.

Procedure

In this task, you will configure SQL Server to use encrypted connections using a self-signed
certificate.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1.

Details

To configure the server to force clients to use encrypted connections, follow these steps:

1. In SQL Server Configuration Manager, expand SQL Server 2005 Network Configuration,
right-click Protocols for <server instance>, and then select Properties.

2. In the Protocols for <instance name> Properties dialog box, on the Flags tab, change
ForceEncryption to Yes.

Protocols for MSSOLSERVER Properties 21l

Flags | certicate |

B General
ForceEncryption =l

HideInstance o

ForceEncryption
Turn on or off encryption For selecked server instance

oK I Cancel | Apply. | Help |

Click OK twice to close the warning dialog box that opens.
Restart the SQL Server service.

Again, right-click Protocols for <server instance>, and then select Properties.

© g k> w

In the Protocols for <instance name> Properties dialog box, on the Certificate tab, select
the desired certificate (in this case the self-signed certificate) from the Certificate drop-
down list, and then click OK.
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7. Click OK to close the warning dialog box that opens.
8. Restart the SQL Server service.

Next, you need to configure the clients to request encrypted connections to the server.
Here’s how:

1. In SQL Server Configuration Manager, right-click SQL Native Client Configuration, and
select Properties.

2.  On the Flags tab, in the Force Protocol Encryption box, select Yes, and then click OK to
close the dialog box.

SQL Native Client Configuration Properties 2=l

=

Trust Server Certificate o

Force protocol encryption
Request a Secure Sockets Layer connection

(=4 I Cancel Apply Help

3. Restart the SQL Server service.
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Criteria for Completion

This task is complete when you can connect to SQL Server using an encrypted connection. To
verify this, follow these steps:

1. Open a new SQL Server query in SQL Server Management Studio.

2. On the Query menu, hover over Connection, and then click Change Connection.

3. Select Windows Authentication from the Authentication list box.

4. Click the Options button, and check the Encrypt Connection box.

x
Microsoft- A Windows Server System
SQL Server 2005

Login ~ Connection Propertiss |

Type or zelect the name of the database for the connection.

Connect to databasze: I(defaulb ﬂ
Network
Network pratacol: |<defau\t> j
Metwork, packet size: m bytes
Coninection
Caonnection time-out: lﬁ seconds
Execution time-out m seconds

¥ Encrupt connection

BReset &l |

LConnect | Cancel Help C Optigns o5 4

5. Click Connect to make the connection.
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After you get SQL Server installed and configured, your users
will come to depend on it to perform their daily tasks. In fact, if
SQL Server goes down, your users may not be able to do their
jobs. This results in lost revenue, lost customers, and lost productivity. As a database admin-
istrator (DBA), it is up to you to make sure this does not happen to your company. In other
words, you need to make sure SQL Server is available with minimal or no downtime. Of
course, disasters will happen, and when they do, it is up to you to get SQL Server back up and
running as fast as possible.

That makes the topics discussed in Phase 2 very important. I will present a series of tasks
that will cover what you need to do to keep SQL Server available as much as possible and how
to recover in the event of a disaster.

I will discuss how to back up databases and transaction logs and, correspondingly, how to
restore from those backups. I will also present some tasks that can help you keep SQL Server
available as much as possible. This includes tasks such as log shipping, database mirroring,
and snapshots. Finally, you will learn how to configure replication, including transactional,
snapshot, and merge replication.

Pl start with one of the most basic, and important, steps you can take to ensure that you
can recover your databases in the event of a disaster: selecting a recovery model.

Task 2.1: Selecting and Setting a
Recovery Model

Before you can start backing up your databases and transaction logs, you need to configure the
database to use the right recovery model. You need to know which model to choose because
it affects how fast your backups are and how effectively you can restore data after a crash. You
can choose from three recovery models:

Simple The transaction log is used for very little in this recovery model. In fact, almost noth-
ing is recorded in the log. This means any database set to use this model can be recovered only
up to the last backup. Any changes made to your database after the last backup was performed
will be lost because they are not recorded in the transaction log. This model is a good choice
for development databases where most data is test data that does not need to be restored after
a crash. It is also a good choice for databases that are not changed often, such as an online ana-
lytical processing (OLAP) database.
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Bulk-Logged This model records much more information in the transaction log than the
Simple model. The only information not recorded is bulk operations such as SELECT INTO,
BCP, BULK INSERT, CREATE INDEX, and text and ntext operations. This means you can recover
most of the data in the event of a crash; only bulk operations may be lost. You can set this
option just before performing a bulk insert operation to speed up the bulk insert. You need to
back up your database immediately after performing bulk operations if you select this option
because everything that is inserted during this time is not in the transaction log, so it will all
be lost if the database crashes before the next backup.

Full This is the default option, which records every operation against the database in the
transaction log. Using this model, you will be able to recover your database up to the minute
of a crash. This is a good option for most production databases because it offers the highest
level of protection.

In this task, you’ll set the recovery model for the AdventureWorks database.

Scenario

You have created a new database on your SQL Server, and you need to make sure it is being
backed up as quickly and efficiently as possible. You know that, to ensure this, you need to
configure the database to use the correct recovery model, so you decide to set the recovery
model for the new database.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the AdventureWorks database installed with the sample data.

Caveat

This task doesn’t have any caveats.

Procedure

In this task, you will configure the AdventureWorks database to use the Full recovery model.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the AdventureWorks database installed with the sample data.
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Details
To set the recovery model for the AdventureWorks database, follow these steps:

1. Open SQL Server Management Studio, and in Object Explorer, expand Databases under
your server.

Right-click AdventureWorks, and click Properties.
On the Options page, select Full from the Recovery Model drop-down list.
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4. Click OK to configure the model.

Criteria for Completion

This task is complete when the AdventureWorks database is configured to use the Full recovery
model as outlined in the details of this task.

Task 2.2: Creating a Backup Device

A backup is a copy of your data that is stored somewhere other than on the hard drive of your
computer, usually on some type of tape (a lot like the kind you listen to); but you can also store
a backup on a hard drive on another computer connected over a local area network (LAN).
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Why would you want to keep a copy of your data in two places? The following are some
reasons:

*  The possibility of hardware failure
*  The potential for natural disaster
*  Disgruntled employees who destroy or maliciously update sensitive data

One of the nicest features of SQL Server backups is that they are all online backups, which
means your users can access the database while you’re backing it up. This is possible because
SQL Server uses transaction logs, which are a lot like a diary for the database. In a diary, you
put a date next to everything that happens to you. It might look as follows:

3-21-06 Bought a car

3-22-06 Drove new car to show off
3-23-06 Drove car into tree
3-24-06 Started looking for new car

Much like a diary, a transaction log puts a log sequence number (LSN) next to each line of
the log. Every time SQL Server writes the data from the transaction log into the database, it
creates a checkpoint in the log. SQL Server uses the checkpoint like a bookmark, so it will
remember where it left off next time it copies from the log to the database. A transaction log
would look as follows:

147 Begin Tran 1
148 Update Tran 1
149 Begin Tran 2
150 Update Tran 2
151 Commit Tran 1
152 Checkpoint
153 Update Tran 2
154 Commit Tran 2

When a backup is started, SQL Server records the current LSN. Once the backup is com-
plete, SQL Server backs up all the entries in the transaction log from the LSN it recorded at
the start of the backup to the current LSN. Here’s an example of how it works:

1. SQL Server checkpoints the data and records the LSN of the oldest open transaction (in
this case, 149 Begin Tran 2, because it wasn’t committed before the checkpoint).

2. SQL Server backs up all the pages of the database that contain data (no need to back up
the empty ones).



106 Phase 2 - Implementing High Availability and Disaster Recovery

3. SQL Server grabs all the parts of the transaction log that were recorded during the backup
process—that is, all the lines of the transaction log with an LSN greater than the LSN
recorded at the start of the backup session (in this case, 149 and greater). This way, your
users can still do whatever they want with the database while it’s being backed up.

Backups are stored on a physical backup media, which can be a tape drive or a hard disk
(local or over a network connection). SQL Server isn’t aware of the various forms of media
attached to your server, so you must inform SQL Server where to store the backups. That is
what a backup device is for; it’s a representation of the backup media. You can create two
types of backup devices: permanent and temporary.

SQL Server creates temporary backup devices on the fly when you perform the backup.
They’re useful for making a copy of a database to send to another office so that office has a
complete copy of your data. Or, you may want to consider using a temporary backup device
to make a copy of your database for permanent offsite storage (usually for archiving).

You can use permanent backup devices over and over again; you can even append data
to them, making them the perfect device for regularly scheduled backups. Permanent backup
devices are created before the backup is performed and, like temporary devices, can be created
on a local hard disk, on a remote hard disk over a LAN, or on a local tape drive.

to the SQL Server machine. The only way around this requirement is to use a

é/ If you're using a tape drive as a backup medium, it must be physically attached
P
third-party backup solution.

In this task, you’ll create a permanent backup device.

Scenario

You need to start backing up the databases you have created on your new SQL Server. Before
you can start backing them up, though, you realize you need a place to store the backups, so you
decide to create a backup device for storing backups.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1.
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Caveat

This task doesn’t have any caveats.

Procedure

In this task, you will create a backup device.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1.

Details

To create a backup device, follow these steps:

1.  Open SQL Server Management Studio by selecting it from the SQL Server 2005 group
under Programs on the Start menu. Expand your server, and then expand Server Objects.

Right-click Backup Devices in Object Explorer, and select New Backup Device.

In the Device Name box of the Backup Device dialog box, enter AdvWorks. Notice that
the filename and path are filled in for you; make sure you have enough free space on the
drive SQL Server has selected.
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4. Click OK to create the device.
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Criteria for Completion

This task is complete when you have created a new backup device. The new device will show
up in Object Explorer, as shown in Figure 2.1.

FIGURE 2.1 Thenew backup device shows up in Object Explorer under Backup Devices.
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Task 2.3: Performing a Full Backup

Just as the name implies, a full backup is a backup of the entire database. It backs up the
database files, the locations of those files, and the portions of the transaction log (from the
LSN recorded at the start of the backup to the LSN at the end of the backup). This is called
a baseline backup because it is the first type of backup you need to perform in any backup
strategy because all the other backup types depend on the existence of a full backup. This
means you can’t perform a differential or transaction log backup if you have never per-
formed a full backup.

In this task, you’ll perform a full backup of the AdventureWorks database.
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Scenario

You need to start backing up the databases you have created on your new SQL Server. You
know you need a full backup before you can start using differential or transaction log backups,
so you decide to create a baseline by performing a full backup.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, and the AdvWorks backup
device you created in Task 2.2.

Caveat

This task doesn’t have any caveats.

Procedure

In this task, you will perform a full backup on the AdventureWorks database.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, and the AdvWorks backup
device you created in Task 2.2.

Details
To perform a full backup of the AdventureWorks database, follow these steps:

1. Open SQL Server Management Studio, expand Databases, right-click AdventureWorks,
point to Tasks, and click Back Up.

2. In the Backup dialog box, make sure AdventureWorks is the selected database to back up
and make sure Backup Type is Full.

3. Leave the default name in the Name box. In the Description box, enter Full Backup of
AdventureWorks.

4. Under Destination, a disk device may already be listed. If so, select the device, and click
Remove.
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5. Under Destination, click Add.
6. In the Select Backup Destination box, click Backup Device, select AdvWorks, and click OK.
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7. You should now have a backup device listed under Destination.
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8. Switch to the Options page. On the Options page, select Overwrite All Existing Backup
Sets. This option initializes a new device or overwrites an existing one.
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Select Verify Backup When Finished to check the actual database against the backup

copy, and be sure they match after the backup is complete.
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10. Click OK to start the backup.
11. When the backup is complete, you will get a notification; click OK to close it.

Criteria for Completion
This task is complete when you have a full backup of the AdventureWorks database stored in
the AdvWorks backup device. Follow these steps to verify:

To verify the backup, you can look at the contents of the backup device, so expand
Backup Devices under Server Objects in Object Explorer.

Right-click AdvWorks, and select Properties.
On the Media Contents page, you should see the full backup of AdventureWorks.

1.

Cancel

4
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4. Click OK to return to SQL Server Management Studio.
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Task 2.4: Performing a
Differential Backup

Differential backups are designed to record all the changes made to a database since the last full
backup was performed. Thus, if you perform a full backup on Monday and a differential backup
on Tuesday, the differential will record all the changes to the database since the full backup on
Monday. Another differential backup on Wednesday would record all the changes made since
the full backup on Monday. The differential backup gets a little bigger each time it’s performed,
but it’s still a great deal smaller than the full backup; so, a differential is faster than a full backup.

SQL Server figures out which pages in the backup have changed by reading the last LSN of
the last full backup and comparing it to the data pages in the database. If SQL Server finds any
updated data pages, it backs up the entire extent (eight contiguous pages) of data, rather than
just the page that changed.

Performing a differential backup follows almost the same process as a full backup. In this
task, you’ll perform a differential backup on the AdventureWorks database to the permanent
backup device you created in Task 2.2.
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Scenario

You have started performing full backups of your databases on a regular basis, and you

have noticed that, as the database grows, the backup get slower. You know you need to

speed up the backup process, so you decide to incorporate differential backups into your
backup scheme.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, and the AdvWorks backup
device you created in Task 2.2.

Caveat

This task doesn’t have any caveats.

Procedure

In this task, you will perform a differential backup on the AdventureWorks database.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, and the AdvWorks backup
device you created in Task 2.2.

Details
To perform a differential backup of the AdventureWorks database, follow these steps:

1.  Open SQL Server Management Studio. Expand your server, and then expand
Databases.

Right-click AdventureWorks, point to Tasks, and select Back Up.

In the Backup dialog box, make sure AdventureWorks is the selected database to back up
and Backup Type is Differential.

4. Leave the default name in the Name box. In the Description box, enter Differential
Backup of AdventureWorks.
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Under Destination, make sure the AdvWorks device is listed.
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On the Options page, make sure Append to the Existing Backup Set is selected so you

don’t overwrite your existing full backup.
On the Options tab, select Verify Backup When Finished.
Click OK to start the backup.

Criteria for Completion

This task is complete when you have a differential backup of the AdventureWorks database

stored in the AdvWorks backup device. Follow these steps to verify:

1.

Cancel |

N

To verify the backup, you can look at the contents of the backup device, so expand

Backup Devices under Server Objects in Object Explorer.

Right-click AdvWorks, and select Properties.

On the Media Contents page, you should see the differential backup of

AdventureWorks.
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4. Click OK to return to SQL Server Management Studio.
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Task 2.5: Performing a Transaction
Log Backup

Although they rely on the existence of a full backup, transaction log backups don’t back up
the database itself. This type of backup records only sections of the transaction log, specifically
since the last transaction log backup. It’s easier to understand the role of the transaction log
backup if you think of the transaction log the way SQL Server does: as a separate object. Then
it makes sense that SQL Server requires a backup of the database as well as the log.

In addition to the fact that a transaction log is an entity unto itself, there is another important
reason to back it up. When a database is configured to use the Full or Bulk-Logged recovery
model, a transaction log backup is the only type of backup that clears old transactions from the
transaction log; full and differential backups can clear the log only when the database being
backed up is configured to use the Simple recovery model. Therefore, if you were to perform only
full and differential backups on most production databases, the transaction log would eventually
fill to 100 percent capacity, and your users would be locked out of the database.
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ING the database until an administrator clears the transaction log. The best way

ﬁl‘ When a transaction log becomes 100 percent full, users are denied access to
around this is to perform regular transaction log backups.

Performing a transaction log backup doesn’t involve a lot of steps, so let’s go through them.
In this task, you’ll perform a transaction log backup on the AdventureWorks database using
the backup device created in Task 2.2.

Scenario

You have started performing full and differential backups of your databases on a regular
basis. You know that if you do not start performing transaction log backups, your users will
eventually get locked out of the database when the transaction log fills to capacity. You also
want the extra safety measure of having transaction log backups in place, so you decide to
start performing transaction log backups.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, and the AdvWorks backup
device you created in Task 2.2. Also, the AdventureWorks database must be set to use the Full
recovery model as outlined in Task 2.1.

Caveat

This task doesn’t have any caveats.

Procedure

In this task, you will perform a transaction log backup on the AdventureWorks database.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, and the AdvWorks backup
device you created in Task 2.2.
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Details

To perform a transaction log backup of the AdventureWorks database, follow these steps:

1.

Open SQL Server Management Studio. Expand your server, and then expand
Databases.

Right-click AdventureWorks, point to Tasks, and select Back Up.

In the Backup dialog box, make sure AdventureWorks is the selected database to back up
and Backup Type is Transaction Log.

Leave the default name in the Name box. In the Description box, enter Transaction Log
Backup of AdventureWorks.

Under Destination, make sure the AdvWorks device is listed.
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On the Options page, make sure Append to the Existing Backup Set is selected so you
don’t overwrite your existing full backup.

On the Options page, select Verify Backup When Finished.
Click OK to start the backup.

When the backup is complete, you will get a notification; click OK to close it.
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Criteria for Completion

This task is complete when you have a transaction log backup of the AdventureWorks
database stored in the AdvWorks backup device. Follow these steps to verify:

1. To verify the backup, you can look at the contents of the backup device, so expand
Backup Devices under Server Objects in Object Explorer.

Right-click AdvWorks, and select Properties.

On the Media Contents page, you should see the transaction log backup of

AdventureWorks.

4. Click OK to return to SQL Server Management Studio.
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Task 2.6: Performing a Filegroup Backup

A growing number of companies have databases that are reaching the terabyte range. For
good reason, these are known as very large databases (VLDBs). Imagine trying to perform a
backup of a 2TB database on a nightly, or even weekly, basis. Even if you have purchased the
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latest, greatest hardware, you’re looking at a very long backup time. Microsoft knows you
don’t want to wait that long for a backup to finish, so it gives you a way to back up small sec-
tions of the database at a time: a filegroup backup. Before you can perform a filegroup backup,
you need to know what a filegroup is.

Simply put, a filegroup is a logical grouping of database files. Using filegroups, you can
explicitly place database objects onto a particular set of database files. For example, you can
separate tables and their nonclustered indexes onto separate filegroups. This way, a database
isn’t limited to being contained on one hard disk; it can be spread out across many hard disks
and thus can grow quite large. This can also improve performance, because modifications to
the table can be written to both the table and the index at the same time. Another advantage
is the ability to mark the filegroup and all data on the files that are part of it as either READONLY
or READWRITE. The advantage you are most concerned with here, though, is that filegroups
give you the ability to back up only a single filegroup at a time. This can be extremely useful
for a VLDB, because the sheer size of the database could make backing up an extremely time-
consuming process.

However, you need to be aware of a caveat when using filegroup backups to accelerate the
backup process for VLDBs. You can use filegroups to expedite data access by placing tables
on one file and the corresponding indexes on another file. Although this speeds up data access,
it can slow the backup process because you must back up tables and indexes as a single unit,
as shown in Figure 2.2. This means that if the tables and indexes are stored on separate files,
you must back up the files as a single unit; you can’t back up the tables one night and the asso-
ciated indexes the next.

In this task, you will add a filegroup to the Sales database and perform a filegroup backup
of Sales.

FIGURE 2.2 Tables andindexes must be backed up as a single unit if they're stored on
separate files.
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Scenario

The database you created for your sales department has grown very large—so large that it
does not fit on a single disk anymore. To accommodate this growth and enhance perfor-
mance, you have decided to spread the Sales database across multiple disks using a filegroup.
You know that performing a filegroup backup is the fastest backup method for large data-
bases, so you have decided to start performing filegroup backups on Sales after you create the
filegroup.

Scope of Task

Duration

This task should take approximately 30 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Sales database you created in Task 1.3, and the AdvWorks backup device you created in
Task 2.2.

Caveat

In a production environment, you would not ordinarily add a new data file to a filegroup on
the same disk as the Primary filegroup. The new filegroup would be on a separate disk.

Procedure

In this task, you will create a filegroup for the Sales database, add a table to the new filegroup,
and perform a filegroup backup on Sales.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Sales database you created in Task 1.3, and the AdvWorks backup device you created in
Task 2.2.

Details
To add a filegroup to the Sales database, follow these steps:

1. Open SQL Server Management Studio. Expand your server, and then expand Databases.
2. Right-click the Sales database, and select Properties.
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4. On the Files page, click the Add button, and enter this information:

Name: Sales_Data3

File Type: Data

Filegroup: Secondary

Initial Size: 3

Click OK to create the new file on the Secondary filegroup.
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On the Filegroups page, click the Add button. In the Name text box, enter Secondary.

6. Now, to add a table to the new filegroup, expand Sales in Object Explorer, right-click

7

Tables, and select New Table.

Under Column Name in the first row, enter Emp_Name.
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Next to Emp_Name, select varchar as the datatype. Leave the default length of 50.

9. Just below Emp_Name in the second row, enter Emp_Number as the column name with
a type of varchar. Leave the default length of 50.

10. Select View » Properties Window.

11. Expand the Regular Data Space Specification section, and change the Filegroup or Partition
Scheme Name setting to Secondary.
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Ready

12. Click the Save button (it looks like a floppy disk on the toolbar) to create the new table,
and enter Employees for the table name.

13. Close the table designer by clicking the X in the upper-right corner of the window.

14. Now, to add some data to the new table, open a new query, and execute the following
code (note that the second value is arbitrary):
USE Sales
INSERT Employees
VALUES('Tim Hsu', 'VA1765FR")
INSERT Employees
VALUES('Sue Hernandez', 'FQ9187GL')

15. Close the query window.
With a second filegroup in place that contains data, you can perform a filegroup backup:

1. Right-click the Sales database in Object Explorer, point to Tasks, and select Back Up.
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2. Inthe Backup dialog box, make sure Sales is the selected database to back up and Backup
Type is Full.

3. Under Backup component, select Files and Filegroups.

In the Select Files and Filegroups dialog box, check the box next to Secondary, and click
OK (notice that the box next to Sales_Data3 is automatically checked).

' Select Files and Filegroups -3 x|

Elul::-: ]
5. O] PRIM&RY
[0 Sales_Dats
- [ Sales_Data2
Secondary
Sales Data3

Select Al Clear &l |

Cancel

A

5. Leave the default name in the Name box. In the Description box, enter Filegroup Backup
of Sales.

6. Under Destination, make sure the AdvWorks device is the only one listed.
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On the Options page, make sure Append to the Existing Backup Set is selected so you
don’t overwrite your existing backups.

On the Options page, select Verify Backup When Finished.
Click OK to start the backup.

When the backup is complete, you will get a notification; click OK to close it.

Criteria for Completion

This task is complete when you have added a new filegroup to the Sales database, added a
table named Employees to the new filegroup, and performed a filegroup backup stored in the
AdvWorks backup device. Follow these steps to verify:

1.

To verify the backup, you can look at the contents of the backup device, so expand
Backup Devices under Server Objects in Object Explorer.

Right-click AdvWorks, and select Properties.
On the Media Contents page, you should see the filegroup backup of Sales.
Click OK to return to SQL Server Management Studio.
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Task 2.7: Restoring a Database

Restoring a database doesn’t involve a lot of steps, but you need to understand one important
setting before undertaking the task. The RECOVERY option, when set incorrectly, can thwart all
your efforts to restore a database. The RECOVERY option tells SQL Server you’re finished restor-
ing the database and users should be allowed back in. You should use this option only on the
last file of the restore process.

For example, if you performed a full backup, then a differential backup, and then a transac-
tion log backup, you would need to restore all three of them to bring the database back to a con-
sistent state. If you specify the RECOVERY option when restoring the differential backup, SQL
Server won’t allow you to restore any other backups; you have told SQL Server in effect that
you’re done restoring and it should let everyone start using the database again. If you have more
than one file to restore, you need to specify NORECOVERY on all restores except the last one.

SQL Server also remembers where the original files were located when you backed them up.
So, if you backed up files from the D drive, SQL Server will restore them to the D drive. This
is great unless your D drive has failed and you need to move your database to the E drive.
You’ll also run into this problem if you have backed up a database on a server at the home
office and need to restore the database to a server at a child office. In this instance, you need
to use the MOVE. . .TO option, which lets you back up a database in one location and move
it to another location.

Finally, before SQL Server will allow you to restore a database, it performs a safety check
to make sure you aren’t accidentally restoring the wrong database. The first action SQL Server
takes is to compare the database name that is being restored with the name of the database
recorded in the backup device. If the two are different, SQL Server won’t perform the restore.
Thus, if you have a database on the server named Accounting and you’re trying to restore from
a backup device that has a backup of a database named Acctg, SQL Server won’t perform the
restore. This is a lifesaver, unless you’re trying to overwrite the existing database with the
database from the backup. If that is the case, you need to specify the REPLACE option, which
is designed to override the safety check.

With all that said, you’re ready to restore a database. In this task, you will make one of the
databases suspect so you can see exactly what SQL Server does to restore it, and then you’ll
restore the database.

Scenario

You have been performing full, differential, and transaction log backups on your databases
for some time. Everything was working just fine until this morning; when you came in this
morning, the users are complaining that they can’t access the database. You try to open the
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database in SQL Server Management Studio but can’t; it just won’t expand. You know
instantly that the database is down and needs to be restored, so you have decided to start the
restore process.

Scope of Task

Duration

This task should take approximately 30 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, the AdvWorks backup device
you created in Task 2.2, the full backup you created in Task 2.3, the differential backup you
created in Task 2.4, and the transaction log backup you created in Task 2.5.

Caveat

This task doesn’t have any caveats.

Procedure

In this task, you will simulate a downed database by renaming critical files for the Adventure-
Works database, and then you will restore the database.

4 You will need to stop all the SQL Server services because while they're run-
ITE ning, all the databases are considered open files—you will not be able to work
with them outside SQL Server.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, the AdvWorks backup device
you created in Task 2.2, the full backup you created in Task 2.3, the differential backup you
created in Task 2.4, and the transaction log backup you created in Task 2.5.

Details
To simulate a downed database, follow these steps:

1. Open SQL Server Configuration Manager from the Start menu.
2. In the left pane, select SQL Server 2005 Services.
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Right-click SQL Server (MSSQLSERVER) in the right pane, and click Stop. You’ll be
asked whether you want to stop the SQLServerAgent service as well; click Yes.

Find the file AdventureWorks_Data.mdf (usually in C:\Program Files\Microsoft
SQL Server\MSSQL.1\MSSQL\Data\).

Rename the file AdventureWorks_Data.old.

Find the file AdventureWorks_Log.1df, and rename it AdventureWorks_Log.old.
From the Computer Manager, restart the SQL Agent and SQL Server services.

Open SQL Server Management Studio, and expand Databases under your server name.
AdventureWorks cannot be expanded and has no summary; it is now inaccessible.
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Ready

Now you are ready to restore the database:
Right-click Databases, and select Restore Database.
In the Restore Database dialog box, select AdventureWorks from the To Database drop-
down list box.
Under Source for Restore, select From Device. Click the ellipsis (...) button next to the
text box to select a device.
In the Specify Backup dialog box, select Backup Device from the Backup Media drop-
down list box, and click Add.
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5. In the Specify Backup dialog, select AdvWorks, and click OK.
x|

S pecify the backup media and its location for pour restore operation.

Backup media: IBackuD Device j

B ackup location:

Add
BRemove
Cantents

oK I Cancel Help |

6. Click OK to close the Specify Backup dialog box.

Under Select the Backup Sets to Restore, check all three backups (full, differential, and
transaction log). Doing so returns the database to the most recent state.
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On the Options page, make sure the RESTORE WITH RECOVERY option is selected, because

you have no more backups to restore.

. Restore Database - AdventureWorks

Server
COLOSSUS

=1
Select apage S Script - B Help
27 General

Restore options

" DOvenarite the existing database
[T Preserve the ieplication ssttings
[~ Prompt before restoring each backup
™ Restrict access to the restored database

Restore the database files as:

Original File Name

Restore As

Adventure'orks Data

i C:\Program Files\Microsoft SOL Server\M...

Recovery state

AdventureWorks_Log
aysft_ddventuretw/orks Catalog

C:AProgram Files\Micrasoft SOL Serverh
C:A\Program Files\Microsoft SOL Serverid...

¢ Leave the database ieady to use by raling back uncommitted transactions. Additianal

tranzaction logs cannot be restored [RESTORE 'WITH RECOVERY]

Click OK to begin the restore process.

10. Click OK in the dialog box that opens after the restore is complete.

Criteria for Completion

This task is complete when you have taken the AdventureWorks database down and restored
it from backup, bringing it back to a usable state. Follow these steps to verify:

1.
2.

In SQL Server Management Studio, right-click Databases, and click Refresh.
Expand Databases, and you should see AdventureWorks is back to normal.
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Task 2.8: Performing a
Point-in-Time Restore

You do not always need to restore a database to its most current state; sometimes you need
to restore it to a previous state. The two most common reasons for this are accidental and
malicious updates of data. If this happens to you and if you’re performing transaction log
backups, then you can perform a point-in-time restore.

In addition to stamping each transaction in the transaction log with an LSN, SQL Server
stamps them all with a time. That time, combined with the STOPAT clause of the restore
statement, makes it possible for you to return the data to a previous state. You need to keep
two facts in mind while using this process. First, this doesn’t work with full or differential
backups, only with transaction log backups. Second, you’ll lose any changes that were made
to your entire database after the STOPAT time. For instance, if you restore your database to the
state it was in yesterday at 2 P.M., everything that changed from yesterday at 2 P.M. until the
time you restore the database will be lost and must be reinserted. Other than that, the point-
in-time restore is a useful and powerful tool.

In this task, you will perform a point-in-time restore on the AdventureWorks database.

Scenario

It is the end of the month, which is the time when your accounting department performs all
its month-end transactions to close the books and bring everything into balance. This has been
an especially busy month for your company, so your accounting department has brought in
some contract workers to assist with the month-end closeout. One of the contract workers is
not familiar with your systems and accidentally enters some incorrect data into the system.
Fortunately, your accounting manager caught it early and needs your help to remove the cor-
rupt data from the database. You have decided that the best way to accomplish this task is to
perform a point-in-time restore.

Scope of Task

Duration

This task should take approximately 30 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, and the AdvWorks backup
device you created in Task 2.2.
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Caveat

This task doesn’t have any caveats.

Procedure

In this task, you will update the HumanResources.Shift table of the AdventureWorks database,
wait for two minutes, and update it again. You will then perform a transaction log backup of the
database and a subsequent point-in-time restore.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, and the AdvWorks backup
device you created in Task 2.2.

Details

First you need to prepare the database for the point-in-time restore by adding some records to
the database:

1.  You need to add a record that will survive the restore. Open a new SQL Server query in
SQL Server Management Studio by clicking the New Query button on the toolbar.
2. To create a new record, enter and execute the following code:
USE AdventureWorks

INSERT HumanResources.Shift(Name, StartTime, EndTime, ModifiedDate)
VALUES('Test Shift 1',getdate()+1,getdate()+2,getdate())

Note the time right now.
Wait two minutes, clear the query window, and then enter a new record using the
following code:

USE AdventureWorks
INSERT HumanResources.Shift(Name, StartTime, EndTime, ModifiedDate)
VALUES('Test Shift 2',getdate()+1,getdate()+2,getdate())

5. To see both records, clear the query window, and enter and execute the following code:

USE AdventureWorks
SELECT * FROM HumanResources.Shift

Close all open queries.

To perform a point-in-time restore, you must perform a transaction log backup. In Object
Explorer, right-click AdventureWorks, point to Tasks, and select Back Up.

8. In the Backup dialog box, make sure AdventureWorks is the selected database to back up
and Backup Type is Transaction Log.
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Leave the default name in the Name box. In the Description box, enter Point-in-time
Backup of AdventureWorks.

Under Destination, make sure the AdvWorks device is listed.
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On the Options page, make sure Append to the Existing Backup Set is selected so you
don’t overwrite your existing full backup.

On the Options page, select Verify Backup When Finished.
Click OK to start the backup.
Click OK to close the dialog box that opens when the backup is complete.

Now you have to back up the tail of the log, which is all the transactions in the log that
have not been backed up or recorded to the data file yet. In Object Explorer, right-click
AdventureWorks, point to Tasks, and select Back Up.

In the Backup dialog box, make sure AdventureWorks is the selected database to back up
and Backup Type is Transaction Log.

Leave the default name in the Name box. In the Description box, enter Tail Backup of
AdventureWorks.

Under Destination, make sure the AdvWorks device is listed.

On the Options page, make sure Append to the Existing Backup Set is selected so you
don’t overwrite your existing full backup.

On the Options page, select Verify Backup When Finished.
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21. On the Options page, back up the tail of the log.
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Cancel y

1

133

Now you are ready to perform a point-in-time restore to eliminate the most recent update

to the database:

1. Open SQL Server Management Studio. Expand your server, and then expand Databases.

Right-click AdventureWorks, point to Tasks, move to Restore, and select Database.

2
3. Click the ellipsis button next to the To a Point in Time text box.
4

. In the Point in Time Restore dialog box, enter the time from step 3 of the previous series
of steps, and click OK.

8 Point in time restore

Foint in time restore staps the restoration of the transaction log entries after a specified paint in

time, r'ou cah specify the point in time or the most recent state possible,

=101x|
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Cancel
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5. Make sure you’re restoring from the AdvWorks device, select all the available backups in
the device, and click OK to perform the restore.
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6. Click OK to close the dialog box that opens when the restore is complete.

Criteria for Completion

This task is complete when you have created two new records in the HumanResources.Shift
table of the AdventureWorks database and performed a point-in-time restore to eliminate the
most recent update. Follow these steps to verify:
1. Open anew SQL Server Query in SQL Server Management Studio, and enter and execute
the following code:
USE AdventureWorks
SELECT * FROM HumanResources.Shift
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Notice that Test Shift 2 is no longer there, but Test Shift 1 remains.
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Database Mirroring

When a user makes a change to a database, that change is not written to the database imme-
diately; a few steps are involved:

1.
2.

A user makes a change to the database.
SQL Server stores the change in the database’s log buffer, a special location in memory.

As quickly as possible, the log buffer is written to the transaction log on disk, a process
called hardening.

The changes in the transaction log are then written, or flushed, to the database.
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This process changes when you implement database mirroring. In database mirroring, two
servers keep a copy of the database. These two servers are called partners. The server with the
original database is called the principal, and the server with the copy is called the mirror.

When a user makes a change to a mirrored database, the steps to harden the log change
slightly:

A user makes a change to the database

SQL Server stores the change in the database’s log buffer.

As quickly as possible, the log buffer is written to the transaction log on disk.
Simultaneously, the principal server copies the log buffer to the mirror server.
As quickly as possible, the mirror server hardens the transaction log.

The changes in the transaction log on the principal server are then flushed to the database.

No o s wN A

The changes recorded in the transaction log on the mirror server are replayed against the
mirrored database, making it a copy of the principal.

When only the two servers are in place and the principal server fails, you must manually
force the mirror server to start serving the database. To have the server fail over automatically,
you need a witness server, which provides automatic failover when the principal server fails.

When you implement a witness server, both of the partners in the database-mirroring ses-
sion communicate with the witness. When one of the servers fails, the witness provides con-
firmation to the surviving server, and that server automatically takes over serving the mirrored
database.

The automatic failover makes a witness server sound attractive, but you have a good reason
not to use one: performance. To fully understand this statement, you need to know how to
configure database mirroring.

You can configure database mirroring in one of three operating modes:

*  High availability
=  High protection
*  High performance

The high-availability and high-protection modes both have the transaction safety set to
Full. When the transaction safety is set to Full, the principal server hardens its log to disk,
sends the log buffer to the mirror server, and then waits for a response from the mirror server
before moving forward with the process. This ensures the databases are always in sync, but it
degrades performance on the principal server.

High-performance mode leaves the transaction safety set to Off, which means the principal
server does not wait for a response from the mirror server after sending the log buffer. This
keeps the principal server running nice and fast, but you could lose data on the mirror server.

4 High-availability mode is the only mode that uses a witness server; the other
ITE two modes do not.
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You should keep a few other points to keep in mind if you want to implement database
mirroring;:
*  The principal database must be in the Full recovery model.

*  The mirror database must be initialized from a restore of the principal database with
NORECOVERY, followed by restores in a sequence of principal transaction log backups.

*  The mirror database must have the same name as the principal database.

= Because the mirror database is in a recovering state, you can’t access it directly, though
you can access it through a database snapshot.

In this task, you will implement a high-safety database mirror.

Scenario

You created a database for your sales department several months ago, and your sales staff has
started to rely on it quite heavily. In fact, if the database were to go down, your sales managers
have told you that their staff would not be able to get their work done. This means lost sales,
lost productivity, and possibly even lost customers. This is not something you can let happen;
you know that the database must be available to your sales staff at all times because the sales
representatives make sales calls at all hours of the day and night. To ensure that the database
is always available, you decide to implement a high-safety database mirror.

Scope of Task

Duration

This task should take approximately 60 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1, the
Second instance of SQL Server 2005 you installed in Task 1.2, and the Sales database you cre-
ated in Task 1.3. You will also need to make sure you install SQL Server 2005 Service Pack 1
before performing this task.

Caveat

You must have SQL Server 2005 Service Pack 1 installed to use database mirroring.

Procedure

In this task, you will make a backup of the Sales database and then restore it to the Second
instance of SQL Server in the RECOVERY state. You will then create a high-safety database mir-
ror of the Sales database on the Second instance.
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Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Second instance of SQL Server 2005 you installed in Task 1.2, and the Sales database you
created in Task 1.3.

Details

First, you need a backup of the Sales database from the default instance:

1. Open SQL Server Management Studio, expand Databases, right-click Sales, point to
Tasks, and click Back Up.

2. Inthe Backup dialog box, make sure Sales is the selected database to back up and Backup
Type is Full.

3. Leave the default name in the Name box. In the Description box, enter Full Backup of Sales.

Under Destination, a disk device may already be listed. If so, select the device, and click
Remove.

Under Destination, click Add.

In the Select Backup Destination box, click File Name, and in the text box enter
x:\temp\Sales.bak (make sure the temp directory exists on the selected drive). Click OK.

' Select Backup Destination x|

Select the file or backup device for the backup destination. 'Y'ou can create
backup devices for frequently used files.

Destinations on disk

" File name:

|c ‘temphS ales.bak] |

' Backup devies:
IAdv\N’nrks j

Cancel |

A

~N

Click OK to start the backup.
8. When the backup is complete, you will get a notification; click OK to close it.
Next, you need to back up the transaction log of the Sales database on the default instance:

1.  Open SQL Server Management Studio, expand Databases, right-click Sales, point to
Tasks, and click Back Up.

2. In the Backup dialog box, make sure Sales is the selected database to back up and Backup
Type is Transaction Log.

3. Leave the default name in the Name box. In the Description box, enter Transaction Log
Backup of Sales.

Make sure x:\temp\Sales.bak is the only device listed, and click OK.
Click OK to start the backup.

6. When the backup is complete, you will get a notification; click OK to close it.
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Now you are ready to restore the database to the Second instance:

Open SQL Server Management Studio, and connect to the Second instance by selecting
Serve\SECOND from the Server Name drop-down list.

Right-click Databases, and select Restore Database.
Enter Sales in the To Database box.

Under Source for Restore, select From Device. Click the ellipsis (...) button next to the
text box to select a device.

In the Specify Backup dialog box, select File from the Backup Media drop-down list box,
and click Add.

In the Locate Backup File dialog box, find the Sales.bak file, and click OK.

i Locate Backup File - COLOSSUS!SECOND -10| x|

Select the file:

EH{aC

- CACorfig

{3 Config.Msi

- Documents and Settings
11 Inetpub

=3 Program Files

-3 Common Files

-1_3 ComPlus Applications
{1 Intemet Explorer
-3 Microsaft Analysis Services
-3 Microsaft Office
- Microsoft SAL Server
{1 Microzoft Visual Studio 8
-0 MicrosaftNET

-0 Mettesting

- Outlook Express
-3 SALML 4.0

+-_1 TechSmith

-2 Windows Media Player
+- ] Windows NT

-1_3 WindowsUpdate
- Swstem Yolume Information

|»

-

=13 temp
L) ey
B WIMNDDWS =l
Selected path |E \temp
Files of type: IEackup Files[" bak." trr) j
File name: |5 ales bak

cacol_|
i

%

Click OK to close the Specify Backup dialog box.
Under Select the Backup Sets to Restore, check the boxes for both backups of Sales.

On the Options page, in the Restore the Database Files As grid, under the Restore As
column, make these changes:

=  Change Sales_data.mdf to Sales_data_mir.mdf.

*  Change Sales_data2.ndf to Sales_data_mir2.ndf.
=  Change Sales_data3.ndf to Sales_data_mir3.ndf.
=  Change Sales_log.1df to Sales_log_mir.1df.
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10. Also on the Options page, make sure the RESTORE WITH NORECOVERY option is selected.

- Restore Database - Sales

_ol x|
59|Bﬁlapa ': 5 seript + |7 Help
2 General
A
=" [ Restore options
™ Overwite the existing database
™| Ereserve the replication sethings
™ Prompt before restoring each backup
I” Restrict access to the restored databass
Riestore the database files as:
Original File Marne -
Sales Data ‘ OL1\MSSOLADATANS ales_Diata_mir mdf |_
Sales_Data? QLIWMSSOLDAT AN  sles_Data2_mindf | o
| b
Recovery state
¢~ Leave the database ready to use by ralling back uncommitted tiansactions. Additional
Server transaction logs cannot be restared (RESTORE *I1TH RECOVERY]
COLOSSUSNSECOND
Connection: . o Leave the database non-operational. and do not roll back uncommitted transactions. Additional
COLOSSUS \Administrator transaction logs can be restored. [RESTORE WITH NORECDOWER™Y]

11. Click OK to begin the restore process.
12. Click OK in the dialog box that opens after the restore is complete.
Now you can configure database mirroring:
Open SQL Server Management Studio, and connect to the default instance.
Expand Databases, right-click Sales, point to Tasks, and click Mirror.

Click the Configure Security button to start the Configure Database Mirroring Security
Wizard, which will create the endpoints required for mirroring.

On the welcome screen, click Next.

Select No on the Include Witness Server screen, and then click Next.

'.Eunfigure Database Mirroring Security Wizard — 1ol x|
Include Witness Server M)
Specify whether to include a witness server in the security configuration.

>

To operate database minoring in synchronous mode with automatic: failover, pou must
configure a withess server instance ta manitor the status of the principal and mirar
servel instances and control the falover.

Do you want to configure zecurity to include & withess server instance?
T Yes
=N

Hel <Back |[ mewt> | il Cancel |

%
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On the Choose Servers to Configure screen, click Next.

'.Eonﬁgure Database Mirroring Security Wizard _ gl x|

Choose Servers to Configure -'—"l
Choose where to save the security configuration, g

Save the security configuration on the following:
¥ | Fiincipal server instance

[¥ | Wirrer, server instance

If wou choose not to canfigure all of the server instances now, you can configure them
later by running this wizard again.

Help | < Back | Mext > I Eiriigh 2] | Cancel |

4

On the Principal Server Instance screen, accept the defaults, and click Next.

onfigure Database Mirroring Security Wizard i | m) LI
Principal Server Instance )
Specify information about the server instance where the database was originally
located
|

Principal server instance:
coL05505 =l

Specify the properties of the endpaint thraugh which the principal server instance will accept
connections From the mirror and witness server inskances:

Listener pork: ¥ Engrypt data sent through this endpaint:
5022

Endpoint name:
IMirroringl

MNOTE: If the principal, mirror or witness are instances on the same server,
their endpoints must use different ports.

Help | < Back | Mest > I Einiishi >3] | Cancel |

&

On the Mirror Server Instance screen, select the Second instance of SQL Server, and click
the Connect button. Then click Connect.
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9. Accept the defaults that are filled in for you, and click Next.

# 3 Configure Database Mirroring Security Wizard i =] |

Mirror Server Instance ’—“
Specify information about the server instance where the miror copy of the
database will be located. »
-

Mirror server instance:

COLOSSUS|SECOND | Connect

Specify the properties of the endpoint through which the mirrar server instance will accept
connections from the principal and witness server instances:

Listener port: ¥ Encrypt data sent through this endpoint

5023

Endpoint name:
IMirrnr\ng

NOTE: If the principal, mirror or witness are instances on the same server,
their endpoints must use different ports.

Help | < Back | Mest > I Einish 2| | Cancel |

4

10. On the Service Accounts screen, leave both account names blank because you configured
the services to use the same accounts. Click Next.

'.Eonfigure Database Mirroring Security Wizard - |E||5|
Service Accounts o
Specify the service accounts of the server instances.
|

I the server instances use different accounts in the same or tusted domain as their service
accounts for SOL Server, enter the accounts below. Leave the textboxes empty if all instances
uze the same account, the accounts are non-domain accounts, or the accounts are in
untrusted domaing.

Service accounts far the following instances:
Principal:
Mirror;

If the ervice accounts are different, the wizard will create loging for the accounts [if necessary|
and grant COMMECT permissions on the endpoints for each account.

Help < Back | Mext > I Einigh =3/ Canecel |

4
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11. On the Complete the Wizard screen, click Finish.

12. Click Close when the wizard is complete.

13. In the Database Properties dialog box that opens, click Start Mirroring.
14. Click OK to close the Database Properties dialog box.

Seleclapage L5 Serigt - Y Help

S General

Files

Filegraups

Options
Permissions
Extended Properties

-0/ x]

E that ity i figured for mirraring thi . .
dglsaubr:se.a security iz configured for mirroring this Confiaure Secuiy. |

Server network addresses

iiroring Principal |TCF’:J/CD|DSSU325022 Start Miraring |
2 Tranzaction Log Shipping
Mimar [TCR://colossus5023 Pause |
withness:

BRemove Mirroring |

Mote: Use fullp-qualified TCP addresses. For example:
TCP:/fewiB.corp. abe. com: 5022

Failover |

Operating mode

" High parformanca [asynchronows] - Commit changes at the principal and then transter them to

the mirror.
[ i
% High safety without automatic: failover [synchronous) - Ahways commit changes at bath the
Server principal and mirrar
COLDssUs €1 High safety with sutomatic failover [snehronous) - Bequires 2 withess server instance,
Connection: Commit changes at both the principal and mirorn if both are available, The withess contrals
COLOSSUS A dministrator autamatic failayer ta the mirar it the: principal becomes unayailable
4 View connection oroperties
Shatus: Synchionized: the databases are fully Refresh
e ]
Feady

ak. C |
o ] oo |

A

Criteria for Completion

This task is complete when you have successfully mirrored the Sales database from the default
instance on your machine to the Second instance. You can tell whether you are successful by
connecting to both instances and looking at the Sales database in Object Explorer. On the
default instance, you should see (Principal, Synchronized) next to the Sales database, and on
the Second instance you should see (Mirror, Synchronized/Restoring) next to Sales (as shown
in Figure 2.3).
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FIGURE 2.3 The label for the Sales database will show you what role it plays in the
database-mirroring session.

B Microsoft SQL Server Management Studio _ & x|

File Edit View Tools ‘window Community  Help

Buwoey |y BEmG LIEES BERESF

- > 3 X Summary] - X
Connect~ | B3 m [ T FRAET st |- Erepart -
=] Ld COLOSSUS (SQL Server 9.0,2047 - COLOSSUSIE

= [ Databases i A A H
B Syetem Dotabasss _ | Sales (Principal, Synchronized)
[ Database Snapshats COLOS5US\Databases|Sales {Principal, Synchronized) & Item(s)

| ) Adventuretworks
| ) AdventureWorksDiw
| & ) Narme |
[ Security [0 Database Diagrams
[ Server Objects £ Tables
[ Replication

M t [0 views
= e [ Synonyms
[ Motification Services B Programmatit
 [B 5L Server agent (Agent xPs disabled) o 9 el y
=l [} COLOSSUS|SECOMD (SQL Server 9.0.2047 - COI ervice Sraker
[ storage

= [ Databases
[ System Databases |3 Seeurity
|1 Database Snapshats
.| Sales (Mirror, Synchronized [ Restaring..
[ Security
[ Server Objects
[ Replication
[ Management
[ Motification Services
|_% SOL Server Agent (Agent XPs disabled)

11 | |

Ready

Task 2.10: Implementing Log Shipping

To achieve high availability, log shipping copies transactions from a primary server to one or
more secondary servers. This may sound a lot like database mirroring, but the process is quite
different. In database mirroring, the database log buffer is copied from one server to another
and then replayed. In log shipping, transaction log backups are sent to one or more secondary
servers and then restored on each of the destination servers individually.

A server can play three possible roles in a log-shipping scenario:

Primary This is your production server; it holds the original copy of the database. All log
shipping administration should take place on this machine.

Secondary The secondary servers hold the standby copy of the database. You must initialize
the database on a secondary server by restoring a backup of the database from the primary
server using either the NORECOVERY option or the STANDBY option. The STANDBY option allows
you to continue restoring backups to the database and gives users read-only access to it;
NORECOVERY does not allow users to access the database.
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Monitor This is an optional server that tracks all the details about log shipping such as the
following;:

*  When the transaction log on the primary server was last backed up

*  When the secondary servers last copied and restored the backups from the primary
server

= Backup failure alert information, if any
You can accomplish all of this with four jobs that run on any of the three servers:

Backup The backup job is created on the primary server and runs every two minutes by
default (though you can change this). This job performs the backup operation, logs history to
the local server and the monitor server, and deletes old backup files and history information.

Copy A copy job is created on each secondary server instance and should run just after the
backup job completes. This job copies the backup files from the primary server to a config-
urable destination on the secondary server and logs history on the secondary server and the
monitor server.

Restore Also created on the secondary servers, the restore job restores the copied backup
files to the secondary databases. It also logs history on the local server and the monitor server
and deletes old files and old history information. You can schedule this to run as frequently
as the copy job, or you can delay the restore job:

= Scheduling the restore and copy jobs with the same frequency keeps the secondary
database as closely aligned with the primary database as possible to create a warm
standby database that you can fail over to in an emergency.

*  Delaying restore jobs can be useful in the event of a serious user error, such as when
a user accidentally deletes the wrong data from a table. If you know the time of the
error, you can move the secondary database forward to a time just before the error.
Then you can export the lost data and import it back into the primary database.

Alert An alertjob is created on the monitor server, if you choose to use one. If not, then alert
jobs are created on the primary server and each secondary server in the log-shipping scenario.
This job raises alerts (for which you must specify alert numbers) for primary and secondary
databases when the backup and restore operations have not completed successfully within
specified thresholds. You must configure these alerts to have an operator receive notification
of the log-shipping failure. This alert job is shared by the primary and secondary databases of
all log-shipping configurations using this monitor server instance. So if you change this job in
any way, all primary and secondary servers that use the monitor server are affected.

Because they work in similar ways, you may be wondering which technology to use—database
mirroring or log shipping. Two specific instances call for log shipping:
* If you need a copy of the original database on more than one backup server, you should
use log shipping. Mirroring allows for only one copy.

= Ifyouneed to delay the restore on the secondary server to avoid logical errors, you should
consider log shipping.
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In this task, you will configure log shipping between the default instance and the Second
instance on your server.

Scenario

Your accounting department has come to rely on SQL Server to get their work done. They
need it to be up and running at all times during the day, so you know you need to imple-
ment some form of high availability. In the past, some contract workers, who were not
familiar with your systems, accidentally updated the data incorrectly, and you do not want
future mistakes to be propagated to the standby server right away. Bearing this in mind,
you decide to implement log shipping so you can control the delay of the restore on the sec-
ondary server.

Scope of Task

Duration

This task should take approximately 60 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Second instance of SQL Server 2005 you installed in Task 1.2, and the AdventureWorks
database installed with the sample data.

Caveat

This task doesn’t have any caveats.

Procedure

In this task, you will make a backup of the AdventureWorks database and restore it to the Sec-
ond instance of SQL Server in the RECOVERY state. You will then ship the AdventureWorks
database logs to the Second instance.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Second instance of SQL Server 2005 you installed in Task 1.2, and the AdventureWorks
database installed with the sample data.
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Details

First, you need a backup of the AdventureWorks database from the default instance:

1.

Open SQL Server Management Studio, expand Databases, right-click AdventureWorks,
point to Tasks, and click Back Up.

In the Backup dialog box, make sure AdventureWorks is the selected database to back up
and Backup Type is Full.

Leave the default name in the Name box. In the Description box, enter Full Backup of
AdventureWorks.

Under Destination, a disk device may already be listed. If so, select the device, and click
Remove.

Under Destination, click Add.

In the Select Backup Destination box, click File Name, and in the text box enter
x:\temp\AdvWorks.bak (make sure the temp directory exists on the selected drive).
Click OK.

Click OK to start the backup.
When the backup is complete, you will get a notification; click OK to close it.

Next, you need to back up the transaction log of the AdventureWorks database on the

default instance:

1.

—

N

Open SQL Server Management Studio, expand Databases, right-click AdventureWorks,
point to Tasks, and click Back Up.

In the Backup dialog box, make sure AdventureWorks is the selected database to back up
and Backup Type is Transaction Log.

Leave the default name in the Name box. In the Description box, enter Transaction Log
Backup of AdventureWorks.

Make sure x:\temp\AdventureWorks.bak (the same device used in step 6 in the previous
set of steps) is the only device listed, and click OK.

Click OK to start the backup.
When the backup is complete, you will get a notification; click OK to close it.
Now you are ready to restore the database to the Second instance:

Open SQL Server Management Studio, and connect to the Second instance by selecting
Serve\SECOND from the Server Name drop-down list.

Right-click Databases, and select Restore Database.
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Enter AdventureWorks in the To Database box.

Under Source for Restore, select From Device. Click the ellipsis (...) button next to the
text box to select a device.

In the Specify Backup dialog box, select File from the Backup Media drop-down list box,
and click Add.

In the Locate Backup File dialog box, find the AdventureWorks.bak file, and click OK.
Click OK to close the Specify Backup dialog box.

Under Select the Backup Sets to Restore, check the boxes for both backups of
AdventureWorks.

On the Options page, in the Restore the Database Files As grid, under the Restore As col-

umn, make these changes so you do not accidentally overwrite the original Adventure-
Works data and log files:

Change AdventureWorks_data.mdf to AdventureWorks_data_1s.mdf.
Change AdventureWorks_Tlog.1df to AdventureWorks_log_1s.1df.
Change AdventureWorks Catalog to AdventureWorks Catalog LS (if it exists).

10. Also on the Options page, make sure the RESTORE WITH STANDBY option is selected.

' Restore Database - AdventureWorks ] 3]
Selectapa & ;S Serpt - I:j Help

1 General
& Optigns

Restore options

™ DOverwite the existing database
I” | Ereserve the replication settings
™ Prompt before restoring each backup

I” Restrict access bo the restored databass

Restore the database files as:

Original File Name | Flestore A5 |
Adventuig/orks_Data [ M5SELAD atahddventureh orks_Data_ls.mof | |
Adventureworks Log C:AProgram Files\Microsoft SOL ServeriM.. | o |
sysft_Adventureworks Catalag C:\Pragram Files‘Microsaft SHL Serverihd
Recoverny state
Leave the database ready ta use by roling back uncommitted transactions. Additional
Server. tranzaction logs cannot be restored [RESTORE 'wITH RECOVER'Y)
COLOSSUSASECOND
Cornection Legve the database non-operational, and do naot roll back uncommitted transactions. &dditional
COLOSSUS Administratar

tranzaction logs can be restored [RESTORE WITH NORECOWER'T]
2 View connection properties

= Leawe the database in read-only mode. Unda uncommitted transactions, but save the unda

actions in a standby file =o that recovery effects can be reversed [RESTORE 'WITH STANDBEY]
Ready
Standby file: IC “Program Files\Microsoft SOL ServertMSSOL.2AMSSOLBac

Cancel Y

%
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11. Click OK to begin the restore process.
12. Click OK in the dialog box that opens after the restore is complete.

8.
9.

Now you can configure log shipping:

Click the Backup Settings button.

Transaction Log Backup Settings

Open SQL Server Management Studio, and connect to the default instance.

Enter a local path for the backup folder by typing x:\temp in the second text box.

Select the defaults for the job schedules and file deletion, and click OK to return to the
Database Properties dialog box.

x|

Transaction log backups are performed by a SOL Server Agent job running on the primary server instance.

Metwork path to backup falder [example: \\primarpserver\backup]

|\\co\ossus\c$\temn

I the backup folder is located on the primary server, type a local path to the folder [example: c:\backup]:

| c:hemp

Mote: you must arant read and vrite permission on this folder to the SOL Server service account of this primary server
instance. You must also grant read permission to the praoxy account for the copy job [ususlly the SOL Server Agent

service account for the secondary server instance)

Delete files older than [z =] [Houts) =l
Alet if no backup occurs within: |-| ﬁ IHm,u[s] j
Backup job
Job name: |L5B ackup_Adventuistworks Schedule |
Schedule: Ocours every day every 15 minute(s) between 120000 [ Disable this job
A0 and 11:59:00 PM. Schedule will be used starting on
E£/23/2006.

Mote: IF pou backup the transaction logs of this databagze with any other job or maintenance plan. Management Studia

will nat be able to restore the backups on the secondary server instances.

Help ak. I Cancel |

Click the Add button under the Secondary Server Instances and Databases grid.

149

Expand Databases, right-click AdventureWorks, point to Tasks, and click Ship Transac-

Check the box next to Enable This As a Primary Database in a Log Shipping Configuration.

Enter a network path for the backup folder by typing \\server_name\c$\temp in the first

Click the Connect button next to the Secondary Server Instance text box, and connect to
the Second instance.
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10. On the Initialize Secondary Database tab, make sure the No, the Secondary Database Is
Initialized option is selected.

Secondary Database Settings x|

Secondary server instance: ICDLUSSUS\SECDND

Secondany database: IAdvemtureWorks j

Select an existing database or enter the name to create a new database.

Initizlize Secondary Database | Copy Files I FRestore Transaction Log

YYou must restore a full backup of the primary database into secondary database before it can be a log shipping
destination,

Do pou want the Management Studio to restore a backup into the secondary database?

© Yes. generate a full backup of the primary database and restore it into the Bestore Dptions,..

secondary database [and create the secondary database if it doesn't exist]

™ Yes, restore an existing backup of the primary database into the secondary database [and create the
secondary database if it doesn't exist]

Specify a netwark path ta the backup file that is accessible by the secondary server instance.

Baclup file:

Restore Dptions...

' Mo, the secondary database is initislized.

Help ok | Cancel |

11. On the Copy Files tab, enter x:\temp\copy (make sure this subdirectory exists in temp).

ﬂ
Secondary server instance: ICDLUSSUS\SECDND Connect...

Secondany database: |Advemturew’orks j

Select an existing database or enter the name to create a new database.

Initialize: Secondary Database ’_‘PDDP Fiigs | Restore Transaction Log

Files are copied from the backup folder ta a destination folder by a SEL Server Agent job iunning on the
secnndaly SEIVEN Instance.

Destination folder for copied files: [This folder is usually located on the secondary server.]

|c:\lemp\cony

Maote: you must grant read and write permiszion on this falder to the prosy account for the copy job (uzually the:
SOL Server &gent service account an the secondary server instance).

Delete copied files after: |72 :I |Huu|[s] ﬂ
Copy job
Job name: ILSEDpy_EEILEISSUS_AdvenlureWorks Schedule... |
Schedule: Occurs every day every 15 minute(s) between 120000 [~ Disable this job
Ak and 11:59:00 P, Schedule will be used starting on -
E/29/2008.

Help ak. I Cancel
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12. On the Restore Transaction Log tab, select the standby mode option to allow users read-
only access to the standby database.

zl
Secondary server instance: |CULUSSUS\SECDND Connect.. |
Secondary database: IAdvenlureWorks j

Select an existing database or enter the name to create a new database.

Initialize Secondary Database | Copy File:

Files are restored from the destination folder by a SOL Server Agent job wnning on the secondary server
Instance

Database state when restoring backups:
= Mo recovery mode

+ Standby mode

13. Click OK to return to the Database Properties dialog box.

' Database Properties - AdventureWorks 3 x|
Seeclapage L5 Serigt - Y Help
0 General
A Files i i
- ¥ Enable this as a primary database in a log shipping configuration
4 Filegroups
7 Options
g Permissions . Trangaction log backups
=) E:ftem.ded Properties Backup schedule:
2 Mirroring | -
AT tion Log Shippi Backup Settings... Occurs every day every 15 minute(s) between
ARSI Eeg Shpan 1Z:00:00 AM and 115800 PM. Schedule wil be
Last backup created:
Secondary databazes
Secondary server instances and databases:
I Server Instances | Database | |
COLOSSUSASECOND Adventurewiorks _I
Sarver:
COLOSSUS Remove |
Connection: .
COLOSSUS \Administrator tonitar server instance
3 view connection oroperties ™ Use a monitor server instance
Monitar server instance I Seftings
Feady
Thig action will script the entire lag shipping configuration, Sl st - |
ok Caniel |
4

14. Click OK again to finish configuring log shipping.

15. Close the Configuration dialog box when it is complete.

Criteria for Completion

This task is complete when you have successfully configured log shipping for the Adventure-
Works database from the default instance on your machine to the Second instance. You can
tell whether you are successful by following these steps:

1.  Open a new query in SQL Server Management Studio.
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2. From the Query menu, hover over Connection, and click Change Connection.
3. Connect to the default instance of SQL Server.
4. To create a new record to ship to the Second instance, enter and execute the following code:

USE AdventureWorks
INSERT HumanResources.Shift(Name, StartTime, EndTime, ModifiedDate)
VALUES('Test Shift 3',getdate()+1,getdate()+2,getdate())

Wait approximately 15 minutes for the log-shipping jobs to run.

6. Clear the query window. From the Query menu, hover over Connection, and click
Change Connection.

Connect to the Second instance of SQL Server.
8. Run this query to see whether the log was successfully shipped:

USE AdventureWorks
SELECT * FROM HumanResources.Shift

9. You should see the new Test Shift 3 record after the logs are shipped.

B Microsoft SQL Server Management Studio 81|
File Edt ‘iew Query Project  Tools  window  Community  Help
Ruewoey [ B@mG L A BRERBRES
17 =0 [y | Adventuretiorks | VEmece o W OI0 |2 AL DT B Y = g2 = e
er EDLDSSUS\SEE...QLQueryZ.sqI*}/ COLOSSUS, Adve, . QLOueryl sq* }’Summary ] - ¥
Connect~ | & @ F USE AdventureWorks =
[ System Databases ;I SGelect ¥ from HumanResources.Shift =
[ Database Snapshots
i Sales (Mirror, Synchronized | Restoric
= U Adventuretorks (Standby | Read-Or
|1l Database Diagrams
[ Tables
[ Views
[ Synonyms
| Programmability
[ Service Broker e
[ Storage -
[ Security 4| | 3
| Security ]
£ Server Objects  Resuts | o | ME“agesl
[ Replication ShitlD [ Name [ StaitTime [ EndTime [ MadifiedD ate
3 Management 1 1 Day 1800-01-01 07:00:00.000  1900-01-01 15:00:00.000 + 1998-06-01 00:0C
'—L%;‘“L'f'scamn 25""?5 2 |z Evening  1900-01-01 15:00:00.000  1900-01-01 2300:00.000 1990601 00:0C
= = Lg e e 3|3 Night 19000101 2300:00.000 | 1900-01-01 07:00:00.000 | 1398-06-01 00:0C
[ Ditabase Mirroring Moritar Job 4 |4 TestShift1 | 20060628 21-41-26 753 | 20060529 21:41-26. 253 | 20060627 71-41
58] LsAlert_COLOSSUSISECOND 5 |5 Test Shift 3 | 2006-06-30 20:47:54.540  2006-07-011 20:47:54.840  2008-06-29 20:47
@ LSCopy_COLOSSIUS_Adventurei,
|£| L5Restore_COLOSSUS_Adventur
€] Job Activity Moritor | | 0
q LI Alerts I _,l_l @‘CDLDSSUS\SEEDND [9.05P1) COLOSSUS WAdministratar [53) Adventurgtyorks |UU:UU:D[
Ready Ln2 ol 35 ch3as INS

If the logs do not ship, make sure the SQL Server Agent is running on both
P instances.
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Task 2.11: Creating a Database Snapshot

You have probably taken snapshots with a camera before, so you know that a photographic
snapshot is an image of something as it existed when you took the picture. A database snap-
shot works much the same way; it is an image of a database as it existed at the point in time
that the snapshot was taken.

When first created, a database snapshot is just an empty shell that contains only pointers
to the original database pages. This means when someone reads data from a new snapshot,
they are actually reading data from the original database. Things get interesting when modi-
fications are made to the original database, though. Just before a modification is written to the
original data page, the page is copied to the snapshot file. That way, the original page still
exists so when users query a snapshot, they will see the data as it existed before the modifica-
tion. Figure 2.4 will help you visualize the process.

You can use snapshots for a variety of reasons:

= These are an excellent choice for archiving historical data to which you still need access. For
example, you may create a snapshot of a financial database every quarter, and then at the
end of the year you can still access the quarterly snapshots to generate a year-end report.

*  You can use snapshots to revert to an older copy of a database in the event of a user error
or lost data.

*  Snapshots can increase performance when used to generate reports because while you are
reading from the snapshot, your users can continue writing to the original database with less
impact.

In this task, you will create a new test database and make a snapshot of the new database.

FIGURE 2.4 Data pages are copied from the original database file to the snapshot file
before modifications are written to disk.

Data | Data | Data | Data Original
Page | Page | Page | Page Data
Page

Data | Data | Data | Data
Page | Page | Page | Page

Page is copied
before
it is modified.

Data | Data | Data Modified
Page | Page | Page Data
Page

Original Data File Snapshot
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Scenario

You have created a new database for your engineering department to store their data, some
of which is important test results for new products. Your chief engineer is naturally concerned
about keeping the database available, but he does not want the database copied to another
server for security reasons. You decide that the best way to protect against disaster, and get the
data back as fast as possible, is to create a database snapshot.

Scope of Task

Duration

This task should take approximately 30 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1.

Caveat

In production, you should give the snapshot a more descriptive name, using the date and time
of the snapshot, because you can create more than one per day. A good example is Test_
Snapshot_20060629_1130AM.mdf. 'm using a short name to keep the task simple.

Procedure

In this task, you will create a new database named Test, create a new table in the database, and
then create a snapshot of the new database.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1.

Details
First you need to create the Test database and insert a new table:

1. Start SQL Server Management Studio by selecting Start » Programs » Microsoft SQL
Server 2005 » Management Studio.

Connect to your default instance of SQL Server.
Right-click Databases, and choose New Database from the context menu.

On the General page of the Database properties sheet, enter the database name Test, and
leave the owner as <default>.

Accept the all the defaults, and click OK to create the Test database.
In Object Explorer, expand the Test database.
Right-click the Tables icon, and select New Table to open the table designer.
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In the first row, under Column Name, enter ProdID with a datatype of int, and uncheck
Allow Nulls.

In the second row under Column Name, enter Results with a datatype of nvarchar(100),
and uncheck Allow Nulls.
B Microsoft S0L Server Management Studio =7 5[
File Edit Miew Project Table Designer Tools ‘Window  Community  Help
Qw0 BB EGID GHS B EBRES,
Table - dbo.Table_1* |~ COLOSSUSYSEC,, QLQueryZ.sq* | 5 X
Connect~ | @ m (4 T | Calumn Name I Data Type I Allow Mulls I
Bl [} COLOSSUS (SQL Server 9.0.2047 - COLOSSUSHE _I ProdID int r |
[ 3 Databases _}I Resulks rivarchar( 100} ||
£3 System Databases _I
[ Database Snapshats
|| Adventureworks
| 1] AdventuretorksDin
[J Sales (Principal, Synchronized)
B | ) Test
[ Database Diagrams
[ Tables
3 views Calumn Properties |
3 Synonyms
[ Programmability
[ Service Broker
[3 storage E (General) -
23 Security (Hame) Results
[ Security Allow Mulls Mo
[ Serwer Objects Data Type nwarchar
1 Replication Default Value or Binding
[ Management Length 100
[ Maotfication Services 1 Tahle Desi =
u‘% Sl Server Agent (General)
us COLOSSUS|SECOND (SOL Server 90,2047 - COI
4 | ol

Ready

Click the Save button (it looks like a floppy disk) on the left side of the toolbar.

In the Choose Name box that opens, enter TestResults.

. Close the table designer screen by clicking the X in the upper-right corner of the window.
. To create a new record in the TestResults table, enter and execute the following code:

USE Test
INSERT dbo.TestResults(ProdID,Results)
VALUES(1, 'Success')

Now you are ready to create a snapshot of the Test database:
Open a new query in SQL Server Management Studio.
To create a snapshot of Test on the C drive, execute the following code (note that you
should replace the C:\ with the drive on which you installed SQL Server):

CREATE DATABASE Test_Snapshot

ON

(
NAME = Test,
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FILENAME = 'c:\Program Files\Microsoft SQL
Server\MSSQL .1\MSSQL\data\Test_shapshot.mdf"'

)
AS SNAPSHOT OF Test

3. Inthe results pane (on the bottom) in the query window, you should see a message stating
that the command completed successfully.

4. To verify that the snapshot has been created, expand your server in Object Explorer, and
then expand Database Snapshots. You should see Test_Snapshot in the list of available

snapshots.

lw; Microsoft SQL Server Management Studio

File Edit WVew Project Tools ‘Window Community  Help

2 wew cuery | [y | ¥ 0B (|2 |5 W @ | B B BB & g

- 3%

Connect~ | & m |F

=lex|
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[‘J Adventurewar
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|l Security
[ Server Objects
[ Replication
4 Management
| Motification Services
[ sqL server agent
La COLOSSUSYSECOND (0L Server 9.0.2047 - COI

Summary]

- X

= ER =g

| | Test_Snapshot
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Criteria for Completion

This task is complete when you have created a new database named Test, created a new table
named TestResults in that database, and created a snapshot of the new Test database. You can
tell whether you are successful by following these steps:

1.  Open a new query in SQL Server Management Studio.

2. To create a new record in the TestResults table, enter and execute the following code:

USE Test

INSERT dbo.TestResults(ProdID,Results)

VALUES(2, 'Fail')

3. Clear the query window, and run this query to see whether the update was applied to the

snapshot:

USE Test_snapshot

SELECT * FROM dbo.TestResults
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4. You should see only the record that existed before that snapshot was taken, which is the
ProdID: 1, Results: Success record.

l Microsoft SQL Seryer Management Studio =l=x]

File Edit View ©Query Project Tools Window Community  Help

Qv uery | 0y | £ 8 (B 03 |5 W @[ B ) B2 B o

40 =d W4 | Test_snapshot v | P oExerute o W I Mk | WP AL | P U & Q_;Jgd =
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Connect = | &d m |4 T TUSE Test_Snapshot

.
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= [ Databases
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Task 2.12: Reverting from a
Database Snapshot

Have you ever looked at a snapshot you took of yourself on vacation, thought about how
much fun it was, and wished you could relive that moment? All of us probably have, but we
realize that it is not possible, at least not with a photographic snapshot.

With a database snapshot, you can revert your database to the time you created the snap-
shot. It will look exactly like it did when the snapshot was created; it will have all the same
tables, the same schema, the same data...everything will be the same.

You accomplish this feat by reversing the process for creating a snapshot. When you have
a snapshot in place for a database, pages that are being modified are copied to the snapshot
before they are updated in the original database so the snapshot contains the unmodified page and
the original database holds the modified page. When you revert from a snapshot, the unmodified
pages that are held in the snapshot are simply copied to the original database file. The transaction
log is also overwritten and rebuilt during the process to return it to the proper state.

You need to remember that a snapshot is an incomplete copy of a database, so it is not
meant to replace regular database backups. Why use it? Think of this as a high-speed point-
in-time restore, which you learned about in Task 2.8. If you know when a data input error
occurred and if you have been performing transaction log backups, you can restore a database
to a point in time just before the error occurred. It can take quite a while to get all the tapes
together and loaded, so reverting from a recent snapshot can be much faster. It may be the only
way to revert to a point in time before the error if you do not use transaction log backups.
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Bear in mind that you cannot revert from a snapshot if any of the following is true:
*  The source database contains any read-only or compressed filegroups.
*  Any filegroups are offline that were online when the snapshot was created.
*  More than one snapshot of the database exists at the time of reverting.

You should keep the following points in mind about reverting from a snapshot if you ever
need to do so:

*  Snapshots are not intended for media recovery. If your media is corrupted, then the snap-
shot is probably corrupted as well.

*  Both the original and snapshot databases are unavailable during the revert operation.

» If you are using transaction log backups, reverting breaks the log backup chain, so you
need to perform a full database backup as soon as you have finished reverting.

*  You should also back up the log of the original database before reverting. You cannot
restore this log to the original database, but you can restore it to another database and use
it to recover lost data.

2 When you revert to a database snapshot, you must delete all other snapshots
ING from that database.

In this task, you will revert to a snapshot of the Test database.

Scenario

Your chief engineer recently asked you to help protect his database and keep it available, so
you decided to create regular snapshots of the database. Today, one of the engineers acciden-
tally updated several records in the database, indicating that several products had passed
safety tests when in fact they had failed, and the engineer doesn’t remember which records
were updated in error. You need to get the database back to the point before the errors were
introduced, so you decide that the fastest method is to revert from the most recent snapshot.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the Test database and Test_Snapshot database snapshot you created in Task 2.11.
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Caveat

In a production environment, you should perform a full backup of your database after revert-
ing from a snapshot. I will now show how to do so here for simplicity’s sake.

Procedure

In this task, you will revert the Test database from the Test_Snapshot database snapshot.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the Test database and the Test_Snapshot database snapshot you created in Task 2.11.

Details

First you need to create the Test database, and then you need to insert a new table:

1. Start SQL Server Management Studio by selecting Start » Programs » Microsoft SQL
Server 2005 » Management Studio.

2. Toview all the records in the TestResults table of the original database, run the following
query (you should see two records):

USE Test
SELECT * FROM TestResults
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3.

To view all the records in the TestResults table of the snapshot, run the following query
(you should see one record):

USE Test_Snapshot
SELECT * FROM TestResults
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To revert from the snapshot, clear the query window, and enter and execute the follow-
ing code:

USE Master

RESTORE DATABASE Test

FROM DATABASE_SNAPSHOT = 'Test_Snapshot'

Your original database should now match your snapshot. To view all the records in the

TestResults table of the original database, run the following query (you should now see
one record):

USE Test
SELECT * FROM TestResults
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6. To remove the now defunct snapshot, expand Database Snapshots in Object Explorer,
right-click Test_Snapshot, and click Delete.

7. Click OK in the Delete an Object dialog box.

Criteria for Completion

This task is complete when you have reverted from the Test_Snapshot database snapshot. You
will have only one surviving record in the original TestResults table of the Test database.

Task 2.13: Choosing a Replication Type

You use replication to put copies of the same data at different locations throughout the enter-
prise. You might want to replicate your data for several reasons, but the following are the most
common:

= To move data closer to the user

*  To reduce locking conflicts when multiple sites want to work with the same data
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*  To allow site autonomy so each location can set up its own rules and procedures for work-
ing with its copy of the data

*  To remove the impact of read-intensive operations such as report generation and ad hoc
query processing from the online transaction processing (OLTP) database

SQL Server 2005 uses a publisher/subscriber metaphor to describe and implement replica-
tion. Your database can play different roles as part of the replication scenario: it can be a pub-
lisher, a subscriber, a distributor, or any combination of these. When you publish data, you
do it in the form of an article, which is stored in a publication. Here are the key terms used as
part of the publisher/subscriber metaphor:

Publisher The publisher is the source database where replication begins. It makes data avail-
able for replication.

Subscriber The subscriber is the destination database where replication ends. It either
receives a snapshot of all the published data or applies transactions that have been replicated
to itself.

Distributor The distributor is the intermediary between the publisher and subscriber. Tt
receives published transactions or snapshots and then stores and forwards these publications
to the subscribers.

Publication The publication is the storage container for different articles. A subscriber will
subscribe to an entire publication, but subscribers can read individual articles in the publication.

Article An article is the actual information that is going to be replicated. You do not have to
replicate an entire table; you can select a subset of columns in a table (called vertical partition-
ing) and/or a subset of records in a table (called horizontal portioning).

Two-phase commit Two-phase commit (sometimes referred to as 2PC) is a form of replica-
tion in which modifications made to the publishing database are made at the subscription
database at the same time. This is handled through the use of distributed transactions. As with
any transaction, either all statements commit successfully or all modifications are rolled back.
Two-phase commit uses the Microsoft Distributed Transaction Coordinator (DTC) to accom-
plish its tasks. The DTC implements the functionality of a portion of the Microsoft Transac-
tion Server. In this phase, I will focus on replication as opposed to two-phase commits.

Before you can choose a distribution type, you should understand the factors that influ-
ence your decision. The three main items to consider are autonomy, latency, and transac-
tional consistency:

Autonomy This refers to how much independence you want to give each subscriber with
regard to the replicated data. Will the replicated data be considered read-only? How long will
the data at a subscriber be valid? How often do you need to connect to the distributor to
download more data?

Latency This refers to how often your data will be updated. Does it need to be in synchro-
nization at all times? Is every minute enough? What if you are a salesperson on the road who
dials in to the office once a day to update your data? Is this good enough?
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Transactional consistency Although several types of replication exist, the most common method
is to move transactions from the publisher through the distributor and onto the subscriber. Trans-
actional consistency comes into play here. Do all the transactions that are stored need to be applied
at the same time and in order? What happens if there is a delay in the processing?

Once you understand these factors, you need to start asking yourself the following ques-
tions, after which you can decide on a distribution type:

= What am I going to publish? Will it be all the data in a table, or will I partition information?

= Who has access to my publications? Are these subscribers connected, or are they dial-up
users?

= Will subscribers be able to update my data, or is their information considered read-only?
=  How often should I synchronize my publishers and subscribers?

*  How fast is my network? Can subscribers be connected at all times? How much traffic is
there on my network?

Each of the several types of distribution you can use has different levels of autonomy, trans-
actional consistency, and latency involved. You can choose from three basic types: snapshot
replication, transactional replication, and merge replication. When you factor in latency,
autonomy, and consistency, you end up with seven different distribution types:

= Distributed transactions

=  Transactional replication

=  Transactional replication with immediate updating subscribers
*  Snapshot replication

= Snapshot replication with immediate updating subscribers

= Merge replication

=  Queued updating

As shown in Figure 2.5, distributed transactions have the least amount of latency and
autonomy, but they have the highest level of consistency. Merge replication has the highest
amount of latency and autonomy and a lower level of consistency.

FIGURE 2.5 Distribution types
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Using Distributed Transactions

When you use distributed transactions (also called two-phase commit, or 2PC) to replicate
your data, you have almost no autonomy or latency, but you do have guaranteed transactional
consistency. With 2PC, either all changes are made at the same time or no changes are made.
Remember that all the affected subscribers must be in contact with the publisher at all times.
This type of distribution is most useful when subscribers must have real-time data, such as in
a reservation system.

For example, think of a cruise line that has only so many rooms of a particular type avail-
able. If someone in Dallas wants the captain’s suite and someone in California also wants the
captain’s suite, the first one to book the room will get it. The other booking won’t be allowed
because that location will immediately show that the room is already booked.

Using Transactional Replication

When you use the transactional replication distribution method, transactions are gathered
from the publishers and stored in the distribution database. Subscribers then receive these
transactions and must work with the data as if it were read-only. This is because any changes
made to their local copy of the data might prohibit new transactions from being applied prop-
erly, which would destroy the transactional consistency.

Each site, however, has some limited autonomy. You can introduce some latency because
the subscribers don’t have to be in contact at all times. Transactional consistency can be main-
tained as long as the subscribed data remains unchanged by the subscribers.

An advantage to this approach is that transactions are relatively small items to move through
the system (unlike snapshot replication, which you will look at shortly). The main disadvantage
of using transactional replication is that subscribers must treat the data as read-only.

Use this distribution method when subscribers can treat their data as read-only and need
the updated information with a minimal amount of latency.

This type of replication would be useful in an order-processing/distribution system with
several locations where orders are taken. Each of the order locations would be a publisher, and
the published orders could then be replicated to a subscription database at your central ware-
house. The central warehouse could then accept the orders, fill them, and ship them.

Using Transactional Replication with Immediate
Updating Subscribers

When you use transactional replication with immediate updating subscribers, you are gaining
site autonomy, minimizing latency, and keeping transactional consistency. This (in most cases)
would be considered the best possible solution.

When you implement transactional replication with immediate updating subscribers, you
are essentially working with all the tenets of transactional replication. The major difference is
that when you change the subscription data, 2PC changes the publishing database as well. In



Task 2.13: Choosing a Replication Type 165

this fashion, your local subscriber is updated at the same time as the publisher. Other sub-
scribers will have your changes downloaded to them at their next synchronization.

This scenario can be useful for a reservation system that needs to be updated frequently but
does not need total synchronization. Let’s use a library as an example here. You want to reserve
a book about SQL Server 2005. You go to the computer, look up the book you want to reserve,
and find that one copy is currently available at the library. When you try to reserve the book,
however, you might find that the data isn’t 100 percent up-to-date and the book has already
been checked out. In this example, when you try to reserve your book, the subscriber automat-
ically runs a 2PC transaction to the publisher. At the publisher, someone has already checked
out the last copy, and therefore the update fails. At the next synchronization, your subscriber
will be updated with the news that the last copy has been checked out.

Using Snapshot Replication

When you use snapshot replication as your distribution method, you are actually moving an
entire copy of the published items through the distributor and onto the subscribers. This type
of replication allows for a high level of both site autonomy and transactional consistency
because all records are going to be copied from the publisher and because the local copy of the
data will be overwritten at the next synchronization. Latency may be a bit higher because you
probably will not move an entire snapshot every few minutes.

Online analytical processing (OLAP) servers are prime candidates for this type of replica-
tion. The data at each subscriber is considered read-only and doesn’t have to be 100 percent
in synchronization all the time. This allows your information technology (IT) departments to
run their reporting and ad hoc queries on reasonably fresh data without affecting the OLTP
server (which is doing all of the order-processing work).

Keep in mind that most people who run ad hoc queries generally don’t modify the data.
They are looking for historical information such as how many widgets they sold, so the data
that is a few hours or even a few days old will generally not make a difference to the results
returned by the queries.

Using Snapshot Replication with Immediate
Updating Subscribers

The initial portion of this distribution style works just as in snapshot replication, and in addi-
tion, it gives the subscriber the ability to update the publisher with new information. The
updates use the 2PC protocol as described previously.

This maintains a high level of site autonomy, a high level of transactional consistency, and
a moderate level of latency. The data may be downloaded to the subscriber only once a day,
but the publisher must first approve any updates the subscriber tries to make to the data.

This type of distribution is useful when you have read-only data that needs to be updated
infrequently. If your data needs to be updated often, I suggest you use transactional replication
with immediate updating subscribers.
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Snapshot replication might be useful when auditing your database, downloading portions
of the data, and then double-checking that everything is being updated properly. You could
then quickly fix the occasional mistake, and auditing could continue.

Using Merge Replication

Merge replication provides the highest amount of site autonomy, the highest latency, and the
lowest level of transactional consistency. Merge replication allows each subscriber to make

changes to their local copy of the data. At some point, these changes are merged with those
made by other subscribers as well as changes made at the publisher. Ultimately, all sites receive
the updates from all other sites. This is known as convergence; that is, all changes from all sites
converge and are redistributed so that all sites have the same changes.

Transactional consistency is nearly nonexistent here because different sites may all be making
changes to the same data, resulting in conflicts. SQL Server 2005 will automatically choose a
particular change over another change and then converge that data. To simplify, sooner or later,
all sites will have the same copy of the data, but that data may not necessarily be what you want.
For example, subscriber A makes changes to record 100. Subscriber B also makes changes to
record 100. Although this doesn’t sound too bad, suppose the changes that subscriber A made
to record 100 are because of changes that were made to record 50. If subscriber B doesn’t have
the same data in record 50, then subscriber B will make a different decision. Obviously, this can
be incredibly complex.

You might wonder why anyone would want to use merge replication. Many reasons exist
for using it, and with some careful planning, you can make merge replication work to your
advantage. You can modify triggers to determine which record is the correct record to use. The
default rule when records are changed at multiple sites is to take the changes based on a site
priority, converge the results, and then send them. The exception to this general rule occurs
when the main database and all the user databases are changed. In this case, the user changes
are applied first, and then the main database changes are applied. For example, say you have
a central server that you call Main and you have 20 salespeople who are using merge replica-
tion. If one of your salespeople modifies record 25 and you modify record 25 at the Main
server, when the records are converged, the user changes will first be placed in the Main server,
and then the Main server changes will overwrite them.

If you design your publishers and subscribers to minimize conflicts, merge replication can
be advantageous. Look at the highway patrol, for example. A patrol car might pull over a car
and write the driver a ticket for speeding. At the end of the day, that data is merged with data
from other officers who have also written tickets. The data is then converged back to all the
different squad cars’ computers, and now all the police know who to watch for on the roads.

Using Queued Updating

With transactional and snapshot replication, you can also configure queued updating. Like the
immediate updating subscribers option, this gives your users the ability to make changes to the
subscription database, but unlike immediate updating subscribers, queued updating will store
changes until the publisher can be contacted.
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This can be extremely useful in networks where you have subscribers who are not always
connected or the connection is unreliable. Here is how it works:

1. Updates made on the subscribers are captured by triggers on the subscribing tables and
stored in the storage queue.

2. The updates are stored in a table named MSreplication_queue in the subscription data-
base. These messages are automatically sent to the distributor when it becomes available.

3. The queue reader agent applies the changes to the publication.

Any conflicts are detected and resolved according to a conflict resolution policy that is
defined when the publication is created.

5. Changes made at the publisher are applied to all remaining subscribers.
Here are some points to keep in mind if you plan to use queued updating:
= INSERT statements must include a column list.
»  Subscribers using immediate or queued updating cannot republish at the subscriber.

= Once a publication is configured to use queued updating, the option cannot be removed
(though subscribers do not need to use it). To remove the option, you must delete and re-
create the publication.

*  You cannot use transformable subscriptions with queued updating. The Transform Pub-
lished Data screen of the Create Publication Wizard will not be displayed.

= Only SQL Server 2000 (and newer) servers can subscribe using queued updating.

Understanding how the transactions or snapshots are handled is essential to a full under-
standing of how SQL Server 2005 implements replication.

When you set up your subscribers, you can create either pull or push subscriptions. Push
subscriptions help centralize your administrative duties because the subscription itself is stored
on the distribution server. This allows the publisher to determine what data is in the subscrip-
tion and when that subscription will be synchronized. In other words, the data can be pushed
to the subscribers based on the publisher’s schedule. Push subscriptions are most useful if a sub-
scriber needs to be updated whenever a change occurs at the publisher. The publisher knows
when the modification takes place, so it can immediately push those changes to the subscribers.

Pull subscriptions are configured and maintained at each subscriber. The subscribers will
administer the synchronization schedules and can pull changes whenever they consider it nec-
essary. This type of subscriber also relieves the distribution server of some of the overhead of
processing. Pull subscriptions are also useful in situations in which security is not a primary
issue. In fact, you can set up pull subscriptions to allow anonymous connections, including
pull subscribers residing on the Internet.

In either a push environment or a pull environment, five replication agents handle the tasks
of moving data from the publisher to the distributor and then onto the subscribers. The loca-
tion of the particular agent depends upon the type of replication (push or pull) you are using:

Logreader agent Located on the distribution server, the logreader’s job is to monitor the trans-
action logs of published databases that are using this distributor. When the logreader agent finds
a transaction, it moves the transaction to the distribution database on the distributor; transactions
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are stored and then forwarded to the subscribers by the distribution agent for transactional and
snapshot replication or by the merge agent for merge replication.

Distribution agent The distribution agent is responsible for moving the stored transactions
from the distributor to the subscribers.

Snapshot agent This agent, which is also used for snapshot replication, is responsible for
copying the schema and data from the publisher to the subscriber. Before any type of replica-
tion can begin, a copy of the data must reside on each subscriber. With this baseline estab-
lished, transactions can then be applied at each subscriber, and transactional consistency can
be maintained.

Merge agent The merge agent is responsible for converging records from multiple sites and
then redistributing the converged records back to the subscribers.

Queue reader agent The queue reader agent runs on the distributor and is responsible for
reading messages from the queue on the subscribers and applying them to the appropriate
publication. It is used only with queued updating publications and subscribers.

)/ You do not have to choose a single type of distribution for all your subscrib-
A&TE ers. Each subscriber can implement a different type of data distribution.

In this task, you decide on a replication type to use for a given scenario.

Scenario

You work for a medium-sized company that has offices throughout the world. Many of the
users in these offices need access to the data stored on SQL Server, and they need it as fast
as possible. You know that the best way to get this data to the users is via replication; how-
ever, before you can configure replication, you need to figure out which type of replication
to use.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

You don’t need to perform any setup for this task because it is all takes place on paper.

Caveat

This task doesn’t have any caveats.
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Procedure

In this task, you will read each scenario and decide on the proper replication type.

Equipment Used

The only equipment you need for this task is some paper and a pencil or pen.

Details

For each scenario presented, choose the correct replication type:

1.

® 20 T o

® 2o T o

® 20 T o

One of your servers, located in New York City, contains a Sales database that needs to be
replicated to your satellite offices in Berlin, London, and Moscow, which are connected via
a partial T1 connection that consistently runs at 80 percent capacity. Your sales associates
make changes to the database regularly throughout the day, but the users in the satellite
offices do not need to see the changes immediately. Which type of replication should you use?

Merge

Transactional

Snapshot

Transactional with updating subscribers
Snapshot with updating subscribers

Each branch office of your company has its own accounting department. The network
connections between the branch offices are reliable, but they are consistently at 80 percent
usage during the day. Each of your branch office accounting departments needs a copy of
the main accounting database that they can update locally, and they need it to be as cur-
rent as possible. Which replication type best suits your needs?

Merge

Transactional

Snapshot

Transactional with immediate updating subscribers
Snapshot with updating subscribers

Several of your company’s sales offices are located throughout the country. Headquarters
needs an up-to-date copy of the sales offices’ databases. When headquarters sends new

inventory to the sales offices, they want to update the database at headquarters and have the
new data replicated to the respective sales offices. Which replication type should you use?

Merge

Transactional

Snapshot

Transactional with immediate updating subscribers

Snapshot with updating subscribers
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4. The retail division of your company manages shops in various cities. Each shop main-
tains its own inventory database. The retail manager in Phoenix wants each of her four
shops to be able to share inventory with each other so employees can pick up a part from
another nearby store rather than waiting for a shipment from the manufacturer. To do
this, employees at each shop should be able to update their local copy of the inventory
database, decrement the other store’s inventory, and then go pick up the part. This way,
the other store won’t sell its part because the part will have already been taken out of
stock. Which replication type should you use to accomplish this?

a. Merge

b. Transactional

c. Snapshot

d. Transactional with updating subscribers

e. Snapshot with updating subscribers

Criteria for Completion

This task is complete when you have chosen the correct replication type for each of the sce-
narios presented. The correct answers are as follows:

Scenario 1 The answer is B. Because the entire database does not change every day, you do
not need to use the snapshot type. Also, the snapshot type would use a great deal more band-
width than the transactional type. Because the subscribers do not need to update their copy of
the data, you do not need the added complexity of merging or updating subscribers. Also, you
do not have much network bandwidth to play with, and transactional replication uses the least
amount of bandwidth.

Scenario 2 The answer is D. Because the network is running close to capacity most of the
time, it would not support snapshot replication. Because the users would be updating only
their own data, merge replication would be overkill. Transactional with updating subscribers
fits your needs because the network usage is lower than snapshot and still allows users to
update local copies of the data.

Scenario 3 The answer is D. Because each office needs to be able to update their own
inventory databases each time they make a sale and headquarters needs to be able to update
the main database, you need to give the sales offices the capability to update. Merge repli-
cation would be overkill here because each sales office does not need to update other sales
offices’ data.

Scenario 4 The answer is A. In this scenario, you do not have a central “main” database that
each subscriber will update. All the stores must be able to update data for the other stores’
data. The best way to accomplish this is through merge replication.



Task 2.14: Designing a Replication Topology m

Task 2.14: Designing a
Replication Topology

After you have chosen a replication topology, you need to decide on a replication type. You
can use one of several topologies when you implement replication:

= Central publisher/central distributor
*  Remote distribution
»  Central subscriber/multiple publishers

= Multiple publishers/multiple subscribers

Central Publisher/Central Distributor

As shown in Figure 2.6, both the publishing database and the distribution database are on the
same SQL Server system. This configuration is useful when modeling replication strategies for
the following business scenarios:

= Asynchronous order processing during communication outages
= Distribution of price lists, customer lists, vendor lists, and so on
=  Removal of administrative activities from the OLTP environment

= Establishment of executive information systems

FIGURE 2.6 The central publisher model

Publisher/Distributor

Subscriber
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One of the most important aspects of the central publisher model is the ability to move data
to a separate SQL Server system. This allows the publishing server to continue handling online
transaction processing duties without having to absorb the impact of the ad hoc queries gen-

erally found in information technology (IT) departments.
You can use any type of replication here—transactional, merge, or snapshot. If you do

not have to update BLOB objects such as text, ntext, and image datatypes, I suggest you use
transactional replication. I'T departments generally don’t need to make changes to the sub-

scribed data.

Remote Distribution

In this model, you remove the impact of the distribution process from your OLTP server,
which gives you the best possible speed on the OLTP server. This model is useful in situations
in which you need the optimal performance from your OLTP server. A single distribution
server can work with multiple distributors and multiple subscribers. Figure 2.7 shows a rep-

resentation of this strategy.
This calls for transactional replication and minimizing the impact of replication on the pub-

lishing database. By moving just transactions rather than moving snapshots or attempting to
merge data at the publisher, you can gain the most possible speed and have the lowest impact

on the publisher.

FIGURE 2.7 The remote distribution model
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Central Subscriber/Multiple Publishers

The central subscriber model shown in Figure 2.8 is useful in the following situations:
=  Roll-up reporting

*  Local warehouse inventory management

*  Local customer order processing

You need to keep several issues in mind when you attempt to use this model. Because mul-
tiple publishers are writing to a single table in the database, you must take some precautions
to ensure that referential integrity is maintained. If your New York office sent an order with
a key of 1000 and your Milwaukee office also sent an order with a key of 1000, you would
have two records with the same primary key. You could get bad data in your database because
the primary key is designed to guarantee the uniqueness of each record. In this situation, only
one of those records would post.

To make sure this doesn’t become a problem, implement a composite primary key using the
original order ID number along with a location-specific code. You could, for example, give
New York a location code of NY and the Milwaukee branch a location code of MW. This
way, the new composite keys would be NY1000 and MW1000. There would be no more con-
flicting records, and both orders would be filled from the Denver offices.

This scenario is especially suited to transactional replication because the data at the Denver
site is really read-only. Snapshot replication wouldn’t work here because that would overwrite
everyone else’s data. You could use merge replication if the other locations needed to be able
to see all the orders placed.

FIGURE 2.8 The central subscriber model

New York
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Multiple Publishers/Multiple Subscribers

Use this model when you need to maintain a single table on multiple servers. Each server sub-
scribes to the table and also publishes the table to other servers. This model can be particularly
useful in the following business situations:

=  Reservations systems
*  Regional order-processing systems
*  Multiple warehouse implementations

Think of a regional order-processing system, as shown in Figure 2.9. Suppose you place an
order on Monday and want to check on that order on Tuesday. When you call the company,
you may be routed to any of several regional order-processing centers. Each of these centers
should have a copy of your order so you can go over the order with a salesperson.

I'suggest you use transactional replication for this scenario, using some type of region code
(as described in the central subscriber/multiple publishers scenario). Each order-processing
center should publish only its own data, but it should subscribe to data being published by the
other publishers. In addition, each location should update only the data it owns. This scenario
is also a good candidate for the transactional replication with an updating subscriber model.
In this case, each center could update data owned by another center; however, this update
would take place at both servers and therefore maintain transactional consistency.

4 You can also replicate from SQL Server 2005 to Oracle or IBM databases that
JTE conform to the IBM Distributed Relational Database Architecture (DRDA) data
protocol.

In this task, you will decide on a replication type to use for a given scenario.

FIGURE 2.9 Multiple publishers of one table model
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Scenario

You work for a medium-sized company that has offices throughout the world. Many of the
users in these offices need access to the data stored on SQL Server, and they need it as fast as
possible. You know that the best way to get this data to the users is via replication; however,
before you can configure replication, you need to decide on a replication topology.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

You don’t need to perform any setup for this task because it is all takes place on paper.

Caveat

This task doesn’t have any caveats.

Procedure

In this task, you will read each scenario and decide on the proper replication topology.

Equipment Used

The only equipment you need for this task is some paper and a pencil or pen.

Details
For each scenario presented, choose the correct replication topology:

1. One of your servers, located in New York City, contains a Sales database that needs to be
replicated to your satellite offices in Berlin, London, and Moscow, which are connected via
a partial T1 connection that consistently runs at 80 percent capacity. Your sales associates
make changes to the database regularly throughout the day, but the users in the satellite
offices do not need to see the changes immediately. You have decided to use transactional
replication. Which replication topology should you use?

a. Central subscriber/multiple publishers
b. Multiple publishers/multiple subscribers
c. Central publisher/central distributor

d. Remote distribution

2. Each branch office of your company has its own accounting department. The network
connections between the branch offices are reliable, but they are consistently at 80 percent
usage during the day. Each of your branch office accounting departments needs a copy of
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the main accounting database that they can update locally, and they need it to be as cur-
rent as possible. You have decided to use transactional replication with immediate updat-
ing subscribers. Which replication topology best suits your needs?

Central subscriber/multiple publishers
Multiple publishers/multiple subscribers
Central publisher/central distributor
Remote distribution

Several of your company’s sales offices are located throughout the country. Headquarters
needs an up-to-date copy of the sales offices’ databases. When headquarters sends new
inventory to the sales offices, they want to update the database at headquarters and have
the new data replicated to the respective sales offices. You have decided to use transac-
tional replication with immediate updating subscribers. Which replication topology
should you use?

Central subscriber/multiple publishers
Multiple publishers/multiple subscribers
Central publisher/central distributor
Remote distribution

The retail division of your company manages shops in various cities. Each shop main-
tains its own inventory database. The retail manager in Phoenix wants each of her four
shops to be able to share inventory with each other so employees can pick up a part from
another nearby store rather than waiting for a shipment from the manufacturer. To do
this, employees at each shop should be able to update their local copy of the inventory
database, decrement the other store’s inventory, and then go pick up the part. This way,
the other store won’t sell its part because the part will have already been taken out of stock.
You have decided to use merge replication. Which replication topology should you use?

Central subscriber/multiple publishers
Multiple publishers/multiple subscribers
Central publisher/central distributor

Remote distribution

Criteria for Completion

This

task is complete when you have chosen the correct replication type for each of the scenarios

presented. The correct answers are as follows:

Scenario 1 The answer is D. The models that involve multiple publishers obviously won’t
work here because you have only one publisher. The remote distributor option can save long-
distance charges because instead of making several long-distance calls from New York to the
satellites, you can place a distributor in London and let the distributor make less-expensive
calls to the remaining satellites.
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Scenario 2 Either answer C or answer D is acceptable here. Because you are using transac-
tional replication with updating subscribers, you can use a central publisher at headquarters
with each sales office being a subscriber.

Scenario 3  As with scenario 2, either answer C or answer D is acceptable. Because you are
using transactional replication with updating subscribers, you can use a central publisher at
headquarters with each sales office being a subscriber.

Scenario 4 The answer is B. Each store will publish its inventory database and subscribe to the
other stores’ inventory databases. This makes it the perfect scenario for a multiple publishers/
multiple subscribers model.

Task 2.15: Configuring Replication

Before you can configure your SQL Server for replication, the computer itself must meet the
following requirements:

= All servers involved with replication must be registered in SQL Server Management Studio.

= Ifthe servers are from different domains, you must establish trust relationships before rep-
lication can occur.

=  Any account you use must have access rights to the Distribution working folder on the dis-
tribution server.

*  You must enable access to the Distribution working folder on the distribution server.
For a Windows server, this is the \\ServerName\C$\Program Files\Microsoft SQL
Server\MSSQL\REPLDATA folder. On Windows XP and earlier computers, you must
create the C$ share because it exists by default only on Windows Server—family operat-
ing systems.

Agents. Do not use a LocalSystem account because this account has no net-
work capabilities and will therefore not allow replication. Also, you need to
make the account a member of the Domain Admins group because only
administrators have access to the administrative shares.

% | suggest you use a single Windows domain account for all your SQL Server
P

- Before you can enable a publication database, you must be a member of the
Ad’TE sysadmin fixed server role. Once you have enabled publishing, any member
of that database’s db_owner role can create and manage publications.

Before you can start replicating data, you need to install a distribution server. In this task,
you will install a distribution server on the default instance of SQL Server.
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Scenario

You work for a medium-sized company that has offices throughout the world. Many of the
users in these offices need access to the data stored on SQL Server, and they need it as fast
as possible. You know that the best way to get this data to the users is via replication; how-
ever, before you can create publications and subscriptions, you must configure a distribu-

tion server.

Scope of Task

Duration

This task should take approximately 30 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1.

Caveat

Make sure the SQL Server Agent is set to start automatically before starting this task.

Procedure

In this task, you will configure the default instance of SQL Server on your machine as a
distribution server.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1.

Details

Follow these steps to configure your default instance as a distribution server:
1. Open SQL Server Management Studio, and connect to your server.

2. Right-click Replication, and click Configure Distribution.

3. You are presented with a welcome screen; click Next to continue.
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4. The Distributor screen appears. Select the server that will act as its own distributor
option, and click Next.
RI=1k

Distributor
Usge this server as it own Distributar or select another server as the Distibutor.

-

The Distributar is the server rezponsible far staring replication information used during
spnchronizations.

& PCOLOSSUS will act as its own Distributar; SHL Server wil create a distribution database |
and log :

" Use the following server as the Distibutor [Note: the server you select must alieady be
configured &z & Distributar]

Help | < Back | Mext > I FEinigh >3 | Cancel |

4

5. Ifyour SQL Server agent is not configured to start automatically, you may be presented with
a screen asking you to configure the agent. Set it to start automatically, and click Next.

Configure Distribution Wizard i | m) LI

S5QL Server Agent Start
Select whether to automatically start the SEUL Server Agent service when the
computer is started,

Because the replication agents that synchionize subsciiptions run unattended, you
should configure SOL Server &gent to start automatically.

Do you want to configure the SOL Server Agent service on 'COLOSSUS" to start
automatically when the computer is started?

v i¥es conhoure thie SUL Server Aent service to start automaticaly

£ Mo, | will start the SOL Server Agent service marually

ﬁ Far the wizard to configure the SOL Server Agent service, the SOL Server service
account must have administrator permizsions on the server computer. If the service doss
ot have these permissions, you must change the configuration manually

Help: | < Back | Mest > I Einish | Cancel |

4




180 Phase 2 - Implementing High Availability and Disaster Recovery

6. You are now asked to specify the snapshot folder. A good reason to change this is if you
are replicating over the Internet and need to specify a folder that is accessible via FTP.

Accept the defaults, and click Next.

E* Configure Distribution Wizard i =] |
Snapshot Folder
Specify the root lacation where snapshote will be stored.
fa

To allow Digtribution and Merge Agents that run at Subscribers to access the
shapshots of their publications. you must use a netwark path to refer ta the shapshot

folder.

Snapshat folder:

ﬁ This shapshat folder does not support pull subscriptions created at the Subseriber. [t is nat
a network path or it iz a drive letter mapped to a network path, Ta support both push and
pull subscriptions, use a network path ta refer to this folder.

Help | < Back | Mest > I Einish 2| | Cancel |/

%

7. The Distribution Database screen appears next. You can supply a name for the distribu-
tion database as well as location information for its database file and transaction log.

Keep the defaults, and click Next to continue.

§* Configure Distribution Wizard 10l x|
Distribution Database
Select the name and location of the distibution database and log files.
-

The distribution database stores changes to transactional publications until Subscribers can be
updated. It also stores histarical information for snapshot and merge publications.

Distribution databage name:
Falder for the distribution database file:
|C:\Prng|am Filesthicrosoft QL ServersMSSOL1MASSOLAData

Folder far the distribution database lag file:
|C:\Prnglam Files\Microsoft S0OL Server\MS50L 1MM55 0L Data

The paths must refer to disks that are local to the Distributor and begin with a local drive letter
and colon (for example, C:). Mapped drive letters and network. pathe are invalid

Help < Back | Mext > I Einigh =3/ Canecel |

4
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8. Now you are on the Publishers screen where you can choose which servers you want to con-
figure as publishers. Clicking the ellipsis (...) button allows you to specify security credentials
such as login ID and password, as well as the location of the snapshot folder. Be sure to place
a check mark next to your local SQL Server system, and then click Next to continue.

E* Configure Distribution Wizard _ gl x|
Publishers
Enable servers to uze this Distibutor when they become Publizhers.
-
Publizhers:
| Publisher = | Digtribution D atabase | |
Jv | COLDSSUS distribution
Add  w
Help | < Back | Mext > I FEinigh >3 | Cancel |
4

9. On the Wizard Actions screen, you can have the wizard configure distribution, write a
script to configure distribution that you can run later, or do both. Leave the Configure

Distribution box checked, and click Next to continue.

§* Configure Distribution Wizard

Wizard Actions
Choose what happens when you click Finish.

At the end of the: wizard:
vt

[~ Generate a script file with steps to configure distibution

< Back | Mext > I

Help

Einish |

_loi x|
==
Cancel |
4
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10. On the Complete the Wizard screen, review your selections, and click Finish.

5’ Configure Distribution Wizard =}

Complete the Wizard
“Werify the choices made in the wizard and click Finish.

Click Finish to perform the following actions:
¢ Configure digtibution.

Distribution will be

igured with the following options:

¢ Use TOLOSSUS' a5 the Distributor.

*  Configure the SOL Server Agent service on 'COLOSSUS to start automatically when the
computer is started.

*  Use 'C:\Program Files\Microsoft SOL Server\WM 5501155500 ReplD ata' as the root
snapshot folder for Publishers using this Distributor,

+  Stare the distribution database 'distribution’ in 'C:\Program Files\Micrasoft S0L Server
SMSSOLTMASSALAD ata’

+  Store the distribution database log file in 'C:\Program Files\Microsoft SEL Server
WMSSHL WS SHLAD ate'.

«  Allow the following servers running SOL Server to use COLOSSUS as their Distributor:

+ COLOSSUS

Help | < Back | st > | Finizh I Cancel |

4

11. When the wizard is finished, click Close.

Criteria for Completion

This task is complete when you have configured your default instance of SQL Server to act as
a distributor. To verify this, right-click Replication in Object Explorer; you should see an
option labeled Distributor Properties. When you click that option, you should see the dialog
box shown in Figure 2.10.

Task 2.16: Creating a Transactional
Publication

When you use transactional replication, only the changes (transactions) made to the data are

moved. Before these transactions can be applied at a subscriber, however, the subscriber must
have a copy of the data as a base. Because of its speed and its relatively low overhead on the dis-
tribution server, transactional replication is currently the most often used form of replication.

Generally, data on the subscriber is treated as read-only, unless you are implementing transac-
tional replication with immediate updating subscribers. Because the transactions are so small,
this type of replication is often set up to run continuously. Every time a change is made at the
publisher, it is automatically applied to the subscriber, generally within one minute.
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FIGURE 2.10 Youshouldseethe Distributor Properties dialog box when distribution is

configured.
=T
SBECIB page 5 Sorint ~ [ Help
27 General
& Publishers
Distribution databazes
Diatabages:
Hame - I Transaction Retention I Histary Fetention I I
distribution 0-72 hours 48 hours _I
Server COLDSSUS New Delete
Connection Tao et the security far a ngue He_ader Agent, click the properties buttan [...] for the
COLOESUS Administ ator distribution database associated with the agent.
A Wiew connection propertiss
11_# Agent Profiles
Set the default profiles to use when Ercfile Defaults
replication agents are created. =
Ready
cwen_|
4

When you use transactional replication, you don’t need the merge agent. The snapshot
agent must still run at least once; it uses the distribution agent to move the initial snapshot
from the publisher to the subscriber. You also use the logreader agent when using transac-
tional replication. The logreader agent looks for transactions in published databases and
moves those transactions to the distribution database. The following steps (see Figure 2.11)
outline the transactional replication process:

1. The logreader agent reads the published article and then creates the schema on the sub-
scriber and bulk copies the snapshot over to the subscriber. (This happens only when the
subscription is created or re-created.)

2. The logreader agent scans the transaction logs of databases marked for publishing.
When it finds an appropriate transaction, it copies the transaction to the distribution
database. The distribution database will store the transaction for a configurable length
of time.

3. The distribution agent will then apply those transactions to the subscribers at the next
synchronization. The subscriber then runs the sp_repldone system stored procedure
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on the distribution database. This marks the newly replicated transactions stored on the
distributor in the MSrepl_commands table as completed.

4. When the next distribution cleanup task executes, the marked transactions are truncated
from the distribution server.

In this task, you will create a transactional publication on the default instance of SQL
Server.

FIGURE 2.11 The transactional replication process

Publisher Distribution Subscriber
Publishing Distribution Subscribing
Database Database Database
Logreader Agent Distribution Agent
Push
- e Distribution Agent - e
Push
w
Scenario

You work for a medium-sized company that has offices throughout the world. The sales
department in the Fresno branch office needs access to some of the data stored in the main
database housed on the SQL Server at the corporate headquarters. They do not need the data
immediately, so there is room for some latency; in addition, they are connected by a partial
T1 that is at about 80 percent capacity, so there is little room for more traffic. Bearing these
factors in mind, you decide the best way to get the data to the users in Fresno is to configure
a transactional publication.
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Scope of Task

Duration

This task should take approximately 30 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, and the default instance of SQL
Server you configured as a distributor in Task 2.15.

Caveat

If you still have log shipping enabled on the AdventureWorks database (from Task 2.10), you
will need to disable it. Here’s how:

1. Open SQL Server Management Studio, and connect to the default instance.

2. Expand Databases, right-click AdventureWorks, point to Tasks, and click Ship Transac-
tion Logs.

Uncheck the box next to Enable This as a Primary Database in a Log Shipping Configuration.
Click Yes on the subsequent dialog box, and then click OK.

Click Close when the configuration is complete.

Procedure

In this task, you will create a transactional publication on your default instance of SQL Server
on the Production.ProductCategory table in the AdventureWorks database.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, and the default instance of SQL
Server you configured as a distributor in Task 2.15.

Details

Follow these steps to create a transactional publication on the Production.ProductCategory
table:

1.  Open SQL Server Management Studio, and connect to your SQL Server.

2. Expand Replication, right-click Local Publications, and click New Publication. This
brings you to the New Publication Wizard welcome screen.
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3. Click Next to continue.
4. On the Publication Database screen, highlight AdventureWorks, and click Next to continue.

7 Mew Publication Wizard =10l

Publication Database
Choose the database that contains the data or objects you want to publizh.

Databases:

AdverturwarksDv
Sales
Test

Help | < Back | Mext > I Eitisty 3] | Canecel |

4

5. On the Publication Type screen, you can choose what type of publication to create. For
this task, choose Transactional Publication, and click Next to continue.

5 New Publication Wizard =10 x|

Publication Type
Choose the publication type that best supports the requirements of pour
application.

Publication type:

q Snapshat publication
Tranzactional publication

Tranzactional publication with updatable subscriptions
¥ Merge publication

Publication type descriptions:

Trangzactional publication: :l
The Publisher streams transactions to the Subscribers after they receive an initial
shapshot of the published data,

I publication with updatable subscriptions:
The Publisher streams transactions to SOL Server Subscribers after they receive an
initial snapshot of the published data. Transactions ariginating at the Subscriber are
applied at the Publisher.

Merge publication:

The Publisher and Subscribers can update the published data independently after
the Subscribers receive an initial snapshot of the published data. Chanaes are LI

Hep | <Back [ met> | Estool | cancel |

Y

6. On the Articles screen, you can select what data and objects you want to replicate. Expand
Tables, and check the ProductCategory box.
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7. Youcanalso set the properties for an article from this screen. Make sure ProductCategory
is highlighted, click Article Properties, and then click Set Properties of Highlighted Table
Article.

8. Inthe Destination Object section, change the destination object name to ReplicatedCategory,
change the destination object owner to dbo, and click OK.

E Article Properties - ProductCategory - Dlil

Aticle name: |ProductCategary
Froperties:
Copy index partitioning schemes False -
Copy user-defined statistics False
Copy default bindings False
Copy rule bindings False
Copy full test inderes False
Copy ®ML =50 True
Copp <ML indexes False
Copy permissions False
E Destination Dbject
Destlnatlon ob|acl hame ReplicatedCategory
dbof
Action |l name is in use Dirop existing object and create a new
Convert data types False poe

Corwert TIMESTAMP to BINAR False
Create schemas at Subscriber  True
Convert XML to NTEXT False
Convert M2 data lypes to MTE False
E Identification
Drescription -

Destination object owner
The owner of the object created at the Subscriber,

(1] I Cancel Help |

9. Back at the Articles screen, click Next to continue.

&7 New Publication Wizard =1olx|

Articles
Select tables and other objects to publish az articles. Select columns to filker
tables.

DObijects to publish:
=-[0 Document [Production] | |
[ Employee [HumanFesources) :
1 Employeesddress [HumanF esol
O 1 EmployeeDepanmentHistory (Hu
D:I EmployesPayHistory [HumanHeJ

Article Properties i

O

I Show only checked obiscts in the
list

[ ErorLog dba)

B[ Mustration [Production)

O Individual (Salkes)

O ] JobCandidate [HumanFesource
[ Location Production)

[ Product (Production)

:l ProductCategony (Production]
O 7 ProductCostHistary [Production]
[ ProductDescription [Production)
. -0 FroductDocument [Froduction)

1T PradueHmwentam [Prad ..-nn.—Ll_I

Help | < Back | Mext > | FEirigh»2| Cancel |

&%




188 Phase 2 - Implementing High Availability and Disaster Recovery

10. On the next screen, you can filter the data that is replicated. You do not want to filter the

data in this case, so click Next to continue.
(o] x|

3 New Publication Wizard

Filter Table Rows
Add filters to exclude unwanted rows from published tables.

Filtered T ables:

Click Mest if you da not need to filker the data in vour publication. Add...

Click Add to begin filkering vour publication. Edit... |
Delete... |

Filter: |

| < Back | Mest > I Eirish >3] | Cancel |
Y

Help

11. On the Snapshot Agent screen, check the box to create a snapshot immediately, and

click Next.
=10l

# 3 New Publication Wizard

Snapshot Agent
Specify when ta run the Snapshot Agent.

Subsciiptions are initislized with a snapshot of publication schema and data. The
Snapshaot Agent creates the snapshot.

v iLreate a snapshot mmediately and keep the shapshot avalable to initiahze:

isubscriptions

[™ Schedule the Snapshot Agent to un at the fallowing times:

Change... |

If wou plan to change the shapshot properties, do nat start the Snapshot Agent until after
you change the properties in the publication property dialog box.

| < Back | Mext > I Eitiisty 3] | Canecel |
Y

Help

12. On the Agent Security screen, you are asked how the agents should log in and access
data. To set this for the snapshot agent, click the Security Settings button next to Snap-

shot Agent.
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13. Ordinarily you would create an account for the agent to run under, but to make the task

simpler, you will run the agent using the SQL Server Agent account, so select the radio
button for that option, and click OK.

Snapshot Agent Security

x|

Specify the domain or machine account under which the Snapshot Agent process will run.

£ Aun undsr the following YWindows account:

Process gooount: |

Example: domaintaccount

Pazzword: I

LCaonfirm Password: |

 TRun under the SHL Server Agent service account [This is not a recommended sscurity best
i practice.] H

Connect to the Publisher

o By impersonating the process account

= Using the following SEL Server lagin

Laogin: |

Password: |

Confirm Password: I

(1] I Cancel Help

14. Back at the Agent Security screen, click Next to continue.

New Publication Wizard

==l x|

Agent Security

Far each agent, specify the account under which it will run and it connection

settings.
Shapshot Agent:
ISQL Server Agent account Secunty Settings.. |
Log Reader Agent;
ISQL Server Agent account Securty Seflings. |
¥ Use the security settings from the Snapshat Agent

Help < Back Mext > Finigh 2| Cancel |
4
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15. On the Wizard Actions screen, you can have the wizard create the publication, write a
script to create the publication that you can run later, or do both. Leave the Create the
Publication box checked, and click Next to continue.

¢ New Publication Wizard i =] |

Wizard Actions
Chooze what happens when vou click Finish,

Ak the end of the wizard
i

I” Generate a script file with steps to create the publication

Help | < Back | Mest > I Einish 2| | Cancel |

%

16. On the Complete the Wizard screen, you need to enter a name for the new publication,
so enter CategoryPub, and click Finish.

1ol
Complete the Wizard 4

Werify the choices made in the wizard and click Finish.

Publication name: IEategDryPuH

Click Finigh to perform the Following actions:
.

Create the publication

A publication will be created with the following opltions:
«  Creale a transactional publication from database ‘Adventurgiw/orks'
*  The Snapshot Agent process will iun under the "SHL Server Agent service' account,
¢ The Log Reader Agent process will run under the 'SOL Server Agent service' account.
«  Publich the following tables as articles:
*  'ProductCategory'
+  Create a snapshot of this publication immediately after the publication is created.

Help: | < Back | st | FEinizh I Cancel |

7

17. When the wizard is finished, click Close.



Task 2.16: Creating a Transactional Publication

Criteria for Completion

This task is complete when you have created a transactional publication based on the

Production.ProductCategory table in the AdventureWorks database on the default instance
of SQL Server. To verify this, follow these steps:

191

1. Open SQL Server Management Studio, connect to your SQL Server, and expand Repli-
cation. You should see the CategoryPub publication listed.

B Microsoft SQL Server Management Studio

File Edit Wiew Project Tools

Quevaey |G BBEBIGISEHS B EEES

2r
H=

Connect *

ElN g

tiindow

Community  Help

— &

18 x|

- X

Summary
w WEI-g ¢

List |~ f]Repgrt -

[ Databases
[ Security

3 Server Objects
= [ Replication

| Local subscriptions
[ Management
[ Motification Services
L% S0L Server Agent

[ Databases

[ Security

[ Server Objects

1 Replication

| Management

[ Motification Services
[ 50L Server Agent

Bl [y COLOSSUS (S0L Server 9.0.2047 - COLOSSUS Administratar)

B3
[AdventureWorks]: CategoryPub

= u COLOSSUS|SECOMND (SOL Server 90,2047 - COLOSSUS)Administrator)

| | Local Publications

COLOSSUSReplication|Local Publications

1 Item(s)

Mame

E [AdventureWorks]: CategaryPub

2. Right-click CategoryPub, and click Properties. The type should be Transactional.
IE! Publication Properties - CategoryPub _1al x|
SEECIBPBQB 5 seipt ~ [ Help
27 General
I_J Articles Identification
"™ Filter Rows
I3 Snapshot Hamne: 2
i FTP Snapshot Database: [Edventureiworks
M| Subscription Options
£8] Publication Access List Description: :flansact\on.all publication of database ‘Bdventurstorks’ from Publisher
COLOSSUS.
B Agent Security
Type: Transactional
Subscription expiration
€ Subscriptions expire and may be drapped if not synchronized in the Following number of
hours:
Intereal: 336 = hours
* Subscriptions never expire, but they can be deactivated until they are reinitialized
Server: COLOSSUS
3. Click OK.
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Task 2.17: Subscribing to a
Transactional Publication

After you have created a publication, you can configure one or more servers as subscribers. In
this task, you will subscribe to a transactional publication.

Scenario

You work for a medium-sized company that has offices throughout the world. The sales depart-
ment in the Fresno branch office needs access to some of the data stored in the main database

housed on the SQL Server at the corporate headquarters. They do not need the data immediately,
so there is room for some latency; in addition, they are connected by a partial T1 that is at about
80 percent capacity, so there is little room for more traffic. You have already configured a trans-
actional publication at headquarters; now you must create a subscription on the server in Fresno.

Scope of Task

Duration

This task should take approximately 30 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1, the
Second instance of SQL Server installed in Task 1.2, the AdventureWorks database installed
with the sample data, the default instance of SQL Server configured as a distributor in Task 2.135,
and the transactional publication configured in Task 2.16.

Caveat

Make sure the SQL Agent service for the Second instance is set to start automatically before
starting this task.

Procedure

In this task, you will create a pull subscription to the transactional publication on your default
instance of SQL Server.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1, the
Second instance of SQL Server installed in Task 1.2, the AdventureWorks database installed
with the sample data, the default instance of SQL Server you configured as a distributor in
Task 2.15, and the transactional publication you configured in Task 2.16.
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Details

Follow these steps to create a pull subscription to the transactional publication on the default

instance of SQL Server:

1. Open SQL Server Management Studio, and connect to the Second instance by selecting it
from the Server Name drop-down list.

2. Expand Replication, right-click Local Subscriptions, and click New Subscription. This
brings you to the New Subscription Wizard welcome screen. Click Next to continue.

3.  On the Publication screen, select the default instance of your server from the Publisher
drop-down list (if it is not listed, select Find SQL Server Publisher), select CategoryPub
from the Databases and Publications list, and click Next to continue.

-Ioix]

Publication
Choose the publication for which vou want to create one or more subscriptions.

Publizher:
|coLossus |

D atabases and publications:

4. On the Distribution Agent Location screen, you are asked which machine should run the
replication agents—at the distributor or at the subscriber. Because you want to create a
pull subscription, select the Run Each Agent at Its Subscriber option, and click Next.

B New Subscription Wizard _ gl x|

Distribution Agent Location
Chooze where to iun the Distibution Agent(s].

Far the subscriptions | create in this wizard:

£~ Run all agents at the Distributor, COLOSSUS [push subscriptions)

This option makes it easier to administer the spnchronization of subscriptions centrally,

& {Hun each agent at its subschber (pull subscriphons]

This option reduces the processing overhead at the Distributor and lstz each
Subscriber administer the synchronization of its subscription.

Run the wizard more than once if you want some agents ta run at the Distributor and some to
i at Subscribers.

Help | < Back | Mext > I Eiriigh 2] | Cancel |

4

5. On the Subscribers screen, you can choose a subscriber for the publication. Check the box
next to the Second instance of your server.

6. Then the drop-down list is populated with all the available databases on the subscriber.
Select New Database from the list to open the New Database dialog box.
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7. Enter TR_Test in the Database name box, and click OK. Then click Next.

= New Subscription Wizard i =] |

Subscribers
Chooze one or more Subscribers and specify each subscription database.

Subszcribers and subscription databases:

| Subscriber | Subscription Database
[ COLOSSUSYSECOMD

8. On the next screen you need to set the distribution agent security. To do so, click the ellip-

sis (...) button in the Subscription Properties list.

9. Ordinarily you would create an account for the agent to run under, but to make the task
simpler, you will run the agent using the SQL Server Agent account, so select the radio

button for that option, and click OK.

SIC Run under the following Windows account:
B

Process account: I

Example: domainhaccount

Pazswaord: I

Confirm Pagsword: I

" 'Run under the SGL Sarver Agent service account [T his is nat a recommended security best
practice., ]

x|

Carinect to the Distributor
i« By impersonating the process account

" Uging the following SAOL Server login:

Lagin: |

Password: I

Confirm password: |

The login used to connect to the Publisher must be a member of the Publication Access List.

Carnect to the Subscriber
(ol By impersonating the process account
| Using 2/ SEL Serverlogin

The connection to the server on which the agent runs must impersonate the process accaunt.
The process account must be a database owner of the subscription databaze.

J Jg\x Microsoft SQL Serv,., I 351 Mew Subscription ... ” -'53 Distribution Age... @] How to: Rewert a

10. Back at the Distribution Agent Security screen, click Next to continue.

-iix]

Distribution Agent Security
Specify the process account and connection options for each Distribution
Agent.

Subscription properties:

#gent for subscriber = ICDnnectlon ko Distributor | Connection ko Subscriber I I

COLOSSUS|SECOND Impersonate process ac...  Impersonate process ac..
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11. The next step is to set the synchronization schedule. Because you are using transactional
replication, select Run Continuously, and click Next to continue.

B New Subscription Wizard

Synchronization Schedule
Specify the synchronization schedule for each agent.

I (=]

Agent schedule

Subscriber = | Agent Locatian | Agent Schedule

COLOSSUSHSEC

Subscriber

12. On the next screen, you can tell SQL Server when to initialize the subscription, if at all.
If you have already created the schema on the subscriber, then you do not need to initialize
the subscription. In this case, you should select Immediately from the drop-down list,
make sure the Initialize box is checked, and click Next to continue.

B New Subscription Wizard

Initialize Subscriptions

Specify whether to initialize each subscription with a shapshot of the publication

data and schema.

I (=]

Subscription propertiss:

Subscriber = | Initialize |ImitiahzeWhen
COLOSSUSNSECOND 1=

13. On the Wizard Actions screen, you can have the wizard create the subscription, write a
script to create the subscription that you can run later, or do both. Leave the Create the

Subscription box checked, and click Next to continue.

B New Subscription Wizard

Wizard Actions
Choose what happens when you click Finish.

I (=]

Atthe end of the wizard:
WG

s

" Generate a script file with steps to create the subscription[s]

Help < Back | Next > I FEinigh >3

Cancel |

4
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14. On the Complete the Wizard screen, review your options, and click Finish to create the
subscription.

= New Subscription Wizard i =] |

Complete the Wizard
“Werify the choices made in the wizard and click Finish.

[Click Finish to perform the following actions:
«  Create subscription(s).

Create a subscription to publication "CategoryPub’ from Publisher
‘COLOSSUS".

Create subscriptions at the Following Subscriber(s]:

COLOSSUSASECOND

Subszcription databage: TR_Test

Agent location: Subscriber

Agent schedule: Run continuously

Agent process account: SOLS erverdgent service account
Connection to Distibutor: Impersonate process account
Connection to Subscriber; Impersonate process account
Initialize: Immediately

Help | < Back | st > | Finizh I Cancel |

4

15. When the wizard is finished, click Close.

Criteria for Completion

This task is complete when replication is running properly. Follow these steps to verify:

1. Youshould have four records in the ReplicatedCategory table. To verify that, open a new
query, connect to the Second instance, and execute the following code:
USE TR_Test
SELECT * FROM ReplicatedCategory

2. Now add a new record to the ProductCategory table in the AdventureWorks database on
the default instance. Open a new query, and from the Query menu, select Connection and
Change Connection. Then connect to the default instance.

3. Run the following code to add a new record:
USE AdventureWorks
INSERT INTO Production.ProductCategory (Name)
VALUES('Tools ')

4. You should get the message that one row was added. Give the server about a minute to
replicate the transaction; then run the following query against the Second instance:
USE TR_Test
SELECT * FROM ReplicatedCategory
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5.  You should get five records. The last record should be the new Tools record.
SIS

File Edit View ©Query Project Tools Window Community  Help
Sl Hew Query | [Ty | 05 ¢ B | [ | 5 H @ Edbbjf?‘—,
=0 | TR Test v | P oExerute o W I Mk | WP AL | P U & g,_;jg,j =2

y ]
COLOSSUS, Adv.. LQuery10.sqP »COLOSSUS\SECO...QLQueryd.sql* | Summary | -
Connect = | &d m |4 T TUSE TR_Test
SELECT # FROM ReplicatedCategory

[l

u COLOSSUS (SOL Server 9.0.20
Bl [ COLOSSUS|SECOND (SGL Ser
[ Databases
[ Security
[ Server Objects
= 3 Replication
[ Local Publications
1 Local Subscriptions
[ Management -
[ Motification Services

@ SQL Server Agent -
4 | >

] RAesults | o3 Messagasl

FroductCategomlD | I ame | rowguid | I odifiedD ate |
1 ¥ Bies CFEDAZEC-DF71-4747-B81B-G4EE 16144370 1998-06-01 00,00:00,000
2 |2 Components | CB578280-D808-4ABA-T1A3AFZCEO2300ES 19980601 00,000,000
3 |3 Clothing  10A7C342-CA2-48D4 BA36-46A2EB033674  1998-06-01 00,000,000
4 |4 Accessoies | 2BEIBE3E-DIAZAEEE-BIIFEDEBOPC24E  1998-06-01 00.00:00.000
5 |5 Took EGID5BF4-52D 1-47A6 BEDT DAFABSCORFAT  2006-07-04 16:23:43.387
< | ] |@ ouery ex. |COLDSSUS\SECOND (305F1)  |COLOSSUS\Admnstator (53] |TA_Test [0B0000 5 1ows
Ready Ln3 Col 1 Chi NS

Task 2.18: Creating a
Snapshot Publication

When you use snapshot replication, an entire copy of the publication is moved from the pub-
lisher to the subscriber. Everything on the subscriber database is overwritten, allowing for
autonomy as well as transactional consistency because all changes are made at once. Latency
can be high for this type of replication if you want it to be. You can schedule your refreshes
when and as often as you want. (I have found that this normally occurs once a day, at off-peak
hours.) Keep in mind that snapshot replication occurs on demand. This means no data is trans-
ferred from the publisher to the distributor until a subscriber is ready to receive it. The snap-
shot then moves straight through. Status information is stored in the distribution database;
however, the snapshot agent and the distribution agent do all their work at the time the snap-
shot is initiated.

When you use snapshot replication, there is no merge agent. Snapshot replication uses the
distribution agent. If you are using a pull replication, the distribution agent resides on the sub-
scription server. If you are doing a push replication, the agent resides on the distributor. When
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used in a push scenario, snapshot replication consumes a large amount of overhead on the dis-
tribution server. I suggest that most snapshot subscribers use a pull scenario at regularly sched-
uled intervals. The following steps (see Figure 2.12) outline the snapshot replication process:

1. The snapshot agent reads the published article and then creates the table schema and data
in the Distribution working folder.

The distribution agent creates the schema on the subscriber.
The distribution agent moves the data into the newly created tables on the subscriber.

Any indexes that were used are re-created on the newly synchronized subscription database.

FIGURE 2.12 The snapshot replication process

Publisher Distribution Subscriber
Publishing Distribution Subscribing
Database Database Database

\ Snapshot Agent Distribution Agent
Push

- 4 Distribution Agent
Push
\ Distribution

Working
Folder

This works in the same fashion when you are using snapshot replication with immediate
updating subscribers. The only difference is that the subscriber will use a two-phase commit
to update both the subscription database and the publishing database at the same time. During
the next refresh, all subscribers will receive a copy of the modified data.

In this task, you will create a snapshot publication on the default instance of SQL Server.

Scenario

You work for a medium-sized company that has offices throughout the world. The sales depart-
ment in the Tucson branch office needs access one of the databases housed on the SQL Server at
the corporate headquarters. They will use the data only for reporting purposes, so they will not
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be making updates to their local copy of the data. They need the data to be refreshed only once

a day, so you can allow for a full day of latency. They are connected by a partial T1 that is at about
75 percent capacity during peak hours, but off-hours it is at about 30 percent capacity, so the net-
work has plenty of room during off-hours. Bearing these factors in mind, you decide that the best

way to get the data to the users in Tucson is to configure a snapshot publication.

Scope of Task

Duration

This task should take approximately 30 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, and the default instance of SQL
Server you configured as a distributor in Task 2.15.

Caveat

If you still have log shipping enabled on the AdventureWorks database (from Task 2.10), you
will need to disable it. Here’s how:

1. Open SQL Server Management Studio, and connect to the default instance.

2. Expand Databases, right-click AdventureWorks, point to Tasks, and click Ship Transac-
tion Logs.

3. Uncheck the box next to Enable This as a Primary Database in a Log Shipping configuration.
Click Yes in the subsequent dialog box, then click OK.

5. Click Close when the configuration is complete.

Procedure

In this task, you will create a snapshot publication on your default instance of SQL Server on
the Person.AddressType table in the AdventureWorks database.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, and the default instance of SQL
Server you configured as a distributor in Task 2.15.

Details

Follow these steps to create a snapshot publication on the Person.AddressType table:

1. Open SQL Server Management Studio, and connect to the default instance of SQL Server.
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2. Expand Replication, right-click Local Publications, and click New Publication. This
brings you to the New Publication Wizard welcome screen.

3. Click Next to continue.

On the Publication Database screen, highlight AdventureWorks, and click Next to continue.
1ol x|

Publication Database
Choote the databaze that containg the data or objects pou want to publish.

Databases:

AdventureWorksDw
Sales
Test

Hep | <Back [ met> | Estool | cancel |

Y

5. On the Publication Type screen, you can choose what type of publication to create. For
this task, choose Snapshot Publication, and click Next to continue.

§ 3 New Publication Wizard =10l x|

Publication Type
Choose the publication type that best supparts the requirements of your
application.

x Tiansactional publication with updatable subscriptions
* Merge publication

Publication type descriptions:

Snapshot publication: -
The Publisher sends a snapzhot of the published data to Subscribers at scheduled
intervals

Transactional publication:
The Publisher stieams transactions to the Subscribers after they receive an initial
snapshot of the published data.

I publication with updatable subscriptions:
The Publisher streams transactions to SOL Server Subscribers after they receive an
initial snapshot of the published data. Transactions ariginating at the Subscriber are
applied at the Publisher. ;I

Help | < Back | Mext > I Einigh 2 | Cancel |

4

6. On the Articles screen, you can select what data and objects you want to replicate. Expand
Tables, and check the AddressType box.
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7. You can also set the properties for an article from this screen. Make sure AddressType is
highlighted, click Article Properties, and then click Set Properties of Highlighted Table
Article.

8. Inthe Destination Object section, change the destination object name to Replicated Type,
change the destination object owner to dbo, and click OK.

E Article Properties - AddressType - Dlil

Aiticle name: IAd\j{EngypE

Froperties:

Copy index partitioning schemes False

Copy user-defined statistics False
Copy default bindings False
Copy rule bindings False
Copy full test inderes False
Copy ®ML =50 True

Copp <ML indexes False
Copy permissions False

E Destination Dbject

Destination object name ReplicatedType

jon ob 1er dbo
Action if name is in use Dirop existing object and create a new
Convert data types False

Corwert TIMESTAMP to BINAR False

Create schemas at Subscriber  True

Convert XML to NTEXT False

Convert M2 data lypes to MTE False
E Identification

Drescription -

Destination object owner
The owner of the object created at the Subscriber,

(1] I Cancel Help |

9. Back at the Articles screen, click Next to continue.

=Bl

Articles
Select tables and other objects to publish az articles. Select columns to filker
tables.

Objects ta publish:

=] jngbf;dress Persr) = | Lrticle Properties il
1] AddressType [Person)

O awBildversion [dha)

O 1 EillOft aterials [Production)
[ Contact [Person) r Shaw only checked objects in the
[0 ContactCreditCard (Sales) list

O3 ContactType (Persar)

O 7 CountryRegion (Person)

O CountryRegionCurency [Sales)

=[] CreditCard (Sales)

[ Culburs (Production)

1 Cunrericy [Sales)

O CurrencyRiate [Sales)

=[] Customer [Sales)

1T Cisborert drirss 15 ales] _ILI
4 »

Help | < Back | Mext > | FEirigh»2| Cancel |

[+

&%
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10. On the next screen, you can filter the data that is replicated. You do not want to filter the
data in this case, so click Next to continue.
—lo x|

3 New Publication Wizard

Filter Table Rows
Add filters to exclude unwanted rows from published tables.

Filtered T ables:
Click Mest if you da not need to filker the data in vour publication. Add...

Click Add to begin filtering your publication. Exdit... |

Filter: |

Help | < Back | Mest > I Eirish >3] | Cancel |

4

11.  On the Snapshot Agent screen, check the box to create a snapshot immediately, and check
the Schedule the Snapshot agent to run at the following times. Leave the default schedule

of one hour, and click Next.

=loixl

Snapshot Agent
Specify when ta run the Snapshot Agent.

Subsciiptions are initislized with a snapshot of publication schema and data. The
Snapshaot Agent creates the snapshot.

¥ Lreate a smapshot immediately snd kesp the snapshot avalable to initialize
subscriptions

v iSchedule the Shapshot Aaent to 1un at the following tmes

Occurs every day every 1 hour(s) between 12:00:00 Ak Change... |

and 11:59:59 PM. Schedule will be used starting on
7/4/2008.

If wou plan to change the shapshot properties, do nat start the Snapshot Agent until after
you change the properties in the publication property dialog box.

Help | < Back | Mext > I Eitiisty 3] | Canecel |/
7

12. On the Agent Security screen, you are asked how the agents should log in and access data.
To set this for the snapshot agent, click the Security Settings button next to Snapshot

Agent.
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13. Ordinarily you would create an account for the agent to run under, but to make the task

simpler, you will run the agent using the SQL Server Agent account, so select the radio
button for that option, and click OK.

Snapshot Agent Security

x|

Specify the domain or machine account under which the Snapshot Agent process will run.

£ Aun undsr the following YWindows account:

Process gooount: |

Example: domaintaccount

Pazzword: I

LCaonfirm Password: |

 TRun under the SHL Server Agent service account [This is not a recommended sscurity best
i practice.] H

Connect to the Publisher

o By impersonating the process account

= Using the following SEL Server lagin

Laogin: |

Password: |

Confirm Password: I

(1] I Cancel Help

14. Back at the Agent Security screen, click Next to continue.

New Publication Wizard

_|ol x|
Agent Security

Far each agent, specify the account under which it will run and it connection

settings.
Shapshot Agent:

Security Settings..
Help < Back | Mext > I Finigh 2| Cancel |
4
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15. On the Wizard Actions screen, you can have the wizard create the publication, write
a script to create the publication you can run later, or do both. Leave the Create the
Publication box checked, and click Next to continue.

¢ New Publication Wizard i =] |

Wizard Actions
Chooze what happens when vou click Finish,

Ak the end of the wizard
i

I” Generate a script file with steps to create the publication

Help | < Back | Mest > I Einish 2| | Cancel |

16. On the Complete the Wizard screen, you need to enter a name for the new publication,
so enter AddressTypePub, and click Finish.

# 3 New Publication Wizard =10l

Complete the Wizard 4
Werify the choices made in the wizard and click Finish.

Publication name: IAddressTypeF‘uH

Click Finigh to perform the Following actions:
.

Create the publication

A publication will be created with the following options:
Create a snapshot publication from database ‘bdventurgiw/orks’
*  The Snapshot Agent process will iun under the "SHL Server Agent service' account,
& Publish the fallowing tables as articles:
+  ChddrezsType'
e« Create a snapshot of this publication immediately after the publication is created

Help: | < Back | st | FEinizh I Cancel |

7

17. When the wizard is finished, click Close.
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Criteria for Completion

This task is complete when you have created a snapshot publication based on the

Person.AddressType table in the AdventureWorks database on the default instance

of SQL Server. To verify this, follow these steps:

1. Open SQL Server Management Studio, connect to your SQL Server, expand Replication, and
then expand Local Publications. You should see the AddressTypePub publication listed.

R Microsoft QL Server Management Studio — =] x|

File Edit Wiew Project Tools  Window Community  Help

Qe | Oy | (| O |5 W @ [ @B BT

i y - & X Summary > X
Connect~ | @ m (4 T i WER-Ah ¢ Ust |- @Report -

Bl [y COLOSSUS (S0L Server 9.0.2047 - COLOSSUS Administratar)

= [ Databases s .
Ea Systom Datahases | | Local Publications
[ Database Snapshats COLOSSUS\Replication!Local Publications Z Item(s)

| Adventureworks
| ] AdventuretorksDin

|_j Sales (Principal, Synchronized) Mame
T Tgst E[AdventureWarks]: CategoryPub
[ Security ‘8| [Adventureworks]: AddressTypePub

[ Server Objects
= [ Replication

SRR
[Adwventuretworks]: CategoryPub

ﬂj [Adventuretworks]: AddressTypePub
[l Local Subscriptions
[ Management
[ Motification Services
[ SQL Server Agent
[3 COLOSSUSYSECOMD (SQL Server 9.0.2047 - COLOSSUSYAdministr

2. Right-click AddressTypePub, and click Properties. The type should be Snapshot.

"T Publication Properties - AddressTypePub ;lglll
Select a page :")' Soigt - E’j Help

27 General
|—J Aticles | dentification
"™ Filter Rows
i Snapshot Hame: ¥
{8 FTP Snapshot Database: IAdventure\v\u"nrks
L] Subzcription Dptions
#2] Publication Access List Description: Snapshaot publication of database AdventurebWorks' from Publisher
B Agent Security COLOSSUS"
Type: Snapshot

Subscription expiration

€ Subscriptions expire and may be drapped if not synchronized in the Following number of

hours:
Intereal: 336 = hours
* Subscriptions never expire, but they can be deactivated until they are reinitialized

Server COLOSSUS

3. Click OK.
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Task 2.19: Subscribing to a
Snapshot Publication

After you have created a publication, you can configure one or more servers as subscribers. In
this task, you will subscribe to a snapshot publication.

Scenario

You work for a medium-sized company that has offices throughout the world. The sales depart-
ment in the Tucson branch office needs access to one of the databases housed on the SQL Server
at the corporate headquarters. They will use the data for reporting purposes only, so they will
not be making updates to their local copy of the data. They need the data to be refreshed only
once a day, so you can allow for a full day of latency. They are connected by a partial T1 that
is at about 75 percent capacity during peak hours, but off-hours it is at about 30 percent capac-
ity, so the network has plenty of room during off-hours. You have already configured a snapshot
publication at the headquarters; now you must create a subscription on the server in Tucson.

Scope of Task

Duration

This task should take approximately 30 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Second instance of SQL Server installed in Task 1.2, the AdventureWorks database
installed with the sample data, the default instance of SQL Server configured as a distrib-
utor in Task 2.15, and the snapshot publication configured in Task 2.18.

Caveat

Make sure the SQL Agent service for the Second instance is set to start automatically before
starting this task.

Procedure
In this task, you will create a pull subscription to the snapshot publication on your default
instance of SQL Server.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Second instance of SQL Server installed in Task 1.2, the AdventureWorks database
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installed with the sample data, the default instance of SQL Server configured as a distrib-
utor in Task 2.15, and the snapshot publication configured in Task 2.18.

Details

Follow these steps to create a pull subscription to the snapshot publication on the default
instance of SQL Server:

1. Open SQL Server Management Studio, and connect to the Second instance by selecting it
from the Server Name drop-down list.

2. Expand Replication, right-click Local Subscriptions, and click New Subscription. This
brings you to the New Subscription Wizard welcome screen. Click Next to continue.

3.  On the Publication screen, select the default instance of your server from the Publisher
drop-down list, select AddressTypePub from the Databases and Publications list, and
click Next to continue.

-Ioix]

Publication
Choosze the publication for which you want to create one or more subscriplions.

Publisher:
|coLassus |

Databases and publications:
Bl | Adventuriwiorks

ype
L5 CategonyPub

4. On the Distribution Agent Location screen, you are asked which machine should run the
replication agents—at the distributor or at the subscriber. Because you want to create a
pull subscription, select the Run Each Agent at Its Subscriber option, and click Next.

B New Subscription Wizard _ gl x|

Distribution Agent Location
Chooze where to iun the Distibution Agent(s].

Far the subscriptions | create in this wizard:

£~ Run all agents at the Distributor, COLOSSUS [push subscriptions)

This option makes it easier to administer the spnchronization of subscriptions centrally,

& {Hun each agent at its subschber (pull subscriphons]

This option reduces the processing overhead at the Distributor and lstz each
Subscriber administer the synchronization of its subscription.

Run the wizard more than once if you want some agents ta run at the Distributor and some to
i at Subscribers.

Help < Back | Mext > I Eiriigh 2] Cancel |

4
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5. On the Subscribers screen, you can choose a subscriber for the publication. Check the box
next to the Second instance of your server.

6. Then the drop-down list is populated with all the available databases on the subscriber.
Select New Database from the list to open the New Database dialog box.

7. Enter SR_Test in the Database Name box, click OK, and then click Next.
=lolx|

Subscribers
Choose one or more Subscribers and specify each subscription databaze.

Subszcribers and subscription databases:

| Subscriber | Subscription Database
[¥ COLOSSUSHSECOMD

8. On the next screen you need to set the distribution agent security. To do so, click the ellip-
sis (...) button in the Subscription Properties list.

9. Ordinarily you would create an account for the agent to run under, but to make the task
simpler, you will run the agent using the SQL Server Agent account, so select the radio
button for that option, and click OK.

Distribution Agent Security 5[

SI” Run under the following Windows account:
Bl

Process account: I

Example: domainhaccount

Pazswaord: I

LConfirmn Password: I

& [ Rur under the SOL Server Agent service account [T his is not a recommendsd security best
practice. ]

Carnect to the Distributor

' By impersonating the process acoount

= Using the follawing SOL Server login:

Login: I

Password: I

Confirm password: |

The login used to connect to the Publisher must be a member of the Publication Access List.

Carnect to the Subscriber
i« By impersonating the process account
1 lging 2 561 Server login

The connection to the terver on which the agent rung must impersonate the process accaunt.
The process account must be a database owner of the subscription database.

J J)? Microsoft SQL Server Ma... | |=E"| Mew Subscription Wizard ” -‘53 Distribution Agent Se...
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10. Back at the Distribution Agent Security screen, click Next to continue.

B New Subscription Wizard _ gl x|

Distribution Agent Security
Specify the process account and connection options for each Distribution
Agert.

Subscription properties:

Agent for Subscriber = | Connection to Distributor I Connection ko Subscriber |
COLOSSUS\SECOND Impersonate process ac...  Impersonate process ac... »-J

11. The next step is to set the synchronization schedule, so select Define Schedule.

12. In the New Job Schedule dialog box, under Frequency, set Occurs to Daily, and click OK.

&= New Job Schedule I [=] 3]
Mame | Jnbs in Schedule |
Schedule tupe: IHecumng d ¥ Enshled

(Ore-time occurrence

Date: 7 42008 ¥|  Time: [ErEaarm =

Frequency
DOccus B
Recurs every: m dayls)

Daily freguency
% Dceurs once at: 12000040 =

" Deeurs every = | Ihuur[s] -] Statingat 12000044 =
Ending at 115959 P =

Duration

Start date: T4 442006 ' End date: I 74442006 'I

* MNgend date

Summary

Desciigtion: Occurs every day at 12:00:00 &M. Schedule will be used starting on 7/4/2006. ;I

[0]:8 I Cancel Help

13. Back at the Synchronization Schedule screen, click Next.

-l

Synchronization Schedule
Specify the synchronization schedule for each agent.

Agent schedule

Subsciiber Agent Location | Agent Schedule
COLOSSUSASEC.. Subscriber i Docurs every day at 12:00:00 AM, Sched...

14. On the next screen, you can tell SQL Server when to initialize the subscription, if at all.
If you have already created the schema (an empty copy of the database to be replicated)
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on the subscriber, then you do not need to initialize the subscription. In this case, you
should select Immediately from the drop-down list, make sure the Initialize box is

checked, and click Next to continue.

= New Subscription Wizard i =] |

Initialize Subscriptions
Specify whether to initislize each subscription with a snapshot of the publication
data and schema,

Subszcription properties:

Subscriber = | Initizlize |\mti ize 'When

COLOSSUSSSECOMD !

15. On the Wizard Actions screen, you can have the wizard create the subscription, write a
script to create the subscription that you can run later, or do both. Leave the Create the

Subscription box checked, and click Next to continue.

1 [ 4]

Wizard Actions
Choose what happens when vou click Finish,

Ak the end of the wizard:
W i

3

I” Generate a script file with steps to create the subscription(s)

16. On the Complete the Wizard screen, review your options, and click Finish to create the

subscription.
R
Complete the Wizard v

“Werify the choices made in the wizard and click Finish.

Click Finish to perform the following actions:
«  Create subscription(s).

Create a subscription to publication "Add TypePub’ from Publizher
‘COLOSSUS".

Create subscriptions at the Following Subscriber(s]:

COLOSSUSASECOND
+  Subscription databasze: SR_Test
s Agent location: Subscriber
»  Agent schedule: Ocours every day at 12:00:00 A0, Schedule will be uzed
starting on 7/4/2006
Agent process account: SOLS erverdpent service account
Connection to Distibutor: Impersonate process account
Connection to Subscriber: Impersonate process account

.
.
.
o [nitiglize: Immediately

Help | < Back | st > | Finizh I Cancel |

%

17. When the wizard is finished, click Close.
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Criteria for Completion

This task is complete when replication is running properly. Follow these steps to verify:

1. You should have several records in the ReplicatedType table. To verify that, open a new
query, connect to the Second instance, and execute the following code:

USE SR_Test
SELECT * FROM dbo.ReplicatedType

2. Now add a new record to the Person.AddressType table in the AdventureWorks database
on the default instance. Open a new query, and from the Query menu, select Connection
and Change Connection. Then connect to the default instance.

3. Run the following code to add a new record:

USE AdventureWorks
INSERT INTO Person.AddressType (Name)
VALUES (' Tucson Office')

4. Now you could wait for 24 hours or so for this to replicate, but that is a bit too long, so
you need to run replication manually. To start, expand your default instance server in
Object Explorer.

Expand SQL Agent, and then expand Jobs.

Right-click the job whose name starts with Servername-AdventureWorks-AddressType-
Pub-2, click Start Job at Step, and select step 1.

Click Close when the job is complete.
Next, expand your Second instance in Object Explorer.
Expand SQL Agent, and then expand Jobs.

10. Right-click the job whose name starts with Servername-AdventureWorks-AddressType-
Pub-Servername\SECOND-SR_Test, and click Start Job at Step.

11. Click Close when the job is complete.
12. Run the following query against the Second instance:

USE SR_Test
SELECT * FROM dbo.ReplicatedType
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13. One of the records in the result set should be the new Tucson Office record.

!_,— Microsoft SQL Server Management Studio -8l x|

File Edit View Query Project Tools Window  Community Help

Qneworey BB G/IE I SHD B ERE T,
L3 | et - fEeae v B 10 @ W2 |% 178 D BEED P
orer COLOSSUS\SEC...L Queryl1.sqf* | COLOSSUS. Adv...LQuery12.sg™ | Summary | - X
Connect~ | & m |F TSE SR_Test =
28] Replication monitoring reFrasI;I SELECT * FROM dho.Rep llcatEdTVpel 7
) @ Start Incremental Catalog Po
€] Job Ackivity Moritor
[ Alerks
|1 Operatars
| Proxies
N [ Error Logs
B [ COLOSSUS|SECOND (SQL Server 9.0,20-
1 Databases
£ Security i
[ Server Objects -
3 Replication 4| | r
4 Management 5
[ Motification Services & Resuts | 5| Massagesl
= ﬁj S0L Server Agent AddressTypelD | Name | rowigLid | Modif\edDated
= [ Jobs 2 2 Home ABCZFFE-FOFC-475F-BEBS-CECOB0RAA0F2  1998-06-07 0
% Egtgggﬂg'zg"entwexm"; N E Main Office | SEEEC28C-07A2-4FES-AD0A-42D4A0BBC575  1395-06-01 0
%l Dotaboen Mirm‘:ien”g i 4 |4 Primary 24CB3098-4395-47C4-0605-17B5351 3301 | 1998.06-01 0
] 3ab Actvity Maritar 5 |5 Shipping B29DAFE1943-470A-9044-15C64F4AE3A5 | 19950601 0
[ Alerks E g Archive ABTF2384-5BA2-444B-966C0467EDIC427F  1958-06-01 0
3 Operators 7 7 Tuczon Dffice | 11991B90-2DA5-487E -9502-92B73926FEA2 2008-07-04 1
3 Proxies hd
[ Error Logs P IS | | b
4 N |@ [coLossus\seconD @osPY [COLDSSUS\dminisator (53] [SA_Test (00000 [7 rows
Ready Ln2 ol 33 ch3s INS

Task 2.20: Creating a Merge Publication

When you use merge replication, the merge agent can be centrally located on the distributor,
or it can reside on every subscriber involved in the merge replication process. When you have
implemented push replication, the merge agent will reside on the distributor. In a pull scenario,
the merge agent is on every subscriber.

The following steps outline the merge process and how each agent interacts with the
other agents:

1. Asshown in Figure 2.13, the snapshot agent that resides on the distribution server takes
an initial snapshot of the data and moves it to the subscribers. This move takes place
through the Distribution working folder. The folder is just a holding area for the snapshot
data before it is moved to the subscriber. As stated earlier, you must do this first so you
can apply later transactions.

Subscribers must have the appropriate permissions to access the Distribution
TE working folder on the distribution server.
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How the merge replication process works

Replication can now begin.

ReCode | EmplD Q1 Q2 Q3
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Horizontal Partition
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The merge agent (wherever it resides) will take modifications from the publishers and

apply them to the subscribers.

4. The merge agent will also take modifications from the subscribers and apply them to the

publishers.

5. The merge agent will gather any merge conflicts and resolve them by using triggers.

Merge information will be stored in tables at the distributor. This allows you to track

data lineage.

To track these changes, SQL Server adds some new tables to the publication and sub-
scription databases. The most important of these is the MSmerge_contents table, which is
used to track changes to the replicated table as well as possible conflicts. SQL Server also
creates triggers on the publishing and subscription servers used for merge replication. These
triggers are automatically invoked when changes are made at either of these locations. Infor-
mation about the changes is stored in the database system tables on the distribution server.
With this change information, SQL Server can track the lineage or history of changes made

to a particular row of data.
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P flicts. A horizontally partitioned table based on a region code or some other

% Merge replication is most useful in situations in which there will be few con-
ID is best suited to merge replication.

In this task, you will create a merge publication on the default instance of SQL Server.

Scenario

You work for a medium-sized company that has offices throughout the world. The retail divi-
sion of your company manages shops in various cities. Each shop maintains its own inventory
database. The retail manager in Phoenix wants each of her four shops to be able to share
inventory with each other so employees can pick up a part from another nearby store rather
than wait for a shipment from the manufacturer. To do this, employees at each shop need to
be able to update their local copy of the inventory database, decrement the other store’s inven-
tory, and then go pick up the part. This way, the other store won’t sell its part because the part
will have already been taken out of stock. To accomplish this goal, you have decided to create
a merge publication.

Scope of Task

Duration

This task should take approximately 30 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, and the default instance of SQL
Server configured as a distributor, as shown in Task 2.15.

Caveat

If you still have log shipping enabled on the AdventureWorks database (from Task 2.10), you
will need to disable it. Here’s how:

1. Open SQL Server Management Studio, and connect to the default instance.

2. Expand Databases, right-click AdventureWorks, point to Tasks, and click Ship Transac-
tion Logs.

3. Uncheck the box next to Enable This as a Primary Database in a Log Shipping Configuration.
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4. Click Yes in the subsequent dialog box, and then click OK.

5. Click Close when the configuration is complete.

Procedure

In this task, you will create a merge publication on your default instance of SQL Server on the
ProductionCulture table in the AdventureWorks database.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, and the default instance of SQL
Server you configured as a distributor in Task 2.15.

Details

Follow these steps to create a merge publication on the Production.Culture table:
1. Open SQL Server Management Studio, and connect to your SQL Server.

2. Expand Replication, right-click Local Publications, and click New Publication. This
brings you to the New Publication Wizard welcome screen.

Click Next to continue.

On the Publication Database screen, highlight AdventureWorks, and click Next to
continue.

§° Mew Publication Wizard =10/

Publication Database
Choose the database that containg the data or objects you want ta publish.

Databases:

Sales
Test

Help < Back | Mext > I Eiriishi >3] Cancel |




216 Phase 2 - Implementing High Availability and Disaster Recovery

5. On the Publication Type screen, you can choose what type of publication to create. For
this task, choose Merge Publication, and click Next to continue.

> New Publication Wizard i =] |

Publication Type
Chooze the publication type that best supparts the requirements of your
application.

PBublication type:
‘" Snapshat publication
Tranzactional publication
X Tiansactional publication with updatable subscriptions

publication

Publication type descriptions:

The Publisher streams transactions to SOL Server Subscribers after they receive an ;I
initial snapshot of the published data. Transactions ariginating at the Subscriber are
applied at the Publisher.

Merge publication:

The Publisher and Subscribers can update the published data independently after
the Subscribers receive an inltial shapshat of the published data. Changes are
merged periadically. Microsoft SOL Server Mobile Edition can only subscribe ta
merge publications.

Help | < Back | Mest > I Eirish >3] | Cancel |/
%

6. On the next screen you are asked what version of SQL Server the subscribers are running.
This is because different versions of SQL Server handle merge replication differently. In
this case, check only SQL Server 2005, and click Next.

lew Publication Wizard 10l x|

Subscriber Types
Specify the SHL Server versions that will be used by Subscrbers to this
publication

The wizard will configure the publication to include only functionality supparted by all specified
Subscriber lypes.

e i
[~ SOL Server 2005 Mobile Edition
Requires shapshat files to be in character farmat.

[~ S4L Server 2000

Lagical recards, replication of DDL changes. and certain optimizations for filtered
publications are not supported,

I~ 30L Server for Windows CE

The SGL Server 2000 restrictions apply: also requires snapshot files to be in character
format.

Help | < Back | Mext > I Eitiisty 3] | Canecel |/

7

7. Onthe Articles screen, you can select what data and objects you want to replicate. Expand
Tables, and check the Culture box.
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8. You can also set the properties for an article from this screen. Make sure Culture is
highlighted, click Article Properties, and then click Set Properties of Highlighted Table
Article.

9. Notice all of the defaults, but do not make any changes; click OK.
=0 x|

£ Froperfes | Resalver
Agticle name: |Cultura
Properties:
Copy full test indexes False -
Copy =L %50 True
Copy =ML indexes True
Copy pemissions False

E Destination Object
Drestination object name Culture

[Drestination object awrer Production

Action if name is in use Drop existing object and create a
Synchronization direction Bidirectional

Partition optiohs Overlapping

Convert data types False

Create schemas at Subscribe True
Corwert ML to NTEXT False
Convert MAx data types to b False
= Identification
Drescription -

Description
The description of the article.

(1] I Cancel Help |

10. Back at the Articles screen, click Next to continue.

-loix]

Articles
Select tables and other objects to publish az articles. Select columns to filker
tables.

Objects ta publish:

] Tables NNE i .
H rticls Properties ¥

[0 éddress [Person) | SR |

D:I AddressType (Person] ™ Highlighted table is download-only

O awBuildversion [dha)

O 1 EillOft aterials [Production)
[ Contact [Person) r Shaw only checked objects in the
-] ContactCrediCard (S sles) list

O3 ContactType (Persar)

O 7 CountryRegion (Person)

O CountryRegionCurency [Sales)

[ CreditCard (Sales)

[ Culture [Praduction)

1 Cunrercy [Sales)

O CurrencyRiate [Sales)

[ Customer [Sales)
1T Cisborert drirss 15 ales] _ILI
| | »

Help | < Back | Mext > | FEirigh»2| Cancel |

4
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11.  On the next screen, you are reminded that a uniqueidentifier column will be added to the
replicated table. Click Next to continue.

il

Article Issues
The following issues may require changes to your application to ensure it
continues to operate as expected

lssues:

Diescription:

Al merge articles must contain & uniqueidentifier column with a unique index and the -
ROWGUIDCOL property. SOL Server adds a uniqueidentifier column to published tables
that da nat have one when the first snapshot is generated,

Adding a new column will
» Cause INSERT statements without column lists to fail
» Increase the size of the table
» Increase the time required to generate the first snapshat

SOL Server will add a uniqueidentifier column with a unique index and the
ROWGUIDCOL property to each af the following tables.

[Production]. [Culture] LI

Help | < Back | Mest > I Eirish >3] | Cancel |

4

12. On the next screen, you can filter the data that is replicated. You do not want to filter the
data in this case, so click Next to continue.

=loixl

Filter Table Rows
Add filters to published tables. Extend the filters to ather tables by adding joins.

Filtered Tables:
Click Mext if you do not need ta filker the data in your publication. Add -

Click Add to begin filkering vour publication. Edit... |

Filter: I

Help | < Back | Mext > I Eitiisty 3] Canecel |

4
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13. On the Snapshot Agent screen, check the box to create a snapshot immediately, and check

the Schedule the Snapshot agent to run at the following times. Leave the default schedule,
and click Next.

-loix]

Snapshot Agent
Specify when to iun the Snapshat Agent.

Subscriptions are initialized with a shapshot of publication schema and data. The
Snapshot Agent creates the snapshat.

i

¥ Schedule the Snapshot Agent to run at the following times:

Ocours every 14 dav(s) at 12:05:00 AM. Scheduls will be Change...
uzed starting on /5420086,

If you plan to change the snapshot properties, do not stait the Snapshot Agent until after
you change the properties in the publication property dialog bow,

Help | < Back | Mext > I Eiriigh 2] | Cancel |

A

14. On the Agent Security screen, you are asked how the agents should log in and access data.
To set this for the snapshot agent, click the Security Settings button next to Snapshot Agent.

15. Ordinarily you would create an account for the agent to run under, but to make the task
simpler, you will run the agent using the SQL Server Agent account, so select the radio
button for that option, and click OK.

Snapshot Agent Security 5[

Specify the domain or machine account under which the Snapshot Agent process will run.

£~ Run undsr the following *Windows account:

Process aooount: |

Example: domainaccount

Password: I

LCaonfirm Password: |

o i Run under the SOL Server Agent service account [This is nat a recommended security best |
i practice.|

Connect to the Publisher

¥ By impersonating the process account

= Using the following SAL Server lagin

Lagin: |

Paszword: I

Confirm Password: I

(1] I Cancel Help
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16. Back at the Agent Security screen, click Next to continue.

3 New Publication Wizard o [=[ o3

Agent Security
For each agent, specify the account under which it will run and its connection
settings.

Snapshat Agent;

ISQL Server Agent account £ Secunty Settings...

Help | < Back | Mest > | Einish 2| | Cancel |

4

17. On the Wizard Actions screen, you can have the wizard create the publication, write a
script to create the publication that you can run later, or do both. Leave the Create the
Publication box checked, and click Next to continue.

3 New Publication Wizard o [=[ o3

Wizard Actions
Chooze what happens when vou click Finish,

Ak the end of the wizard
i

I” Generate a script file with steps to create the publication

Help < Back | Mest > I Einish 2| Cancel |

%
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18. On the Complete the Wizard screen, you need to enter a name for the new publication,
so enter CulturePub, and click Finish.

s New Publication Wizard _ gl x|

Complete the Wizard
Werify the choices made in the wizard and click Finish.

Publication name: CulturePub

Llick. Finish to perform the following actions:

+  Create the publication.

A publication will be created with the following options:
+  Cieate a merge publication from database ‘Adventurehw/orks’.
+  The Snapshot Agent process will run under the 'SOL Server Agent service' account,
+  Publish the following tables az articles:
+  'Culture’
+  Cieate a shapshot of thiz publication immediately after the publication is created,

Help | < Back | et > | Finish I Cancel |

4

19. When the wizard is finished, click Close.

Criteria for Completion

This task is complete when you have created a merge publication based on the Production.Cul-
ture table in the AdventureWorks database on the default instance of SQL Server. To verify this,
follow these steps:

1. Open SQL Server Management Studio, connect to your SQL Server, and expand Repli-
cation. You should see the CulturePub publication listed.

icrosoft SOL Server Management Studio =7 5[

File Edit Miew Project Tools Window Community Help

-,

:J_ few Query | |

¥

g

B & 5|0

Summary ] - X

e ER-a ¢ List [+ &l repart ~

Connect~ | @0 m (4 T

=] m COLOSSUS (5QL Server 9.0.2047 - COLOSS
1 Databases i . -
e .| Local Publications
[ Server Objects COLOS5US ReplicationiLocal Publications 3 Tkem(s)
= [ Replication

B3
[AdventureWorks]: CategoryPul Name |

[AdventureWorks]: AddressTym (S [Adverturewarks]: CategoryPub
[Adventureworks]: CulturePub &l [adventureorks]: AddressTypePub

3 Local Subscriptions ﬂ [Adwenturetorks]: CulturePub
[ Management

[ Motification Services
L% S0L Server Agent
[} COLOSSUSISECOND (S0L Server 9.0,2047 -
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2. Right-click CulturePub, and click Properties. The type should be Merge.

4 Publication Properties - CulturePub gl x|
Select apage 23 Sarpt - ll-,j Help

27 General

\_J Articles Identification

] Filter Rows

I3 Snapshat Nare:

'i_‘a FTF Snapshot and Intemet
) Subscription Options

o Publication Access List Description: Merge publication of database Adventurehyorks' from Publisher
) Agert Security COLOSSUS.

Diatabasze: IAdvEntureWnrks

Tppe: erge

Subszcription expiration

{+ Suhscriplions expire and may be dropped if not spnchronized in the following interval
Replication metadata iz never kept longer than this amount of time.

Intervak 14 33 Days hd

" Subscriptions never expire. Heplication metadata is kept permanently or until the publication
iz dropped.
Server: COLOSSUS

Compatibility level

Corinection:
COLOSSUS \Administratar Subsgribers must be servers runnhing the following version of SHL Server or later:

2 Yiew connection properties

Progress

Ready

|50L Server 2005 |

3. Click OK.

Task 2.21: Subscribing to a
Merge Publication

After you have created a publication, you can configure one or more servers as subscribers. In
this task, you will subscribe to a merge publication.

Scenario

You work for a medium-sized company that has offices throughout the world. The retail
division of your company manages shops in various cities. Each shop maintains its own
inventory database. The retail manager in Phoenix wants each of her four shops to be able
to share inventory with each other so employees can pick up a part from another nearby
store rather than wait for a shipment from the manufacturer. To do this, employees at each
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shop need to be able to update their local copy of the inventory database, decrement the
other store’s inventory, and then go pick up the part. This way, the other store won’t sell its
part because the part will have already been taken out of stock. You have already configured
a merge publication to which you must now subscribe.

Scope of Task

Duration

This task should take approximately 30 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Second instance of SQL Server installed in Task 1.2, the AdventureWorks database installed
with the sample data, the default instance of SQL Server you configured as a distributor in
Task 2.15, and the merge publication you configured in Task 2.20.

Caveat

Make sure the SQL Agent service for the Second instance is set to start automatically before
starting this task.

Procedure

In this task, you will create a pull subscription to the merge publication on your default
instance of SQL Server.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Second instance of SQL Server installed in Task 1.2, the AdventureWorks database installed
with the sample data, the default instance of SQL Server you configured as a distributor in
Task 2.15, and the merge publication you configured in Task 2.20.

Details

Follow these steps to create a pull subscription to the merge publication on the default instance
of SQL Server:

1. Open SQL Server Management Studio, and connect to the Second instance by selecting it
from the Server Name drop-down list.

2. Expand Replication, right-click Local Subscriptions, and click New Subscription. Click
Next to continue. This brings you to the New Subscription Wizard welcome screen.
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3.  On the Publication screen, select the default instance of your server from the Publisher
drop-down list. Select CulturePub from the Databases and Publications list, and click
Next to continue.

= New Subscription Wizard i =] |

Publication
Chooze the publication for which you want to create one or more subscriptions.

PBublizher:
|coLossus |

Databases and publications:
B[ Adventureh/orks

AddrezzTypePub
CategorpPub

- G

4. On the Merge Agent Location screen, you are asked which machine should run the rep-
lication agents—at the distributor or at the subscriber. Because you want to create a pull
subscription, select the Run Each Agent at Its Subscriber option, and click Next.

= New Subscription Wizard i =] |

Merge Agent Location
Chooze where ta run the Merge Agent{z].

For the subscriptions | create in this wizard:

£ Aun all agents at the Distributor, COLOSSUS (push subscriptions]

This option makes it easier to administer the synchronization of subscriptions centrally,

+ {Hiun each ageni al its Subscriber (pull subschptions)

Thig option reduces the processing overhead at the Digtibutor and lets each
Subscriber administer the spnchronization of its subscription.

Run the wizard mare than once if you want some agents to run at the Distibutor and some ta
run at Subscribers.

Help | < Back | Mest > I Eirish >3] | Cancel |

4

5.  On the Subscribers screen, you can choose a subscriber for the publication. Check the box
next to your server.

6. Then the drop-down list is populated with all the available databases on the subscriber.
Select New Database from the list to open the New Database dialog box.

7.  Enter MR_Test in the Database Name box, and click OK. Then click Next.
=101

Subscribers
Choose one or more Subscribers and specify each subscription database.

Subscribers and subscription databases:

| Subscriber < | Subscription Database
¥ COLOSSUSYSECOMD
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8. Onthe next screen you need to set the merge agent security. To do so, click the ellipsis (...)
button in the Subscription Properties list.

9. Ordinarily you would create an account for the agent to run under, but to make the task

simpler, you will run the agent using the SQL Server Agent account, so select the radio
button for that option, and click OK.

Merge Agent Security x|

Si” Run under the following ‘windows account:
%

Frocess account: I

Example: domaintaccaunt

Pasgword: |

LConfirm Password: I

& {Run under the SOL Server Agent service account [This 5 not a recommended seconty best
i praclice. |

Connect to the Publisher and Distributor

* By impersonating the process account

" Using the following SAL Server login

Login: I

Password: I

Canfirm pazsword: I

The lagin used to connect ta the Publisher must be a member of the Publication Access List

Connect to the Subscriber

[c) By impersonating the process account

€ Using a S0L Serverlagin

The connection ta the server on which the agent iuns must impersonate the process account
The process account must be a database owner of the subscription database.

J -z Microsoft SQL Server Ma... I é] Mew Subscription Wizard I -z Merge Agent Security

10. Back at the Merge Agent Security screen, click Next to continue.

i

Merge Agent Security
Specify the process account and connection options for each Merge Agent.

Subscription properties:

Agent for Subscriber = | Connection to Publisher ... I Connection ko Subscriber | |
COLOSSUS,SECOND Impersonate process ac...  Impersonate process ac... E

11. The next step is to set the synchronization schedule, so select Define Schedule.
12. In the New Job Schedule dialog box, make these changes:
=  Under Frequency, set Occurs to Daily.

Under Daily Frequency, select Occurs Every, and set the interval to 10 minutes.
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ENEW Job Schedule - ol x|
MName: | Jabs i Schedule
Schedule type: IHeculring ﬂ ¥ | Enatiled
Ore-time occurmrence

Date: I 74 7/2008 'I Time: 7.51.06 PM =
Frequency

Ocours: IDa‘I}' .I

Recurs aveny |1 3: day(s]
Doaily frequency

" Dccurs once at: |12:UU ==

& Dceurs every: - in Starting at: |12:DD:UU =

Ending at: |11-55-55 PM =

Diuration

Start date: [ =] ' End date: [F77mme =

& MNoend date

Summary

Description; Clcours every day every 10 minute(s] bebween 12:00:00 AW and 11:558:59 PM. Schedule will be :I

uzed starting on 74772006,
(1] I Cancel Help:
| 4
13. Click OK.
14. Back at the Synchronization Schedule screen, click Next.
i
Synchronization Schedule
Specify the synchronization schedule for each agent.
Agent scheduls:
Subsoriber o | Agent Location | Agent S chedule |
COLOSSUSHSEC..  Subscriber Oceurs every day eveny 10 minute(s] betw...

15. On the next screen, you can tell SQL Server when to initialize the subscription, if at all.
If you have already created the schema (an empty copy of the database to be replicated)
on the subscriber, then you do not need to initialize the subscription. In this case, you
should select Immediately from the drop-down list, make sure the Initialize box is

checked, and click Next to continue.

= New Subscription Wizard

Initialize Subscriptions

Specify whether to initislize each subscription with a snapshot of the publication

data and schema,

=3I

Subszcription properties:

Subscriber = | Initizlize |\mti ize 'When

COLOSSUSSSECOMD !
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16. The next screen shows you how conflicts will be resolved when they occur. In this case,

select the defaults, and click Next.

B New Subscription Wizard

Subscription Type
Specify the twpe of each subscription and assign a priority for conflict resolution,

- 1O %]

Subscription properties:

Subscriber = | Subscription Tppe | Friority for Conflict Resalution

COLOSSUSNSEC

irst to Publisher wirs

17. On the Wizard Actions screen, you can have the wizard create the subscription, write a
script to create the subscription that you can run later, or do both. Leave the Create the

Subscription box checked, and click Next to continue.

B New Subscription Wizard

Wizard Actions
Choose what happens when you click Finish.

I (=]

Atthe end of the wizard:
B

s

" Generate a script file with steps to create the subscription[s]

18. On the Complete the Wizard screen, review your options, and click Finish to create the

subscription.

B New Subscription Wizard

Complete the Wizard
Werify the choices made in the wizard and click Finish.

=B x|

Click Finish to perform the following actions:

+  Create subscription(s),

Create subscriptions at the following Subscriber(s]:

COLOSSUSASECOND
+  Subscription database: MA_Test
Agent location: Subscriber
Agent schedule: Bun on demand only
Agent process account: SOLServerfgent service account
Cannection to Publisher & Distributor: Impersonate process account
Connection to Subscriber: Impersonate process account
Initialize: Immediately
Type: Client

e e e e e

Create a subscription to publication 'CulturePub’ from Publisher "COLOSSUS".

Help | < Back |

I

et >

Cancel |

4

19. When the wizard is finished, click Close.
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Criteria for Completion

This task is complete when replication is running properly. Follow these steps to verify:
1. You should have several records in the Culture table. To verify that, open a new query,
connect to the Second instance, and execute the following code:
USE MR_Test
SELECT * FROM Production.Culture

2. Now add a new record to the Production.Culture table in the AdventureWorks database
on the default instance. Open a new query, and from the Query menu, select Connection
and Change Connection. Then connect to the default instance.

3. Run the following code to add a new record:

USE AdventureWorks
INSERT INTO Production.Culture (CultureID, Name)
VALUES('DE', 'German')

4. Wait about 10 minutes, and run the following query against the Second instance:

USE MR_Test
SELECT * FROM Production.Culture

5. One of the records in the result set should be the new DE record.

l_,; Microsoft SQL Server Management Studio -8l x|
File Edit View Query Project Tools Window  Community Help
Qtewouery [y B DB S H@ B EBRES,
U = WY | MR _Test | ¥ Exece o W D | R | AL | ET & =
Er COLOSSUS\SECO...QLQuery2.sqb* |~ COLOSSUS. Adve.  .QLQueryl.sql* | Summary | - X
Connect~ | & m |F USE MR_Test =
@ [AdventureWorks];I SELECT * FROM Production.Culture =
ﬂ' [adventuretvorks]
[ Local Subscriptions
[ Management
[ Motification Services
[ sQL Server Agent
Bl [y COLOSSUSISECOND {501 Sery
= [ Databases
[ System Databases o
] Database Snapshots
U AdventureWorks {Stan -
. Sales (Mirror, Synchror 4 | »
| ) SR_Test -
TR Test [ Results | Ga Messagesl
| ) MR_Test CulturelD | Narne | IodifiedDate | TowgLid -
[ Security 1] Irwarniant Language (Invaniant Country) | 1992-06-01 00:00:00.000  155122E2-920C-DB11-32C
S Ze“;er tObJSCts 2 = Arabic 1998-06-01 00:00:00.000  105122E 2-980C-DE11-96C
eplication = o
[ Local Publications (3 | DE Dutch 2006-07-07 20:20:10.817 - 100D2084-900C-DE11-531
[ [ Local Subscriptions (4 |en English 1998-06-01 00:00:00.000  125122E2-980C-DE11-98
=[ [SR_Test] - [COLO) 5 es Spanish 1938-06-01 00:00:00.000  165122E2-930C-DEB11-98C
TR_Test] - [COLO E fr French 1998-06-01 00:00:00.000  135122E2-930C-DE11-38C
MR _Test] - [CoLC | [5, 1. TR L 6nn e A1 ARON.O0 ABN_ 1 4E190T 8 ARAE PR r:rlﬂ
[ Management Ll T b
e Nnt'f'iam” i _,l—l (@ Duew. [COLOSSUS\SECOND (305PT)  [COLOSSUS‘Adminstiator (57)  |MA_Test [00:00:00 |3 raws

Ready Ln3 ol 1 chil INS
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6. Now to test replication from the subscriber back to the publisher, run the following code
on the Second instance to add a new record:
USE MR_Test
INSERT INTO Production.Culture (CultureID, Name)
VALUES('AL', 'Albanian')

7. Wait about 10 minutes, and run the following query against the default instance. You
should see the new AL record.
USE AdventureWorks
SELECT * FROM Production.Culture

l__.:-_. Microsoft SQL Server Management Studio ;lilﬁl

File Edit View ©Query Project Tools Window Community  Help

Quewawery | Ly |35 B3 S W@ B EBRE T,

10 =d Hg7 | adventuretorks - | P Execute o W5 k| w2 | AL |27 0y @éj&_] =g
CObjec! i COLOSSUS. Adv...L Query14.sql* | COLOSSUSISEC.. LQueryl3.sql* | s X
Connect~ | @8 m (4] T USE Adventurellorks =
+ i =
[ [ Prosies ;I SELECT FROM Production.Culture

| Error Logs
=] La COLOSSUS\SECOND (SQL Server 9.0.2047 - COLOS
[ Databases
[ Security
[ Server Objects
= [ Replication
[ Local Publications
=1 [ Local Subscriptions
|55 [TR_Test] - [COLOSSUS] [Adventureic
H: [SR_Test] - [COLOSUS] [Adventureiwc -
|5 [MR_Test] - [COLOSSUS]. [Adventurei | | Ll_l
[ Management
[ Wotification Services

[ Results | BE MessageSl

= L% SQL Server Agent CulturelD | Mame | ModifiedD ate | [owgL =
Bl [ Jobs 1 Invariant Language [Invariant County] | 1998-06-01 00:00:00.000 © 1551;
% Egtgggﬂ2'2:"E”E“’emm“kz'zdtdfemz 2 Albarian 20060705 20:17:50.367 | 70591
g -Adventurevworks-Categoryl " g 5!
B coLossUs-Advertureworke-CulturePut 3 | Arabic 1998-06-01 00:00:00.000 1051
5 Database Mirraring Moritor Job 4 | oE German 2006-07-05 20:14:31.430 1000
4] Job Activity Manior 5 |en English 1998-06-01 00:00:00.000  1251:
[ Alerts B |es Spanish 1998-06-01 00.00:00.000 1651
[ Operatars B} . el 4 EAMAR AT AR ARAA AR 1—.:';|
[ Proxies < | 3

=
d m'_'E"”’L”T _,l—l @‘mmssusmnsm] COLOS5US Admirishator [5E] ‘Adventura\l\f’nrks |nu-nn-un

Ready Ln2 Col1 INS

Task 2.22: Resolving Merge Conflicts

Performing updates to the same records at multiple locations causes conflicts. To resolve these
conflicts, SQL Server 2005 uses the MSmerge_contents table and some settings from the pub-
lication itself.
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When you first create a merge publication, you can choose from three levels of conflict res-
olution tracking in a merge publication:

Row-level tracking In row-level tracking, any change to an entire row on multiple subscrib-
ers is considered a conflict. If one subscriber modifies data in ColA and another modifies data
in ColB on the same row, then SQL Server considers this a conflict.

Column-level tracking In column-level tracking, any change to a single column on multiple
subscribers is considered a conflict. If one subscriber modifies data in ColA and another mod-
ifies data in ColB on the same row, it is not viewed as a conflict. However, if they both modify
ColA on the same row, then SQL Server considers this a conflict.

Logical record-level tracking This is new to SQL Server 2005. Using a JOIN statement, you
can create logical records to replicate. This means you can combine data from multiple tables
to replicate as a single, logical table. Using this level of conflict tracking tells SQL Server that
if users at multiple subscribers modify the same data in any of the joined tables, then there is
a possible conflict.

When the publication is created, changes to the data are tracked in the MSmerge_contents
table. If you are using record-level tracking, then the metadata about the changes are stored
in the lineage column; if you are using column-level tracking, then the COLV1 column is also
used. Using this lineage, the merge agent evaluates the current values for a record or column
and the new values to determine whether a conflict exists. If a conflict does exist, SQL Server
considers two more important factors before resolving it.

First, when you create a subscription to the publication, you can also set the priority for the
subscription. When there is a conflict, subscribers with higher priority win out over subscrib-
ers with lower priority, and the higher-priority change is replicated to all subscribers. The
lower-priority change is logged to the MSmerge_conflicts_info table and, if there is an INSERT
or UPDATE conflict, the conflict_publication_article table.

Second, you have a choice of resolvers to use when creating a new publication. If you use
the default resolver, then SQL Server will automatically resolve the conflict, apply the winning
changes to all subscribers, and notify you of a conflict. If you choose a manual resolver, then
you will have to manually choose the winning changes and apply them yourself. The manual
option works best only if you have a complex merge replication scenario that requires com-
plex business logic.

When you begin to customize the conflict resolution process, I suggest you store both the
record that is converged and the conflicting records that were not converged. This allows you
to manually test and optimize your triggers. Note that covering how to create and modify trig-
gers is beyond the scope of this book. For more information, see the SQL Server Books Online
or Mastering SQL Server 2005 (Sybex, 2006).

In this task, you will create and resolve a conflict in a merge subscription.

Scenario

You have created a merge publication and a corresponding subscription so employees at each
of the four shops in Phoenix are able to share inventory with each other and automatically affect
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inventory. This has been working fine for some time, but recently two of the stores tried to get a
part from a third store at the same time. This has caused a merge conflict that you need to resolve.

Scope of Task

Duration

This task should take approximately 30 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Second instance of SQL Server installed in Task 1.2, the AdventureWorks database installed
with the sample data, the default instance of SQL Server you configured as a distributor in
Task 2.15, the merge publication you configured in Task 2.20, and a subscription to the merge
publication you configured in Task 2.21.

Caveat

This task doesn’t have any caveats.

Procedure

In this task, you will create and resolve a merge conflict.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Second instance of SQL Server installed in Task 1.2, the AdventureWorks database installed
with the sample data, the default instance of SQL Server you configured as a distributor in
Task 2.15, the merge publication you configured in Task 2.20, and a subscription to the merge
publication you configured in Task 2.21.

Details
To create a merge conflict, follow these steps:

1. First you will update a record in the Production.Culture table in the AdventureWorks
database on the default instance. Open a new query, and from the Query menu, select
Connection and Change Connection. Then connect to the default instance.

2. Run the following code to update an existing record:

USE AdventureWorks
UPDATE Production.Culture SET [Name] = 'Dutch' WHERE CultureID = 'DE'

3. Now you will update the same record in the Production.Culture table in the MR_Test
database on the Second instance. Open a new query, and from the Query menu, and select
Connection and Change Connection. Then connect to the Second instance.
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4. Run the following code to update an existing record:
USE MR_Test
UPDATE Production.Culture SET [Name] = 'Danish' WHERE CultureID = 'DE'

5.  Wait about 10 minutes for the updates to apply before moving on to conflict resolution.

To view and resolve the conflict, follow these steps:

1. In Object Explorer, expand Replication » Publications, right-click the [AdventureWorks]:
CulturePub publication, and click View Conlflicts.

2. Inthe Select Conflict Table dialog box, double-click the Culture(1) listing. The (1) denotes
that there is one conflict.

+|+select Conflict Table =10l x|

Databaze;

IAdvEnlureWnrks j

Publication:

[CuiturePLB(COLOS5US Adverturzworks) |

Tables with conflicts:

3. Inthe Replication Conflict Viewer, click the line under Conflict Loser in the top grid. This
will change the data on the bottom to show you which record is the winner (currently dis-
played in all databases) and which is the loser (not shown to anyone).

+|+Microsoft Replication Conflict ¥iewer for "AdventureWorks® -- ‘[Production] _1al x|
File Wiew Records Help

Databass: Adventuretarks | Publiation: [CubwePublCOLOS 7| Table:  [Culure j|

Conlflict loser #- I Conflict lype | Date I E ?
COLOSSUSYSECOND.MR... ¢ 1(Update conflict] 74742006 8:40:20 PM
Select Al
Select None
Remave

The same row was updated at both 'COLOSSUS Adventurewarks' and - 3
'COLOSSUSYSECOND MA_Test'. The resolver chose the update from 'COLOSSUS Adventureiorks' - —

Column hame | Conflict winmner | Conflict loger

CulturelD DE | DE =
MNarne Dutch | Danish oo |
ModifiedDate 7/7/2008 8:33.16 PM o | 74772006 83315 PM |
rovguid 100d2082-9d0c-db11-98c4-0003.. ... | 100d2085-9d0c-db11-98cd-0003... ... |

I Log the details of this conflict. Suibrmit Winner | Subrnit Loser

|Connected to server COLOSSUS' |Filtered Conflicts: 1 [Total Conflicts: 1 4

4. Click the Submit Loser button to accept the losing record and discard the winning record
(that is, if Dutch is the winner, change it to Danish).

5. Click OK in the subsequent dialog box, and click OK again to exit the Replication
Conflict Viewer.
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Criteria for Completion

This task is complete when you have successfully created and resolved a conflict in a merge
publication as outlined in the preceding steps.

Task 2.23: Monitoring Replication

You can administer your publishers, subscribers, and publications as well as the different rep-
lication agents through the Replication Monitor utility. You can also look at agent properties
and histories and even set replication alerts with this utility.

The Replication Monitor resides on the computer where the distribution server has been
installed and gathers replication information about the different replication agents. This includes
the agent history with information about inserts, updates, deletes, and any other transactions
that were processed. Through the Replication Monitor, you can also edit the various schedules
and properties of the replication agents.

In this task, you will use the Replication Monitor to work with the replication agents.

Scenario

You have created several publications on your server at corporate headquarters, and you have
created several subscriptions on servers throughout your enterprise. Many of these servers are
scattered geographically, so it is difficult for you to go there in person to work with the sub-
scriptions. To monitor and configure the publications and subscriptions remotely, you have
decided to use Replication Monitor.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Second instance of SQL Server installed in Task 1.2, the AdventureWorks database
installed with the sample data, the default instance of SQL Server you configured as a dis-
tributor in Task 2.135, the transactional publication you configured in Task 2.16, and a sub-
scription to the transactional publication you configured in Task 2.17.

Caveat

This task doesn’t have any caveats.
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Procedure

In this task, you will use the Replication Monitor to view replication status. You will insert a
tracer record to monitor performance and set up a replication alert.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Second instance of SQL Server installed in Task 1.2, the AdventureWorks database
installed with the sample data, the default instance of SQL Server you configured as a dis-
tributor in Task 2.135, the transactional publication you configured in Task 2.16, and a sub-
scription to the transactional publication you configured in Task 2.17.

Details
To configure replication properties using the Replication Monitor, follow these steps:

1. Open SQL Server Management Studio on the distribution server, which is the default
instance.

Right-click Replication, and select Launch Replication Monitor.
Expand your server to view the publications available.

¥ Replication Monitor =181

Fle Action Go Help

[=] '_'L-h Fiephcalmn tanitar Last refresh

E‘Ea My Publishers
e-g

-8l [adventurelw/orks] AddressT, I

Publications I Subseription atch List | Comman Jabs |

. [Adventurewarks] Categonyt I Status | Publication I Subscriptions | Syﬂchmnizingl Current Ave... I Current wor... |
8 [Adventure'works], CulturePu i Ok [Bdventure... 1 o
& oK [Adventure... 1 0 Excellent Excellent
@ oK [Adventurs... 1 0

4. Switch to the Subscriptions Watch List tab. From here you can view reports about the per-
formance of all publications and subscriptions that this distributor handles.

¥ Replication Monitor =12

File Action Go Help

EI-'L-U FEep\icaliDn Moritor
=-E] My Publishers
=-E* COLOSSUS

Publications ~ Subscription ‘Watch List I Common Jobs I

| [Adventurevworks] AddressT, Show
[adventureWarks] Categanyf IShnw Tranzactional Suhscnphnnsj e IAII subscriptions j
8 [Adventurgw/orks]. CulurePu | status | Subscription | Publicatian | Performance | Latercy |

ﬂ Running [COLOSSUSAS [Adventureiw/ar Excellent 00:00:00
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Switch to the Common Jobs tab. On this tab, you can view the status of replication jobs
that affect all publications and subscriptions handled by this distributor.

Replication Monitor

=l ]

File Action Go Help

= -'L-U F}ephcat\on Monitor
E||:a Iy Publishers

2.3 COL0SSUS Publicaliunsl Subseription Watch List  Common Jobs I

{igventurﬁmﬂ E‘dd'E“TF- Jobs common ta all publications on this Publisher:

i venture'works]: Category

LS8 [Adventuretworks]: CultursPu | Status | Job | Last Start Time | Duration
Ll) i Not running Replication agents ch... 7/7/2006 3.00:06 PM  00:00:08
(#) Mot unring Expired subscripion ... 7/6/2006 T:.0713PM  00:00:08
L'J Never started Fieplication monitorin
(8) Mot unring Agert history cleanu.. | 7/7/2006 3.00:06 PM - 00:00:08
L'J MNever started Reinitialize subscriptio
Q) Mat running Distribution clean up: ... 7/7/2006 8:55:01 PM 00:00:02

Select the CategoryPub publication in the left pane.

On the All Subscriptions tab, you can view reports about all the subscriptions for this par-
ticular publication.

% Replication Monitor

(=[x
File Action Go Help
= "31*‘1 Replication Maritar Retrigving data from Distributar. Fle bea
B 65 My Publishers P -
Eg_ a.. COL0SSUS All Subscriptions | Tracer TDansI Warhings and Agenlsl
ol [Adventureworks]: AddressTypePub Show: - ~
BT b, =how: IAII subscriptions J
9 [Adventurzworks]: CulriePub | Status I Subscription I Performance Latency I
i Running [COLOSSUSHNSEC..  Excellent 00:00:00

Switch to the Tracer Tokens tab. From here you can insert a special record called a tracer
token that is used to measure performance for this subscription.

To test it, click the Insert Tracer button, and wait for the results.

% Replication Monitor

File Action Go Help

=- 'EIU F}epl\cahnn Manitor

= Eg;;"’ Féébtz?;us All Subscriptions  Tracer Tokens | Wanings andAgEnlsI
L] [Adventuewarks] AddressTypePub
[Adventureiwarks]: CategoryPub
E [Adventurswarks]): CulturePub

Tracer Tokens measure latency from Publisher ta Distributor, Distributor to Subscriber, and the
total latency. Click here for maore information.

i) Insert Tracer Time inserted. |7/16/2005 61453 FM =

| | Subscription | Fubligher ko Distrib... | Distributor to Subsc..| Total Latency |
{ [COLOSSUSASEL 00:00:02 00:00:04 00:00:06

10. Switch to the Warnings and Agents tab. From here you can change settings for agents and

configure replication alerts.
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11. Click the Configure Alerts button, select Replication: Agent Failure, and click Configure.

Configure Replication Alerts gl x|

Beplication alerts:

Fieplication ‘' aming: Long merge over dialup connection [Threshold: mergeslownduration]
Replication Waming: Long merge over LAN connection [Threshold: mergefastunduration]
Replication Waming: Slow merge aver dialup connection [Threshold: mergeslowrunzpeed]
Replication Waming: Slow merge aver LAN connection [Threzhold: mergefastunspesd]
Replication Waming: Subscription expiration [Threshold: expiration]
Replication Waming: Transactional replication latency (Thieshald: latency]
ication: agent custom shutdown

t failure:
Replication: agent retry
Replication: agent success
Replication: expired subscription dropped
Replication: Subscriber has falled data validation
Fieplication: Subscriber has passed data validation
Fieplication: Subscription reinitialized after validation failure

Clase |

12. Notice that this opens a new alert dialog box (which I will discuss in Phase 3). Check the
Enable box, and click OK to enable this alert.

] i * alert properties =10] x|
Slect apage S Script m Help
140 General
“A Response —— r
' Options Mame: IFlElecallUn. agent failure
AR Histary Tipe: ISQL Server event alert j

Event alert definition

Databaze name: I(all databases> j

Alerts will be raised based o

' Egor number: IT 4151

" Severiy: IUUW - Mizzellaneous System [nfamation j

™ Raise alert when message contains:

M eszage text: I

Connection

Server
COLDSSUS

Cornechion:
COLOSSUS Administratar

2 View connection properties

Ready

Cancel

4

13. Click Close to return to Replication Monitor.
14. Close Replication Monitor.
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Criteria for Completion

This task is complete when you have successfully viewed and configured replication properties
using the Replication Monitor. Many of these steps are self-explanatory, but you can follow
these steps to verify that you have successfully configured the replication alert:

1.  Open SQL Server Management Studio on the distribution server, which is the default
instance.

In Object Explorer, expand your server, and then expand SQL Server Agent.
Click Alerts, and you should see the Replication: Agent Failure alert in the right pane.

_‘ Microsoft S0L Server Management Studio == ﬂ

File Edit Wiew Project Tools  Window Community  Help

Huewoey | BE5D LSS BEBES

t
Connect~ | @ m (9 T
] | COLOSSUS (301 Server 9.0.2047

- 7 X Summary | - X

w - st |+ @lReport ~

[ Databases D
[ Security A|ert5
[ server Objects COLOSSUSISAL Server Agent|Alerts 16 Ttem(s)

[ Replication
[ Management

[ Motification Services Mame |
Bl (B 5QL Server Agent @ Log shipping Primary Server Alert,
(3 Jobs @ Log shipping Secondary Server Alert,

4] Job Activity Manitor
1 Alerts
|l Operatars
[ Proxies
[ Error Logs
LB COLOSSUS|SECOMD (SOL Server !

@ replication Warning: Long merge over dialup connection (Threshold: mergeslowrunduration)
@ replication Warning: Long merge over LAN connection { Threshold: mergefastrunduration)
@ replication Warning: Slow merge over dislup connection { Threshald: mergeslowrunspeed)
@ replication Warning: Slow merge over LAN connection (Threshald: mergefastrunspesd)

@ replication Warning: Subscription expiration (Threshold: expiration)

@ replication Warning: Transactional replication latency (Threshald: latency)

@ Replication: agent custam shutdown

gent Failure
@Replication: agent retry
@ Replication: agent success

@ Replication: expired subscription dropped

@ replication: Subscriber has failed data validation
@Replication: Subscriber has passed data validation

@ Replication: Subscription reinitislized after validation Failure

Ready
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Throughout this book, I have discussed administrative activities
that would best be performed during off-hours. These activities
include backing up databases, creating large databases, recon-
structing indexes—the list goes on. You need to perform most of these activities on a regular
basis, not just once. For example, you’ll need to back up at frequent intervals. Because most
database administrators (DBAs) would rather go home than stay at work to start a mainte-
nance task, SQL Server has the built-in capability to automate tasks.

You can automate nearly any administrative task you can think of through SQL Server:

*  Any Transact-SQL code
= Scripting languages such as VBScript and JavaScript

»  Operating system commands
*  Replication tasks
Some popular tasks to automate using the built-in functionality are as follows:
»  Database backups
* Index reconstruction
»  Database creation (for very large databases, or VLDBs)
*  Report generation

Because these tasks are so powerful, it’s easy to see why you need to use SQL Server’s auto-
mation capabilities. However, before you start to use this functionality, you need to know
how it works.

At the heart of SQL Server’s automation capability is the SQL Server Agent service (also
referred to as the agent). Automation and replication are the sole functions of this service. The
service uses three subcomponents to accomplish its automation tasks (all of which we will dis-
cuss in detail in this phase):

Alerts An alert is an error message or event that occurs in SQL Server and is recorded in the
Windows Application log. SQL Server can sent alerts to users via e-mail, pagers, or Net Send.
If an error message isn’t written to the Windows Application log, an alert is never fired.

Operators When an alert is fired, SQL Server can send it to an operator, which basically is
a user. You set up operators to configure who receives alerts and when certain users are avail-
able to receive these messages.

Jobs Ajobisa series of steps that define the task to be automated. It also defines schedules, which
dictate when the task will be executed. Such tasks can be run one time or on a recurring basis.
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These three components work together to complete the tapestry of automation. Here is an
example of what may happen:

1. A user defines a job that is specified to run at a certain time.
2. When the job runs, it fails and thus writes an error message to the Windows event log.

3. When the SQL Server Agent service reads the Windows event log, the agent finds the

error message that the failed job wrote and compares it to the sysalerts table in the
MSDB database.

When the agent finds a match, it fires an alert.

The alert, when fired, can send an e-mail, pager message, or Net Send message to an
operator.

6. You can also configure the alert to run another job, designed to repair the problem that
caused the alert.

For any of this to function, though, you must properly configure the SQL Server Agent ser-
vice. For starters, the agent must be running for automation to work. You can verify this in
three ways. First, you can open SQL Server Management Studio and notice the SQL Server
Agent icon—if it’s a red circle with an X, the service is stopped; if it’s a green arrow, the service
is running. (You can start the service by right-clicking the icon and selecting Start.) You can
also check and change the state of the service by using the SQL Server Configuration Manager
or by using the Services applet in Control Panel.

Not only should the agent be running, but it’s also best to have it log in with a domain
account as opposed to a local system account, because using the local system account won’t
allow you to work with other SQL Servers on your network. This means you can’t perform
multiserver jobs, carry out replication, or use SQL Server’s e-mail capabilities. To make sure
the agent is logging on with a domain account, open the Services applet in Administrative
Tools, double-click the SQL Server Agent service, and select a domain account by clicking the
ellipsis button next to This Account on the Log On tab.

Once all this is in place, you’re nearly ready to begin working with automation. First, you
should configure SQL Server to send e-mail using Database Mail.

Task 3.1: Configuring Database Mail

Database Mail is what enables SQL Server to send e-mail using the standard Simple Mail
Transfer Protocol (SMTP). It is actually a separate process that runs in the background (called
SQLiMai190.exe), so if a problem occurs, SQL Server is unaffected. You can also specify
more than one SMTP server, so if one SMTP server goes down, Database Mail can still process
mail. Additionally, Database Mail is scalable because it uses the Service Broker queue, which
allows the request to be handled asynchronously and even saves the request if the server goes
down before it can be handled.
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4 Service Broker is a new component in SQL Server 2005 that provides reliable
%’TE messaging and queuing.

To top it off, Database Mail provides granular control so you can limit which users are
allowed to send mail. You can also specify what file extensions are allowed and disallowed as
attachments, as well as the maximum size of those attachments. Everything Database Mail
does is logged in the Windows Application log, and sent messages are retained in the mailbost
database for auditing.

To use Database Mail, you first need access to an SMTP mail server with a mail account
configured for the SQL Server Agent service account. The topics of setting up and configuring
an SMTP server are beyond the scope of this book, but if you have an e-mail account with your
Internet service provider (ISP), you can use that. Then you can configure Database Mail using
the configuration wizard.

To send e-mail to operators, the MSDB database must be a mailhost, so in this task, you’ll
configure MSDB as a mailhost database.

Scenario

You work for a medium-sized company that has SQL Server 2005 installations at major
offices throughout the country. You need to make sure the systems are up and running at all
times, but it is not always easy for you to check the servers’ status because they are geograph-
ically scattered. You have decided the best way to keep track of your servers is to have them
e-mail you when there is a notable status change, such as an error or a completed job. To make
that happen, you need to configure the MSDB database as a mailhost database.

Scope of Task

Duration

This task should take approximately 30 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1.

Caveat

This task doesn’t have any caveats.

Procedure

In this task, you will configure a mailhost, and then you will configure the SQL Server Agent
service to use the mailhost.
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Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1.

Details

To configure a mailhost, follow these steps:
1.  Open SQL Server Management Studio, and connect to your server.

2. Expand Management in Object Explorer, right-click Database Mail, and select Configure
Database Mail. On the welcome screen, click Next.

3. On the Select Configuration Task screen, select Set Up Database Mail by Performing the
Following Tasks, and click Next.

&Datahase Mail Configuration Wizard - COLOSSUS ] 3]

Select Configuration Task
Select setup or maintenance tasks.

1f you are inztaliing Databaze b ail for the first time, select the setup option.

& {86t up [ atabase Mai by performing the foilawing tasks:

1. Create a new e-mail profile and specify its SMTP accounts
2. Specify profile security
3. Configure system parameters

" Manage Database Mail accounts and profiles

€ Manage profile security

" Wiew or change spstem parameters

Help | <Back |[ met> | Fiistosl | camel |

4

If a dialog box opens and asks you whether you would like to enable Database Mail, click Yes.

On the New Profile screen, create a mail profile, and associate it with a mail server
account:

Enter SQLAgentProfile in the Profile Name box.
Under SMTP Accounts, click Add.
In the Account Name box, enter Mail Provider Account 1.

In the Description box, enter Email account information.

® 20 T o

Enter your outgoing mail server information using the information provided by your
ISP or network administrator.
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f. If your e-mail server requires you to log in, check the Basic Authentication box, and
enter your login information.

%= New Database Mail Account x|

Specify name, description, and attibutes for pour SMTP account

Account name: IMaiI Provider Account 1

Description: |Emai| account information

Outgoing Mail Server [SMTF)

E-mail address: |i|iurdem@comcasl.net
Display name: |SQL Server Agent
Beply e-mail: |i|iurdem@comcasl.net
Server name; Ismlp comecast. net Part number: IZE—
™ This server requires a seoure connection [S5L1
SMTF Authentication

 Windows Authenlication using Database Engine service credentials

' Basic authentication

User name: |i\i0rden@cumcast. et

Password,

Confirm password:

 Anonymous authentication

ok I Cancel | Help |

g. Click OK to return to the wizard. Your account should now be listed under SMTP
Accounts.

Rt Database Mail Configuration Wizard - COLOSSUS =1ol=|

New Profile
Specily the profile name, description, accounts, and failowver priority.

Profile name: ISQLAgentF’mfiIe

Description:

L b

A prafile may be associated with multiple SMTP accounts. IF an accourt falls while sending an e-mail, the profile uses the next
account in the priority list. Specify the accounts associated with the profile, and move the accounts to set the failover priority

SMTP accounts:

Priority | Account Mame I E-mail Address I Add...
1 Mail Provider Ac...  fliorden@comcast et E—
foye Up
Miowve Do

Click Next.
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On the Manage Profile Security screen, check the Public box next to the mail profile you
just created to make it accessible to all users. Set the Default Profile option to Yes, and

click Next.

B Database Mail Configuration Wizard - COLOSSUS =13l x|

Manage Profile Security
Specify databaze users or roles that have access to profiles.

Public Profiles | Private Prafies |

A public profile can be accessed by all users of any mail-host datsbase

Select public profiles. You can also specify the default public profile

Public [ Profile Name
W SELAgentProfile

Default Profile

On the Configure System Parameters screen, accept the defaults, and click Next.

B Database Mail Configuration Wizard - COLOSSUS =13l x|

Configure System Parameters
Wiew or change Database Mall system parameters.

Systermn parameters:

Parameter I Y alue

Account Retry Attempts 1

Account Rety Delay [seconds) EO

M aximum File Size [Bytes] 1000000

Prohibited Attachment File E stensions exedl.vbejs _I
Database Mail Executable Minimum Lifetime (secondz] EO0

Logging Lewvel Extended

Mumber of retry attempts for a mail server to send email.

Heset Al |
Help | < Back | Mext > I Einish 2] | Cancel |

4

On the Complete the Wizard screen, review all your settings, and click Finish.

10. When the system is finished setting up Database Mail, click Close.
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Now you will configure the SQL Server Agent to use the mail profile you just created:

1. In Object Explorer, right-click SQL Server Agent, and select Properties.
2. On the Alert System screen, check the Enable Mail Profile box.
3. Select Database Mail from the Mail System drop-down list.
4. Select SQLAgentProfile from the Mail Profile drop-down list.
=
Select apage L6 Seript - (L Help
1 General
2 Advanced . X
3 dlert Syt I ail session
12 Joh Spstem ¥ Enable mail profile
%: ﬁ.m:mect\on Mail system Databass Mai =
A History
Mail profile: SOLAgentProfile j Test.. |
¥ Save copies of the sent messages in e Sent Iters folder
Pager e-mailz
Address formatting for pager e-mails:
Prefis: Pager S uffis:
To line: | m |
L line: | m |
Subject; I I
:
Server -mail i ificati
COLOSSUS ¥ Include body of e-mail in natification message
c . Fail-zafe operator
onnechion
COLOSSUS Administratar ™| Enatle failsafs operatar
33 View connection properties Operator: I j
Motify using: I~ E-mai [~ Fager = Hetsend
Ready Token replacemsnt
I” Replace tokens for al job responses to alerts
_DK Cancel
4|A
5. Click OK.

6. In Object Explorer, right-click SQL Server Agent, and click Restart.
7. Click Yes in the subsequent dialog box that opens.

Criteria for Completion

This task is complete when you have configured a mailhost and configured the SQL Server
Agent service to use the mailhost to send mail. Follow these steps to verify that you have prop-
erly configured Database Mail:

1. Expand Management in Object Explorer, right-click Database Mail, and select Send Test
E-mail.
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2. Enter your e-mail address in the To text box, and click Send Test E-mail.

%= 5end Test E-Mail from COLOSSUS _ gl x|
Databaze Mail Profile: ISQLAgeth'loli\e ﬂ
To I|I|orden@camcast et
Subject; IDalabase b ail Test
Body: This is a test e-mail sent from D atabase Mail on d

SOL Server|
Send Test E-Mail
Close |
4

3. Wait for the e-mail to arrive in your inbox. When it arrives, click OK in the dialog box
that opens.

B Database Mail Test - Message (Plain Text)
I Fle Edit Wiew Insert %ﬂ’nat Tools Actions  Help

§ SaReply ||SEReply to Al|| (5 Forward | 5 0 |3 | ¥ | (51 XIA'Q-A’\@!

From: L SQL Server Agent [jjorden@comeast.net] Sent: Mon 7/17/2006 7:56 PM
To: jliorden @comcast.net

Ca

Subject:  Datsbase Mail Test

[rnis iz a test e-mail sent from Database Mail on SQL Server.

Task 3.2: Creating an Operator

You need to configure several settings for SQL Server to be able to contact you when problems
occur. Such settings include the person to contact, when the people are available, how those
people should be contacted (via e-mail, pager, or Net Send), and what problems they should
be alerted about. An operator is the object used in SQL Server to configure all these settings.
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- Net Send messages are messages sent from a source machine to a destina-
ITE tion machine that open on the user’s screen in a dialog box in front of all the
open applications.

Suppose, for example, that several people in your company need to be alerted when a
problem occurs with SQL Server, and each of them needs to be alerted for different prob-
lems and in various ways. Your database administrator (DBA) may need to be alerted about
any administration issues (for example, a failed backup or a full transaction log) via e-mail
and pager. Your developers may need to be alerted to programming issues (for example,
deadlocks) via e-mail. Managers in your company may need to know about other issues,
such as a user deleting a customer from a customer database, via a Net Send message. You
can handle these types of users by creating separate operators for each and then configuring
the desired settings.

Because you can make operators active at different times, it’s possible to accidentally leave
a small period of time uncovered. If an error occurs during that window of time, no operator
will receive the alert, because no one is on duty. To avoid such a problem, you should create
a fail-safe operator who will receive alerts when no one is scheduled to be on duty.

In this task, you will configure an operator and set that operator as the fail-safe operator.

Scenario

You work for a medium-sized company that has SQL Server 2005 installations at major offices
throughout the country. You are the lead DBA, and you have several assistant DBA working for
you at the remote offices. You need to make sure you are alerted to problems on the servers when
they arise and you want to make sure the appropriate assistant DBA is alerted as well, so you

have decided to create operators for yourself and your assistants. You also want to make sure
coverage exists 24/7, so you have decided to configure yourself as the fail-safe operator.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1.

Caveat

Make sure the Messenger service is running, or you will not receive Net Send messages.
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Procedure

In this task, you will create an operator and configure that operator as the fail-safe operator.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1.

Details

Follow these steps to create an operator:

1.

A I

9.

Open SQL Server Management Studio.

In Object Explorer, expand your server, and then expand SQL Server Agent.
Right-click Operators, and select New Operator.

In the Name box, enter Administrator.

If you configured your system to use Database Mail, enter your e-mail address as the e-mail
name. If you didn’t configure your system to use e-mail, skip this step.

Enter the name of your machine in the Net Send Address box. You can find the name by right-
clicking the My Computer icon on the Desktop, selecting Properties, and then clicking the
Network Identification tab. The computer name is the first section of the full computer name
(before the first period). For instance, if the full computer name is instructor.domain. com,
the computer name is instructor.

If you carry a pager that is capable of receiving e-mail and you’ve configured Database Mail,
you can enter your pager’s e-mail address in the Pager E-mail Name box.

At the bottom of the page, you can select the days and times this operator is available for
notification. If a day is checked, the operator will be notified on that day between the start
and end times noted under Start Time and End Time. Check the box for each day, and leave
the default workday times of 8 A.M. to 6 P.M.

=181
Select apage L5 Seript - [ Help

2 General
20 Motifications

Marne: |sdministrator ¥ Enabled

Matification options

E-mail name: |\I\urden@cumcasl.nat
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v Monday
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¥ Friday | e.00.00.6M = | s0000PM =

P’ll discuss the Notifications tab later in this phase; for now, click OK to create the operator.
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Now you will configure the SQL Server Agent to use the new operator as the fail-safe
operator:

1. In SQL Server Management Studio, right-click the SQL Server Agent icon in Object
Explorer, and select Properties.

On the Alert System screen, check the Enable Fail-Safe Operator box.
Select Administrator in the Operator drop-down list.

Check the box next to Net Send so you’ll receive Net Send messages as a fail-safe
operator.

5. Click OK to apply the changes.
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Criteria for Completion

This task is complete when you have successfully created an operator and configured the SQL
Server Agent to use that operator as the fail-safe operator. Follow these steps to make sure you
have successfully configured the operator:

1. In Object Explorer, expand your server, and then expand SQL Server Agent.
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2. Expand Operators; you should see the Administrator operator listed.

B Microsoft SOL Server Management Studio - = x|
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Task 3.3: Creating a Job

A job is a series of tasks that you can automate to run whenever you need them to run. It may
be easier to think of them as like cleaning your house. Most of us think of cleaning our house
as one big job that needs to be done, but it’s really a series of smaller tasks such as dusting the
furniture, vacuuming the carpet, doing the dishes, and so on. Some of these steps need to take
place in succession (for example, dusting before vacuuming); others can happen at any time
(for example, the dishes don’t need to be done before you can wash the windows).

A job for SQL Server works in much the same way. Take, for example, a job that creates
a database. This isn’t just one big job with one step to accomplish before you’re finished; sev-
eral steps need to take place. The first step creates the database. The next step backs up the
newly created database, because it’s in a vulnerable state until it’s backed up. After you’ve
backed up the database, you can create tables in it and then perhaps import data into those
tables from text files. Each of these tasks is a separate step that needs to be completed before
the next can start, but not all jobs are that way.
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By controlling the flow of the steps, you can build error correction into your jobs. For
example, in the create-database job, each step has simple logic that states, “On success, go
to the next step; on failure, quit the job.” If the hard disk turns out to be full, the job stops.
If you create a step at the end of the job that is designed to clear up hard disk space, you can
create logic that states, “If step 1 fails, go to step 5; if step 5 succeeds, return to step 1.” With
the steps in place, you’re ready to tell SQL Server when to start the job.

To tell SQL Server when to run a job, you need to create schedules, and you have a lot of
flexibility there. If a job creates a database, it wouldn’t make much sense to run the job more
than once, so you need to create a single schedule that activates the job after-hours. If you’re
creating a job that is designed to perform transaction log backups, you want a different sched-
ule; you may want to perform these backups every two hours during the day (from 9 A.M. to
6 P.M.) and then every three hours at night (from 6 P.M. to 9 A.M.). In this instance, you need
to create two schedules: one that is active from 9 A.M. to 6 P.M. and activates the job every two
hours and another that is active from 6 P.M. to 9 A.M. and activates the job every three hours.
If you think that’s fancy, you’ll love the next part.

Not only can you schedule jobs to activate at certain times of the day, you can also schedule
them to activate on certain days of the week (for example, every Tuesday); or, you can sched-
ule them to run on certain days of the month (for example, every third Monday). You can
schedule jobs to run every time the SQL Server Agent service starts, and you can even schedule
them to run every time the processor becomes idle.

You can set schedules to expire after a certain amount of time, so if you know you’re going
to be done with a job after a few weeks, you can set it to expire—it will automatically be dis-
abled (not deleted, just shut off).

You also have the capacity to be notified about the outcome of a job. When you create a
job, you can add an operator to the job that’s notified on success, on failure, or on completion
(regardless of whether the job failed or succeeded). This comes in handy when the job you’re
running is critical to your server or application.

With the ability to change the logical flow of steps, schedule jobs to run whenever you
want, and have jobs notify you on completion, you can see how complex jobs can become.
With this complexity in mind, it’s always a good idea to sit down with a pencil and paper and
plan your jobs before creating them; doing so will make your work easier in the long run.

And you can do more than just run Transact-SQL statements. You can schedule any active
scripting language: VBScript, JavaScript, Perl, and so forth. This frees you from the boundaries
of Transact-SQL, because scripting languages have features that Transact-SQL doesn’t imple-
ment. For example, you can’t directly access the file structure on the hard disk using Transact-
SQL (to create a new text file, for example), but you can do so with a scripting language.

You can also create jobs that run on more than one server, which are called multiserver jobs.
A multiserver job is a job that is created once, on one server, and downloaded to other servers
over the network where the job is run. To create multiserver jobs, you must first designate two
types of servers: a master and targets. The master server (or MSX) is where the multiserver jobs
are created and managed. The target servers poll the master server at regular intervals for jobs,
download those jobs, and then run them at the scheduled time.
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- For a more detailed discussion of multiserver and scripting jobs, see Master-
Ad’TE ing SQL Server 2005 (Sybex, 2006).

In this task, you’ll create a job that builds a new database and then backs it up.

Scenario

You work for a medium-sized company that has SQL Server 20035 installations at major offices
throughout the country. As the lead DBA, it is up to you to make sure maintenance takes place
regularly on the databases. You know that the best way to guarantee this is to create jobs to
automate the maintenance tasks.

Scope of Task

Duration

This task should take approximately 30 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the operator you created in Task 3.2.

Caveat

This task doesn’t have any caveats.

Procedure

In this task, you’ll create a job that builds a new database named JobTest and then backs it up.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the operator you created in Task 3.2.

Details
Follow these steps to create a job that builds and backs up a new database:

1.  Open SQL Server Management Studio by selecting it from the SQL Server 2005 group
under Programs on the Start menu.

2. Expand your server in Object Explorer, and then expand SQL Server Agent.
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3. Right-click Jobs, and select New Job.

4. Inthe Name box, enter Create JobTest Database (leave the rest of the boxes on this screen
with the default settings).
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3 View connection properties

Ready

Cancel

4

Go to the Steps page, and click the New button to create a new step.
6. In the Step Name box, enter Create Database.

Leave Type as Transact-SQL, and enter the following code in the Command text box to
create a database named JobTest on the C drive:

CREATE DATABASE JOBTEST ON

PRIMARY (NAME=jobtest_dat,

FILENAME='c:\jobtest.mdf',

SIZE=10MB,

MAXSIZE=15,

FILEGROWTH=10%)
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8. Click the Parse button to verify you entered the code correctly, and then move to the

Advanced page.

255

9. On the Advanced page, verify that On Success Action is set to Go to the Next Step and
that On Failure Action is set to Quit the Job Reporting Failure. Click OK.
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10. To create the second step of the job, click the New button.
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11. In the Name box, enter Back Up Test.
12. Leave Type as Transact-SQL Script, and enter the following code in the Command text
box to back up the database once it has been created:
EXEC sp_addumpdevice 'disk', 'JobTest_Backup',
'c:\JobTest_Backup.dat'
BACKUP DATABASE JOBTEST TO JobTest_Backup
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13. Click OK to create the step; you should now have two steps listed on the Steps page.
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14. Move to the Schedules page, and click the New button to create a schedule that will
instruct SQL Server when to fire the job.

15. In the Name box, enter Create and Back Up Database.
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16. Select One Time from the Schedule Type drop-down list. Set the time to be five minutes
from the time displayed in the system tray (usually at the bottom-right corner of your
screen).
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17. Click OK to create the schedule, and move to the Notifications tab.

18. On the Notifications page, check the boxes next to E-mail (if you configured Database
Mail earlier) and Net Send, choosing Administrator as the operator to notify. Next to
each, select When the Job Completes from the list box (this will notify you no matter what
the outcome of the job is).
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19. Click OK to create the job.
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Criteria for Completion

This task is complete when you have successfully created a job that builds and backs up a data-
base named JobTest. To verify success, wait until the time set in step 16; at that time, you should
see a message pop up on your screen, notifying you of completion. You can then check for the
existence of the JobTest database in SQL Server Management Studio (as shown in Figure 3.1)

and the c:\JobTest_Backup.dat file.

FIGURE 3.1 Youshouldseethe JobTest database in Object Explorer after the job runs.
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Task 3.4: Creating an Alert

An alert fires when an event (usually a problem) occurs on SQL Server; some examples are a
full transaction log or incorrect syntax in a query. These alerts can then be sent to an operator
so they can be addressed. Alerts are based on one of three features: an error number, an error
severity level, or a performance counter.

All the errors that can occur in SQL Server are numbered (about 3,700 of them exist). Even
with so many errors, there aren’t enough. For example, suppose you want to fire an alert when
a user deletes a customer from your Customers database. SQL Server doesn’t have an alert with
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the structure of your database or your users’ names; therefore, you have the ability to create new
error numbers and generate an alert for such proprietary issues. You're allowed to create as
many error messages as you want in SQL Server, starting with error number 50,001 (this is the
starting number for all user-defined errors), which you fire using the RAISERROR() command.

You can make custom error messages dynamic by adding parameters. A parameter is a
placeholder for information that is supplied when the error is fired. For example, “A customer
has been deleted” always displays the same static text every time the error occurs; but if you
use a parameter such as “Customer %1s has been deleted,” you can use the RAISERROR() com-
mand with a parameter that looks like this—RAISERROR(50001,10,1, 'Bob Smith')—to
create the result “Customer Bob Smith has been deleted.” Parameters can be more useful than
static text; the parameters you can use are as follows:

*  %1s and %s for strings (such as 'Bob Smith')
= %1d and %d for numbers

Each error in SQL Server also has an associated severity level, stating how serious the error
is. Alerts can be generated by severity level. Table 3.1 lists the common levels.

TABLE 3.1 Severity Levels of Errors

Level Description

10 This is an informational message caused by mistakes in the information that was
entered by the user. It isn’t serious.

11-16 These are all errors that can be corrected by the user.

17 This error is generated when the server runs out of resources, such as memory or
hard disk space.

18 A nonfatal internal error has occurred. The statement will finish, and the user con-
nection will be maintained.

19 A nonconfigurable internal limit has been reached. Any statement that causes this
will be terminated.

20 A single process in the current database has suffered a problem, but the database
itself is unscathed.

21 All processes in the current database are affected by the problem, but the data-
base is undamaged.

22 The table or index that is being used is probably damaged. You should run DBCC
to try to repair the object. (Alternatively, the problem may be in the data cache,
which means a simple restart may suffice.)
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TABLE 3.1 Severity Levels of Errors (continued)

Level Description

23 This message usually means the entire database has been damaged somehow
and you should check the integrity of your hardware.

24 Your hardware has failed. You'll probably need to get new hardware and reload
the database from a backup.

You can also create performance alerts, which are based on the same performance counters
you may have seen in the Windows Performance Monitor program. These counters provide
statistics about various components of SQL Server and then act on them. A good example of
when to use such an alert is with a full transaction log error.

You can also generate alerts based on Windows Management Instrumentation (WMI) events.
WMI is Microsoft’s implementation of web-based enterprise management, which is an industry
initiative to make systems easier to manage by exposing managed components such as systems,
applications, and networks as a set of common objects. SQL Server has been updated to work
with WMI and to respond to WMI events.

Using WMI alerts, you can respond to events that you couldn’t even see before. For example,
you can create an alert to fire when an ALTER LOGIN command is issued. This can be useful for
managing security. In addition, you can create an alert to fire when a CREATE TABLE command
is run so you can keep track of storage on your database.

In this task, you’ll create an alert based on a custom error message that uses parameters.

Scenario

You have a sales database on your SQL Server that contains customer information. Part of the
information stored therein is the customer credit limit. Your sales manager wants to be notified
when someone on his team tries to increase a customer’s credit limit to greater than $10,000.
You know no built-in error message will handle this task, so you decide to create a custom error
message and fire it using the RAISERROR() command.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the operator you created in Task 3.2.
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Caveat

The Messenger service must be running for you to receive Net Send messages.

Procedure

In this task, you’ll create a custom error message that accepts a string parameter and then create
an alert based on the custom error message.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the operator you created in Task 3.2.

Details

Follow these steps to create an alert that is based on a custom error message:

1.

o g bk w

Open a new SQL Server query by clicking the New Query button in SQL Server Manage-
ment Studio.

Enter and execute the following code to create a new error that is logged to the Windows
event log every time it fires:

USE master
GO
EXEC sp_addmessage @msgnum=50001, @severity=10,
@msgtext=N' This is a custom error by %ls.', @with_log='TRUE'
GO

In Object Explorer, expand your server, and then expand SQL Server Agent.
Right-click Alerts, and select New Alert.
In the Name box, enter Custom Alert.

Select the Error Number radio button, and enter 50001 in the Error Number text box.
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7. On the Response page, check the Notify Operators box, and check the E-mail, Pager, and
Net Send boxes next to Administrator.
e
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On the Options page, check the E-mail, Pager, and Net Send boxes to include the entire
text of the error message in the alert, and click OK to create the alert.
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Criteria for Completion

This task is complete when you have successfully created an alert based on a custom error mes-
sage that accepts a string parameter. Follow these steps to verify that you have been successful:

1. To test the new alert, open a new query, and execute the following code:

RAISERROR(50001,10,1, 'SQL Guru')
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2.  When the e-mail and Net Send message opens, note the detail it gives you, and then click OK.

ﬂ
Message from COLOSSUS ko ADMINISTRATOR on 7/17/2006 9:29:15 PM
SQL Server Alert System: 'Custam Alert’ occurred on WCOLOSSUS
DATE[TIME: 7i17j2006 9:29:15 PM

DESCRIPTION: Error: 50001 Severity: 10 Skate: 1 This is & custom errar by SGL Guru,

COMMENT: {Mone)

JOB RUN: (Mone)

Task 3.5: Creating a Database
Maintenance Plan

You need to perform many tasks to keep your databases running at peak performance at all
times. Such tasks as index reorganizations, database file size reductions, and database and
transaction log backups all need to happen on a regular basis to keep your server running
smoothly. The trick is that most of these tasks should happen off-hours. You now know, of
course, that you can just create jobs and schedule the tasks to run off-hours. The problem is that
you’ll have to create a number of jobs for each of your databases to keep them all up to par.

To avoid all the labor of creating multiple jobs for multiple databases, use the Maintenance
Plan Wizard. You can use this handy tool to create jobs for all the standard maintenance tasks
required to keep your database system running smoothly.

In this task, you’ll create a database maintenance plan for all the databases on your system
using the Maintenance Plan Wizard.

Scenario

As the database administrator for your company, you know how important it is to keep the
database system running smoothly at all times. You know quite a few maintenance tasks need
to be run regularly to keep the system tuned, such as index reorganizing, database and log back-
ups, file maintenance, and so on. These tasks should be performed during off-peak hours, so you
know you need to schedule all these tasks; however, you do not want to create separate jobs for
each of these tasks. To make the task easier, you decide to use the Maintenance Plan Wizard.

Scope of Task

Duration

This task should take approximately 30 minutes.
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Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1.

Caveat

Make sure you have SQL Server Integration Services (SSIS) running before starting this task.

Procedure

In this task, you’ll create a database maintenance plan for all the databases on your server
using the Maintenance Plan Wizard.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1.

Details
Follow these steps to create a database maintenance plan:

1. In SQL Server Management Studio, expand Management, right-click Maintenance Plans,
and select Maintenance Plan Wizard.

2. On the welcome screen, click the Next button.
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» SQL Server Maintenance
—_— Plan Wizard

This wizard helps you create a maintenance plan that SOL
Server Agent can iun on a regular basiz. With this wizard
you can perform routine datsbase administration tasks such

as
» Check database integrity
.’ » Perfoim index maintenance

; » Update database statistics
o Perfoim databasze backups
Thiz wizard will create maintenance plans that can be
edited in S0L Server Management Studio. Edit
maintenance plans to add new tasks or define workflow
among the tasks.

[T Do not show this starting page again

Eirish | Cancel |

Help < Back

4
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3.  On the Select a Target Server screen, enter Maintenance Plan 1 in the Name box, enter a
description if you’d like, select your default instance of SQL Server, and click Next.

I Maintenance Plan Wizard _ gl x|

Select a Target Server
On which zerver do you want to perform maintenance tasks?

Sy
MName: |Mainlenan:e Flan1
Description: ;I
Server |coLossug] . |

& Use Windows Authentication
£ Use SOL Server Authentication

User name: |

Password |

Help | < Back | Mext > I Einizh | Cancel |

4

4. On the Select Maintenance Tasks screen, check the boxes for all the available tasks except
Execute SQL Server Agent Job, and click Next.

I Maintenance Plan Wizard - COLOSSUS (=]

Select Maintenance Tasks
Which tasks should this plan perform? \‘

Select one or more maintenance tasks:

[w Feorganize Index

w] Rebuild Indes

[w Update Statistics

Iw| Clean Up History

[] Execute SOL Server Agent.Job

|w| Back Up Database (Full)

(v Back Up Database (Differsntial]

v Back Up Database [Tranzaction Log)

y The Check Database Intedrity task perfarms intemal consistency checks of the data and
index pages within the database:

Help | < Back | Mest > I Einiishi >3] Cancel |

4
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5. On the next screen, you can set the order in which these tasks are performed. Leave the
default, and click Next.

IF Maintenance Plan Wizard - COLOSSUS I [=] |

Select Maintenance Task Order
In which order should these tasks be performed?

Sy

Select the order for the tasks to execute

atabaze
Shrink Database
Reorganize Index
Rebuild Index
Update Statistics
Clean Up History
Execute SOL Server &gent Job
Back Up Database [Ful]
Back Up Database [Differential]
Back Up Databaze [Transaction Log)

iove Up.. Move Down.,.

j‘) The Check Database Inteqrity task performs internal congistency checks of the data and
index pages within the databaze,

Help | < Back |

Eirish | Cancel |

4

6. The nextscreen allows you to select the databases on which you want to perform integrity
checks. When you click the drop-down list, you’ll see several choices:

All Databases: This encompasses all databases on the server in the same plan.

All System Databases: This choice affects only the master, model, and MSDB
databases.

All User Databases: This affects all databases (including AdventureWorks) except the
system databases.

These Databases: This choice allows you to be selective about which databases to
include in your plan.

For this task, select All Databases, click OK, and then click Next.
=loi=|

Define Database Check Integrity Task
Configure the maintenance task,

“u

Databases: I <Select ane ar mare> vI

FF | Include indexes @ T daibas

Al gustem databases [master. msdb, modsl]

‘e All user databases [excluding master, model, madh,
tempdb]

 These databases:
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On the Define Shrink Database Task screen, select All Databases, click OK, and then

7
click Next.
SI=E
Define Shrink Database Task
Configure the maintenance task. \\
Databases:
Shiink database when it grows beyand: 50 MB
Amount of free space to remain after shiink: 10 b4
" Retain freed space in databass files
% Retun freed space to operating system
Help | < Back | Mext > I Eiriigh 2] | Cancel |
4
8. On the Define Reorganize Index Task screen, select All Databases from the Databases

drop-down list, click OK, and then click Next.

I Maintenance Plan Wizard - COLOSSUS (=]

Define Reorganize Index Task
Configure the maintenance task. \‘

Databases:
Object; I j
Selection, I LI

¥ Compact |arge objects

Help | < Back | Mest > I Einiishi >3] | Cancel |/
&

9. The Define Rebuild Index Task screen gives you a number of options for rebuilding your

indexes:
Reorganize Pages with the Default Amount of Free Space: This regenerates pages with

their original fill factor.
Change Free Space per Page Percentage To: This creates a new fill factor. If you set this

to 10, for example, your pages will contain 10 percent free space.
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Again, select All Databases, accept the defaults, click OK, and then click Next.

& Maintenance Plan Wizard - COLOSSUS I [=] |

Define Rebuild Index Task

Corfigurs the maintenance task, 1 ~‘
Databases: I Al databases ;I
Object: I j
Selection: I ;I

Free space options

i+ {Bieniganize pages with ihe deiault amount of fee space ;

a0

" Change flee space per page percentage to:

Advanced options
[~ Padindex
[~ Sort results in tempdb
[ lgnore duplicate keys

" Keep index online while reindexing

Help | < Back | Mext > I Eiristy =3 | Cancel |
4

%

10. Next comes the Define Update Statistics Task screen. Again, select All Databases, click
OK, and then click Next.

I Maintenance Plan Wizard - COLOSSUS —1o] x|

Define Update Statistics Task
Canfigure the maintenance tazk, \~

Databases:

DObject:

Selection:

Update:
Al ewisting statistios
" Column statistics only

" |ndex statistics only

Hep | <Back [ met> | Estool | cancel |

Y

11. Next is the Define History Cleanup Task screen. All the tasks performed by the mainte-
nance plan are logged in the MSDB database. This list is referred to as the history, and it
can become quite large if you don’t prune it occasionally. On this screen, you can set when
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and how the history is cleared from the database so you can keep it in check. Again, accept
the defaults, and click Next.

i Maintenance Plan Wizard - COLDSSUS [ =] |

Define Cleanup History Task
Configure the maintenance task. N‘

Select the historical data to delete:

v

i
v SOL Server Agent job history
¥ Maintenance plan history

Remove historical data older than:

[4 = [weekis) =l

Help | < Back | Mext > I Eiriigh 2] | Cancel |

4

12. The next screen allows you to control how full backups are performed. Select All Data-
bases from the drop-down list, accept the defaults, click OK, and then click Next.

1ol
Define Back Up Database (Full) Task

Configure the maintenance task,

Y

Databases:
Backup type: IFu\I j
Backup companent

{5 [atahase

£ Files and filegroups: |
Destination

Back up to: ' Disk  Tape
(o .

|F backup files exist: Append -
.

{* Create a backup file fop every database

1 [,

™ Create a sub-directory for each database ]

I e |

Folder: IE “Program Files\Microsoft SOL ServersMS50L.14M5 S0 Backup -

Backup file extenzion: bak.

™ Werify backup integrity

Help | < Back | Ment > I Einish 2] Cancel |

4
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13. The next screen allows you to control how differential backups are performed. Select All
Databases from the drop-down list, accept the defaults, click OK, and then click Next.

I Maintenance Plan Wizard - COLOSSUS —[o x|

Define Back Up Database (Differential) Task
Configure the maintenance task.

N
Databazes:
Backup type: Differential j
Backup component

% Database

1 Files and filegraups: I

Destination
Back up to: " Djsk  Tage
(& 4 ot
It backup files exist Append ¥
@ Create a backup file for every database
1 Baceoen J
™ Create a sub-directory for each database
1 Ltk
Folder C:\Program FileshMicrozoft SOL Server\MSSOL1AMSSOLAB ackup = 'l
Backup file extensior: Ibak

™ Verfy backup integrity

Help I < Back I MNeut > I Finish >3] | Cancel I

v

14. The next screen allows you to control how transaction log backups are performed. Select
All Databases from the drop-down list, accept the defaults, and click Next.

I Maintenance Plan Wizard - COLOSSUS —[ol x|

Define Back Up Database (Transaction Log) Task
Configure the maintenance task.

Sy

Databazes:
Backup type; Transaction Log j
Backup component

15 Database

' Files and flegroups: I
Destination

Black up to: 0 Djsh £ Tape
(o 4 st

It backup files exist: Lppend et
'

% Create a backup file for every database

1 Brreceoen J

I™ Create a subrdirectony for each database

1 s

Folder: C:\Program Files\Microsoft SOL Server\MSS0OL1AMSS0LABackup -

Backup file extension: tin

[~ Verify backup integrity

Help I < Back I et > I Einishi»2] Cancel I

4
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15. On the Select Plan Properties screen, click the Change button to create a schedule for
the job.

16. Enter Maintenance Plan 1 Schedule for the schedule name, accept the rest of the defaults,
and click OK to create the schedule.

i New Job Schedule

Maintenance Flan 1 Schedule
[FRecwig ]

12008 =
= -

711872006 x|

17. Click Next to continue.

[Ef Maintenance Plan Wizard - COLOSSUS

Select Plan Properties
Define maintenance plan properties




272 Phase 3 - Maintaining and Automating SQL Server

18. On the Select Report Options screen, you can write a report to a text file every time the
job runs, and you can e-mail the report to an operator. In this case, write a report to C:\,

and click Next.

IF Maintenance Plan Wizard - COLOSSUS I [=] |

Select Report Options
Select aptions for aving or distributing a report of the maintenance plan L] N
actions. bl

¥ wiits a report to a text file
Folder location: |I: |

[ E-mail report
To IAdmimistlator j

Help | < Back | Mest > I Eirish >3] | Cancel |/

%

19. On the next screen, you can view a summary of the tasks to perform. Click Finish to create

the maintenance plan.

I Maintenance Plan Wizard - COLOSSUS 10l x|

Complete the Wizard
Werify the choices made in the wizard, and then click Finizh, L1 \‘

Click Finish to perform the following actions:

= Maintenance Plan \wizard

Create Maintenance Plan Maintenance Plan 1' on 'COLOSSUS!
Define Database Check Integrity Task

Defing Shrink Database Task

Define Reorganize Index Task

Define Rebuild Index Task

Define Update Statistics Task

Define Cleanup Histary Task

Define Back Up Database (Full] Task

Diefine Back Up Database [Differential] Task
Define Back Up Database [Tranzaction Log] Task
Define maintenance plan properties.

Selected reporting options

Help | < Back I st | FEinizh | Cancel |/

7

20. Once SQL Server is finished creating the maintenance plan, you can click Close.
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Criteria for Completion

This task is complete when you have successfully created a database maintenance plan for all
the databases on the default instance of SQL Server using the Maintenance Plan Wizard. Fol-
low these steps to verify that you are successful:

1.

In SQL Server Management Studio, expand Management, and then expand Maintenance
Plans. You should see Maintenance Plan 1 listed.

B Microsoft SOL Server Management Studio =1

File Edit Wiew Tools Window Community Help

Quevaey |G RBEIGISEHS B EBES,

) =t - 3 X Summarﬂ - X
Connect~ | 4 m [ T AEgaT st |= @lReport ~
Bl [ COLOSSUS (SQL Server 9.0.2047
[ Databases D -
B securty Maintenance Plans
[ Setver Objects COLOSSUSYManagementiMaintenance Plans 1 Item{s)

[ Replication
= [ Management
Maintenal 5 Mame | CWner | Created |
“fi Maintenance Flan 1 " Mainitenance Flan 1 COLOSSUS\Administrator  7/18/2006
[ 3L Server Logs
g Activity Monitar
1§ Database Mail

Double-click Maintenance Plan 1 to open Design view. You can view and modify all the
options you set for the maintenance plan on this screen.

Ey

File Edit View Project Tools Window Community Help

Qtewouery |y B D D SHS BERBES
Obiject Explorer - 1 x Maintenance Plan 1 [Design]} Summary * X
Connect = | &d m |8 T

Microsoft SQL Server Management Studio - = x|

=] US COLOSSLS (50L Server 9.0.20 & Mame |Ma|ntenance Plan 1
[ Databases d
[ Security Description ﬂ
[ Server Objects
1 Replication Schedule |Occurs every wesk on Sunday at 12:00:00 AM, Scheduls wil be used _I AJ
= [ Management
El [ Maintenance Plans Connections... | Logging. .. |
" Maintenance Plan Update Stat.. =

[ SOL Server Logs

g Activity Monitor Update Statis...

1 Database Mail - | Databases: Al...
P I N Object: Table...
All existing st...
aintenance Plan Tasks 1= |
| & Poirter |
Eﬁl Back Up Database Task 5 Clean Up His...
g N
|+ Check Databass Inteqrity Task |_ P Setanupthlstn...
: = istary bypet |
[
|5 Execute SQL Server Agent Jo... fge: Clder th...

j Execute T-S0L Statement Task
L% Histary Cleanup Task 1 |
E Maintenance Cleanup Task
Back Up Dat...

= Motify Operator Task
& WL Backup Datab. ..

%ﬁ Rebuild Index Task '«E‘L*I Databases: Al... =
42 Reorganize Index Task Pl |»

Ready

Close Design view.
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Task 3.6: Using the Copy
Database Wizard

You can use the Copy Database Wizard to copy or move a database and all its associated
objects to another server. You might want to do that for one of several good reasons:

* Ifyouare upgrading your server, the Copy Database Wizard is a quick way to move your
data to the new system.

*  You can use the wizard to create a backup copy of the database on another server, ready
to use in case of emergency.

*  Developers can copy an existing database and use the copy to make changes without
endangering the live database.

The Copy Database Wizard will prove to be a valuable tool in your administrative func-
tions, so in this task, you will use it to make a copy of the JobTest database created in Task 3.3.

Scenario

Your company has a SQL Server instance in production and another SQL Server instance that
is reserved specifically for development and testing. Your developers have been hard at work
on a new database for several weeks, and they are now ready to move the database from the
development server to the production server. You have decided to use the Copy Database Wiz-
ard to accomplish the task.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Second instance of SQL Server you installed in Task 1.2, and the JobTest database you cre-
ated in Task 3.3.

Caveat

The SQL Server Agent service must be running on both the default instance and the Second
instance for this to be successful.
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In this task, you’ll copy the JobTest database from the default instance of SQL Server to the
Second instance using the Copy Database Wizard.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the Second instance of SQL Server you installed in Task 1.2, and the JobTest database you cre-
ated in Task 3.3.

Details
Follow these steps to copy the JobTest database using the Copy Database Wizard:

1.

Open SQL Server Management Studio by selecting it from the Microsoft SQL Server
group under Programs on the Start menu, expand your server, and expand Databases.

Right-click the JobTest database, go to Tasks, and select Copy Database. You will see the

welcome screen.

E.Eupy Database Wizard o [=[ 3

Welcome to the Copy Database Wizard

“r'ou can uge this wizard lo move of copy databases from an instance of S0L Server 2000 o
S0L Server 2005 to an instance of SOL Server 2005,

[T Do not show this starting page again

Help |

< Back |

Lirisf=»] | Cancel |/

%

Click Next.
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4. On the second screen, you are asked to select a source server. Select the default instance
of your server and the proper authentication type (usually Windows Authentication), and
click Next.

8 g Copy Database Wizard

Select a Source Server
Which server do you want to move or copy the databases fram?

5. On the next screen, you need to select a destination, so click the ellipsis button, check
the box next to the Second instance, and click OK. Choose the appropriate security, and
click Next.

8 g Copy Database Wizard

Select a Destination Server
WWhich server do you want to move or copy the databases to?
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Next you are asked which mode you would like to use. Attach/detach is useful for copying
databases between servers that are in remote locations from each other; it requires the data-
base to be taken offline. The SQL Management Object transfer method allows you to
keep the database online and gives you the flexibility to make a copy on the same server,
so select the SQL Management Object Method option, and click Next.

g.I:t:np\f Database Wizard =10l x|

Select the Transfer Method
How would you ke ta transfer the data?

£ Use the detach and attach method

This method is faster, but requires the source database to go offline. It is best for upgrading databases or moving very laige
databazes. Mo uzer connections to the source database are allowed when using this option,

¥ | If & failure occurs, reattach the source database

&+ [ lse the SOL Management Object method §

This method is slower but the source database can remain online.

Help | <Back [ met> | dirool | canee |

4

Next you are asked which database you would like to move or copy. Check the Copy box
next to JobTest, and click Next.

g.I:t:np\f Database Wizard =10l x|

Select Databases
‘which databases would you like to mave ar copy?

Diatabagses:
[~ Move |I_ Copy | SourceCOLOSSUS [ status
— - Adventure'orks Already exists on destination; replicated
— I Adventureiwiork st oK
distribution System database
— e ! IOBTEST oK.
j master System database
model System database
madb System database
— I Sales Already exists on destination
tempdb System database
— - Test Dk

Befresh |

Help | <Back [ met> | dirool | canee |

4
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8. On the Configure Destination Database screen, accept the defaults, and click Next.

8 5 Copy Database Wizard _ gl x|

Configure Destination Database {1 of 1)
Specify database file names and whether to overwrite existing databases on the destination server.

Source database:
[JOBTEST

Destination databaze:

Destination databaze files:

Filename I Size [ME] I Diestination Folder | Status I
jobtest. mdf 10 C:AProgram FilesiMicrosoft SGL ServersMSSEL 245501, . ak.
JOBTEST log... 25 C:\Program Files\Microsoft SOL Server\MSSOL 245501 oK

BRefresh...

If the destination database alieady erizts:

* Stop the lransfer if a database o fils with the same name exists at the destination.

Dirop any database on the destination server with the same name, then continue with the database transfer, ovenwiiting
existing databasze files.

Help <Bsck |[ Mews | Eihool | Concel |

4

9. On the next screen, you are given the option to copy additional database objects. This is
especially useful if the destination server does not have all the logins required to access the
database or if additional stored procedures are used for business logic in your applica-
tions. Leave the defaults here, and click Next.

8 5 Copy Database Wizard _ gl x|

Select Database Objects
Transfer additional database objects

Awailable related objects: Selected related objects:
Object name | Object name I Description I
iStored procedures from master database i Loging e veed e _I

SOL Server Agent jobs
User-defined eror messages
Endpaints:

Full-text catalog

5515 Package

B

<<

BlE]

Help <Bock |[ Mews | Frishool Concel |

4
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10. You now have the option to change the name of the package that will be created; this
matters only if you plan to save the package and execute it later. Accept the defaults,

and click Next.

§|Eopy Database Wizard =10l x|

Configure the Package

The wizard will create a Integration Services package with the properties you specify below,

Package |ocation:
IEU LOSSUS_SECOMDYWDTS PackagesiCopy Database Wizard Packages

Package name:

Logaing options:
I\N’\ndows event log j

Errar lag file path:
| ~

Help | <Back [ met> | dirool | canee |

4

11. On the next screen, you are asked when you would like to run the SSIS job created by the
wizard. Select Run Immediately, and click Next.

§|Eopy Database Wizard =10l x|

Schedule the Package
Schedule the 5515 Package

The Integration Services package produced by the wizard can run immediately, or it can be scheduled to un later.

o

" Schedule:

LChange schedule. |

Integration Services Proxy account: SOL Server Agent Service Account d

Help | <Back [ met> | dirool | canee |




280 Phase 3 - Maintaining and Automating SQL Server

12. The final screen summarizes the choices you have made. Click Finish to copy the Test
database.

8 5 Copy Database Wizard _ gl x|

Complete the Wizard
Werify the choices made in the wizard and click Finish.

IClick Finish to perform the following actions:
The following databases will be moved or copied to COLOSSUSASECOMND:

CopyJOBTEST

+  Destination file will be created: C:\Program Files\Microsoft SOL Server\MSS0L 2AMS SOLADAT A\jobtest. mdf

s+ Destination file will be created: C:\Program FilessMicrosoft SOL Server\MSSOL.2WMSSOLVDATANMOBTEST _log LDF
Stop transfer if duplicate database name exists at destination

Transfer the following database objects:
s« Loging

Package gcheduled to run immediately

Help < Back | et > | Einish I Cancel |

4

13. You will see the Log Detail screen, which shows you each section of the job as it executes.
Clicking the Report button will show each step of the job and its outcome.

14. Click Close on the Performing Operation screen to complete the wizard.

Criteria for Completion

This task is complete when you have successfully copied the JobTest database from the default
instance of SQL Server to the Second instance using the Copy Database Wizard. You should
see the JobTest database listed in Object Explorer under Databases on the Second instance, as
shown in Figure 3.2.
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FIGURE 3.2 Youshould see the JobTest database on the Second instance if the Copy
Database Wizard is successful.

crosoft SOL Server Management Studio 81|

File Edit Wew Tools Window Community Help

iRNewquey | B G ID| GHS B EEEF

Connect = | 4

T

|l AdventureworksDw =]
||| JoBTEST
|JJ Sales (Principal, Synchr
| Test

|l Security

[ Server Objects

Summary]

-

isk |~ Repgrt -

e WENR-4

| | JOBTEST

COLOSSUSYSECONDDatabases) JOBTEST

& Itemis)

[ Replication Mame
[ Management A Database Diagrams
[ Matification Services [ Tables
& SQL Server Agent Cliviews
= LG COLOSSUSYSECOMD (SQL Serw Csynonyms
[ [ Databases
[ Programmability
[ System Databases Eas Broke
] Database Snapshots Grvice Braker
U Adventuretorks {Stan Astorage
[ 5ecurity

V]
| MR _Test
4| Sales (Mirror, Synchror
[ SR_Test
| TR _Test
# [ Security
| Server Objects
[ Replication
[ Management
[ Motification Services
[% S0L Server Agent

| | »

Ready







Monitoring and
Troubleshooting
SQL Server




Imagine for a moment you are the chief operating officer of a
sizable company. It is your job to make sure the company runs
smoothly and that everything gets done efficiently. How will
you do this? You could just guess at it, randomly assigning tasks and then assuming they will
get done. Imagine the chaos that would ensue if you used this approach. Nothing would get
done. Some departments would have too much to do, and others would have nothing to do—
and your company would go bankrupt.

A better approach would be to ask for reports from the various department managers and
base your decisions on those reports. You might discover, for instance, that the accounting
department has too much work and could use some help. Based on this report, you could hire
more accountants. You might find that the production department has little to do because the
sales department has not been doing a good job; based on this report, you could motivate sales
to get to work so production would have something to do.

Now, instead of being in charge of the entire company’s operations, you are in charge of
your SQL Server. Here too, you need to make certain everything is getting done efficiently.
Again, you could just guess at this and randomly assign tasks, but as already discussed, that
is an invitation to disaster. Instead, you need to get reports from your department managers—
and in this case, the department managers are the central processing unit (CPU), the disk sub-
system, the database engine, and so on. Once you have these reports, you can assign tasks and
resources accordingly.

Many system administrators don’t perform monitoring functions because they think they
don’t have the time. Most of their time is spent on firefighting—that is, troubleshooting prob-
lems that have cropped up. However, it’s safe to say that if the system administrators had
taken the time to monitor their systems, those problems might never have arisen in the first
place. That makes monitoring and optimization proactive troubleshooting, not reactive, as is
the norm. So, you can see why it is important that I discuss the various methods and tools for
getting the reports you need from SQL Server.

However, no matter how diligent you may be in monitoring your system, problems will
arise from time to time. To deal with these problems, you need to have some troubleshooting
skills, so T will also cover some methods for troubleshooting common problems.

As is best with most subjects, you’ll start at the bottom and work your way up, so Il dis-
cuss the Windows System Monitor first.
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Task 4.1: Using Windows
System Monitor

SQL Server cannot function properly if it does not have available system resources such as ample
memory, adequate processor power, fast disks, and a reliable network subsystem. If these sys-
tems do not work together, the overall system will not function properly. For example, if the
memory is being overused, the disk subsystem slows down, because the memory has to write to
the pagefile (which is on the disk) far too often. To keep this from happening, you need to mon-
itor the health of the subsystems; you can do this using System Monitor.

System Monitor comes with Windows and is located in the Administrative Tools section of
the Start menu (the tool is labeled Performance). Four views are available for your use:

Graph This view displays a graph of system performance. As values change, the graph will
spike or dip accordingly.

Report The report view looks like what you might get on a piece of paper, except that the
values here change with system use.

Alert With alert view, you can tell System Monitor to warn you when something bad is loom-
ing on the horizon, perhaps when the use of the central processing unit (CPU) is almost—but not
quite yet—too high. This type of warning gives you time to fix potential problems before they
become actual problems.

Log The log view is for record keeping. With log view, you can monitor your system over a
time period and view the information later, as opposed to viewing it in real time (the default).

With each of these views, you monitor objects and counters. An object is part of the system,
such as the processor or the physical memory. A counter displays the statistical information
about how much that object is being used. For example, the % Processor Time counter under
the Processor object will tell you how much time your processor spends working. Table 4.1
lists common counters and their recommended values.

L To see the Network Segment: % Network Utilization counter, you must install
ING the Network Monitor Agent on the Services tab of the Network Control Panel.

You can monitor SQL Server as well as Windows objects using System Monitor, because
SQL Server provides its own objects and counters. The process for monitoring SQL Server is the
same as it is with Windows—ryou just add different objects and counters. Table 4.2 describes
the SQL Server counters you will be using most often.
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TABLE 4.1
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Common Counters and Values in System Monitor

Object

Counter

Use

Recommended
Value

Recommendations

Processor

Memory

Memory

Memory

PhysicalDisk

Network
Segment

% Processor
Time

Pages/Sec

Available
Bytes

Committed
Bytes

% Disk Time

% Network
Utilization

The amount of time
the processor
spends working

The number of times
per second that data
had to be moved
from random access
memory (RAM) to
disk, and vice versa

The amount of phys-
ical RAM available

The amount of RAM
committed to use

The amount of time
the disk is busy read-
ing or writing

The amount of
network bandwidth
being used

Less than 75%

Fewer than 5

More than
4MB

Less than
physical RAM

Less than 50%

Less than 30%

Ifthisistoo high, you
should off-load some
processes to another
server or purchase a
multiprocessor
machine.

If this is too high, it
means your system is
compensating for a
lack of RAM by paging
to disk. You should
add more RAM if this
is too high.

This number should
be low, because Win-
dows uses as much
RAM as it can grab for
file cache.

If this is higher than
the physical RAM,
then you should
consider adding
more RAM.

If this is higher than
50%, you should
consider off-loading
some processes to
another machine or
adding disks to your
array.

Ifthisistoo high, then
you should consider
segregating your net-
work with a router or
bridge to decrease
broadcast traffic.
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Most Frequently Used SQL Server System Monitor Counters

Object

Counter

Use

Recommendations

SQLServer:Buffer
Manager

SQLServer:Buffer
Manager

SQLServer:Buffer
Manager

SQLServer:
General
Statistics

SQLServer:
Memory
Manager

SQLServer:SQL
Statistics

Buffer Cache Hit
Ratio

Page Reads/Sec

Page Writes/Sec

User Connections

Total Server
Memory (KB)

SQL Compilations/
Sec

How much data is being
retrieved from cache
instead of disk.

Number of data pages that
are read from disk each
second.

Number of data pages that
are written to disk each
second.

Number of user connec-
tions. Each of these
connections will take
some RAM.

Total amount of memory
that SQL Server has been
dynamically assigned.

Number of compiles
per second.

This should be in the
high 90s. If it is too low,
then you may need to
add more RAM to your
system.

This should be as low as
possible.

This should be as low as
possible.

Use this to predict how
much memory you will
need for your system
when you add new
users.

Use this when determin-
ing whether you have
enough RAM to add
more processes, such
as replication, to a SQL
Server.

This should be as high as
possible.

| can’t give you an exact number for many of these SQL Server counters
because each machine is different. You will have to collect a baseline of data
to compare against for yourself.

In this task, you will work with Windows System Monitor to monitor objects and

counters.
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Scenario

As the lead database administrator (DBA) for your company, you understand how important
itis to keep SQL Server up and running at top speed. You want to make sure all the subsystems
on the server are working in harmony and none is being overloaded. The best way to accom-
plish that goal is to view the data in Windows System Monitor on a regular basis.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1.

Caveat

This task doesn’t have any caveats.

Procedure

In this task, you will work with the graph and report views in Windows System Monitor.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1.

Details
Follow these steps to work with Windows System Monitor:
1. Log on to Windows as Administrator.

2. From the Start menu, select Programs » Administrative Tools » Performance. Notice that
the graph is already populated with counters.

3. On the toolbar, click the Add button (it looks like a + sign) to open the Add Counters
dialog box.

4. In the Performance Object box, select Memory.
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5. In the Select Counters from List box, select Available Bytes, and click Add.

' Use Iocal computer counters
* Select counters from computer:

[WCOLOS5US =l
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IMEmnry j

4l counters

) Al instances
' Select counters from list: 5 Select ingtances from lish
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Explain |

Cloze |

6. Click Close, and notice the graph being created on the screen.
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7. Press Ctrl+H, and notice the current counter changes color. This can make the chart easier
to read.

8. On the toolbar, click the View Report button (it looks like a sheet of paper), and notice
how the same data appears in report view.
& Performance 1= x|

@ File Action VWiew Favorites  window Help |;|i|i|

e > [a[@m 2

3 Console oot MEEEF R EEEREE
gﬁ Syskern Maonitor
el @] Perf L d Alert:
[+ ﬁ erformance Logs and Alerts
Memory
Available Bytes 82182208
Pages/sec 0,000
PhysicalDisk _Total
Avg. Disk Queue Length 0,000
Processor _Total
% Processor Time 2.000

Criteria for Completion

This task is complete when you have familiarized yourself with Windows System Monitor.

Task 4.2: Creating an Alert in
Windows System Monitor

It goes without saying that you cannot be in front of the computer staring at Windows System
Monitor 24/7. At the least, you need a few hours of sleep! Kidding aside, you need to have
Windows notify you when your system encounters a potential problem. That is what the alert
view in Windows System Monitor does.
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As mentioned in the previous task, you use alert view to have System Monitor warn you
when something is about to become a problem, not after it has already blossomed into a catas-
trophe. A good example is the Memory: Pages/Sec counter. When this counter is more than 5
for a sustained period, then you do not have enough random access memory (RAM), and you
need to add more. By monitoring this closely and having Windows alert you in time, your
users will never know that there was an issue.

In this task, you will create an alert in Windows System Monitor.

Scenario

As the lead database administrator (DBA) for your company, you understand how important
it is to keep SQL Server up and running at top speed. You want to make sure all the subsystems
on the server are working in harmony and none is being overloaded. The best way to accom-
plish that goal is to view the data in Windows System Monitor on a regular basis. You need
to be notified if a subsystem suddenly becomes overloaded as well, so you decide to create
some alerts in Windows System Monitor to keep you updated.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1.

Caveat

In this task, you will create an alert that notifies you when the Processor: % Processor Time
counter is less than 70 percent (which is just an arbitrary value that we use in this task). In pro-
duction, this would be more than 75 percent.

Procedure

In this task, you will create an alert in Windows System Monitor.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in
Task 1.1.
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Details

Follow these steps to work with Windows System Monitor:

1. Log on to Windows as Administrator.

2. From the Start menu, select Programs » Administrative Tools » Performance.

3. In the left pane, expand Performance Logs and Alerts, right-click Alerts, and select New
Alert Settings.

Enter Test Alert in the Name box, and click OK.

In the Alert Settings dialog box, enter Test Alert in the Comment field.

Click Add.

Select the Processor object and the % Processor Time counter, and click Add; then click
Close.

8. Select Under from the Alert When Value Is drop-down list, enter 70 for Limit, and click
OK. This will generate an alert if the processor is not busy 70 percent of the time. In the
real world, you would set this to more than 70 percent, thus warning you just before it
becomes a serious problem.

9. Click OK to create the alert.
2x]

General | Action | Scheduls |

N o o s

Thiz alert scan beging immediately after pou apply changes.

Comment
ITasl Alert

LCounters:

et when the valus is | Under =] e |70

Add Bemave
Sample data every:

Interval. |5 _I::l Units: Isaconds 'I
Runész |<Default: Set Password
QK I Cancel | Applp

Criteria for Completion

This task is complete when you have created an alert that notifies you when the Processor: %
Processor Time counter is less than 70 percent, which you should see in Event Viewer as out-
lined in the earlier task details. Follow these steps to verify:

1. To view the alerts, open Event Viewer, and look for them in the Application log.
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20|

Event |

[iate: 7 ME Sowce:  Spsmonlog
Time: 8:34:35PM Categany: Mone
Type: Infarmation  Ewent [D: 2031
User MAa

Computer: COLOSSUS

okl

Description:

Counter: \WCOLOSSUS Processor_Total\% Processor Time has tipped
its alert threshold. The counter value of 32.4 is under the limit value of 70.

Fior mare information, see Help and Support Center at
hittp: / Aqo. microzoft. cornfulink Jevents. asp

Data; & Bytes € Words

=l
=]

oK I Cancel | Lpply |

2. Watch the alerts generated for a short time, then select the alert, and finally press the
Delete key. If asked whether you want to continue deleting a running alert, click OK.

3. Exit System Monitor and Event Viewer.

Task 4.3: Creating a SQL Server
Performance Alert

SQL Server performance alerts are based on the same performance counters you used in Win-
dows System Monitor in the previous task. These counters provide statistics about various
components of SQL Server and then act on them. A good example of when to use such an alert
is with a full transaction log error.

When a transaction log fills to 100 percent, no users can access the database, so they can’t
work. Some companies lose substantial amounts of money every hour their users aren’t work-
ing, and it could take some time before you can bring the database to a usable state by clearing
the transaction log. Therefore, you should find the problem before it happens by clearing the
transaction log when it reaches a certain percentage, say 70 percent.

To see the capability of performance alerts in action, in this task you’ll create an alert that
fires when the transaction log for the AdventureWorks database is less than 100 percent full.

Scenario

As the lead database administrator (DBA) for your company, you understand how important
it is to keep SQL Server up and running at top speed, and you want to make certain that all
the databases are available at all times. You have had some trouble with the Sales database, which
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is heavily used. Occasionally under heavy usage, the transaction log fills to 100 percent, and the
users are locked out. You can’t find a reliable pattern for when this happens, but you still need
to prevent it. You have decided that the best way to keep the log from filling to capacity is to create
a performance alert that runs a backup job to clear the log before it gets to 100 percent full.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, and the operator you created in
Task 3.2.

Caveat

In this task, you will create an alert that fires when the log is less than 100 percent full. On your
production systems, you should set such an alert to fire when the log is about 70 percent full
and then fire a job that will back up (and thus clear) the transaction log. You will also need
to have the Messenger service running to receive the Net Send message.

Procedure

In this task, you’ll create an alert that fires when the transaction log for the AdventureWorks
database is less than 100 percent full, and you will then disable the alert.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, and the operator you created in
Task 3.2.

Details
Follow these steps to create a performance alert in SQL Server Management Studio:

1.  Open SQL Server Management Studio, expand your server, and then expand SQL Server
Agent.

Right-click Alerts, and select New Alert.

In the Name box, enter Performance Alert.

In the Type list, select SQL Server Performance Condition Alert.
In the Object box, select SQLServer:Databases.

© g, N

In the Counter box, select Percent Log Used.
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7. In the Instance box, select AdventureWorks.

8. Make sure Alert If Counter is set to Falls Below.

9. In the Value box, enter 100.

0 New Alert

— 3 x|
Seleclapage L5 Sorigt - Help
2 General
2 Response Mare: |Performance Alert Jv' Enable
4 Dptions =
Type: ISQL Server performance condition alert j
Performance condition alert definition
Object;
|SQLSewar Databases hd
LCounter:
IF‘elcent Log Used j
Instance:
|Adventura\l\f’arks j
Alert if counter
m [ fall betow | e 100
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10. Select the Response page, check the Notify Operators box, and check the Net Send box

next to your operator name.

) New Alert

_ o]
53|EC|6P393 5 seript + |19 Help
27 General
7 Response
= Dptions ™ Executejob
Hew Job.. Wiew .ok
¥ Motify operatars
Operatar ligt
Operatar I E-mail I Pager | Nel‘Sendl
Adrministrator u I v
Server
COLOSSUS
Cannection
COLOSSUS Administrator
_’_ﬂ Wigw connection properties
Ready
New Operatar Wiew Dperator

Click OK to create the alert.

the message.

Canicel |

%

12. When the Net Send message opens, note the detail that is provided, and click OK to close
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Because you probably don’t want that error popping up every few minutes, you need to
disable it:

1. In SQL Server Management Studio, under Alerts in SQL Server Agent, double-click Per-
formance Alert to expose its properties.

2. Uncheck the Enable box, and click OK to apply the changes.

il
 Selectapage L6 Seript - (L Help
27 General
= E;;z::se Hame: |Performamce Alert
7 Histary Type: ISQL Server perfarmance condition alert j
Performance condition alert definition
Dbject:
ISQLSarver:Databases -
Counter:
IF‘erl:ent Log Used j
Instance:
IAdvenluleWorks d
Alert if counter
[rats below | Value: 100
Server
COLDS5US
Cornection:
COLOSSUS Administrator
4J View connection properties
Ready

ak C |
o ] oo |

Criteria for Completion

This task is complete when you have created a performance alert that notifies you when the
transaction log of the AdventureWorks database is less than 100 percent full. You will see a
Net Send message similar to the one in Figure 4.1.

FIGURE 4.1 A Net Send message will open when the performance alert fires.

5I
Message from COLOSSUS to ADMINISTRATOR. on 7/19/2006 9:24:59 PM
5L Server Alert Syskem: Performance Alert’ occurred on YCOLOSSUS
DATE/TIME: 7119/2006 2124139 PM
DESCRIPTION: (Mone)

COMMENT: {Mone)

JOB RUM: (Mone)
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Task 4.4: Creating a WMI Alert

Windows Management Instrumentation (WMI) is Microsoft’s implementation of web-based
enterprise management, which is an industry initiative to make systems easier to manage by
exposing managed components such as systems, applications, and networks as a set of com-
mon objects. SQL Server has been updated to work with WMI and respond to WMI events.
But with all the techno-babble out of the way, what does this mean to you?

Using WMI alerts, you can respond to events that you couldn’t even see before. For exam-
ple, you can create an alert to fire when an ALTER LOGIN command is issued. This can be useful
for managing security. In addition, you can create an alert to fire when a CREATE TABLE com-
mand is run so you can keep track of storage on your database. The only limitation is your
imagination—so you need to know how to create WMI alerts.

You’ll create a WMI alert in this task that fires when a new database is created.

Scenario

You are the database administrator (DBA) for a medium-sized company that employs several
developers, many of whom create SQL Server objects on a regular basis. Management has
implemented a change control program to keep track of what objects are changed and when,
and management wants all the developers to follow this new protocol. You have been asked
to help make sure no database objects are changed in the production environment without a
change control document in place and approved. You could prevent the developers from mod-
ifying production objects, but you would have to remove the permissions they need to do their
jobs, so you decide to create a WMI alert to notify yourself and management when a produc-
tion object is modified so you can check for a corresponding change request.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the operator you created in Task 3.2.

Caveat

You must have the Messenger service running to receive the Net Send message.

Procedure

In this task, you will create a WMI alert that fires when a new database is created. You will
then disable the alert.
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Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the operator you created in Task 3.2.

Details
Follow these steps to create a WMI alert in SQL Server Management Studio:

1. Open SQL Server Management Studio, expand your server, and then expand SQL Server
Agent.

Right-click Alerts, and select New Alert.
In the Name box, enter WMI Alert.
In the Type list, select WMI Event Alert.

Make sure Namespace is set to \\.\root\Microsoft\SqlServer\ServerEvents\
MSSQLSERVER.

6. Enter this query in the Query box:
SELECT * FROM CREATE_DATABASE

A

e
Select apage ‘;S Seript - Help
1% General
27 Fesponze
M1 Alert v Enahl
% Dptions Hars I = ol Ee
Tope: I\N’M\ event alert j

Wikl event alert definition

Select a predefined query, or enter a custom query.

Namespace:

I\\.\ruut\M icrozoftySglServersS erverlEvents\MSSOLSERVER

Queny:

SELECT “FROM CREATE_DATABASE

7. Select the Response page, check the Notify Operators box, and check the Net Send box
next to your operator name.

-1o| x|
Select apage ;S Seript - D
127 General
27 Response
I te job
Q’ Options [~ Execute jdl

| _
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8. On the Options page, check the Net Send box under Include Alert Error Text In, and click

OK to create the alert.

0 New Alert _1al x|

53|EC|6P393 5 Seript - Help

2P General

% Response

j‘ P Include slert error text in:

7 Options

Additional notification message to send:

=
=

Server

COLOSSUS

Cannection
COLOSSUS Administrator

_’_ﬂ Wigw connection properties

Proaress

Ready

Delay between responses:

0 3: minutes 0 3: seconds

ak. Ci |
o ] oo |

4

9. Open a new SQL Server query in SQL Server Management Studio by clicking the New

Query button.

10. Enter and execute the following code to fire the new alert:

USE Master

GO

CREATE DATABASE WMITest
ON PRIMARY

(
NAME = N'WMITest',
FILENAME = N'C:\WMITest.mdf'
SIZE = 3072KB ,
MAXSIZE = UNLIMITED,
FILEGROWTH = 1024KB

)

LOG ON

(
NAME =
SIZE = 504KB ,

N'WMITest_Tog', FILENAME = N'C:\WMITest_Tlog.ldf'
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MAXSIZE = UNLIMITED,
FILEGROWTH = 10%
)

11. When the Net Send message opens, note the detail that is provided, and click OK to close
the message (it may take a few seconds for the message to open).

12. To disable the alert, open it, uncheck the Enable box, and click OK.

Criteria for Completion

This task is complete when you have created a performance alert that notifies you when
someone has created a new database. You will see a Net Send message similar to the one in
Figure 4.2.

FIGURE 4.2 A Net Send message will open when the WMI alert fires.

%
Message from COLOSSUS ko ADMINISTRATOR on 7/20/2006 10:45:01 PM
SGL Server Alerk System: "WMI Alert' occurred on by
DATE[TIME: 7/20/2006 10:45:01 PM
DESCRIPTION:

COMMENT: {Mone)

JOB RUM: (Mone)

Task 4.5: Running a Trace in Profiler

When running a company, once you have the management team working in harmony, you can
focus your attention on the rest of the workforce. As in any company, the employees need to
be monitored to make sure they are doing their fair share of work. In this analogy, the queries
that are run on SQL Server would be the employees who need to be monitored, and Profiler
is the tool you need to do the work.

Profiler allows you to monitor and record what is happening inside the database engine.
You do this by performing a trace, which is a record of data that has been captured about
events. Traces are stored in a table, a trace log file, or both, and they can be either shared
(viewable by everyone) or private (viewable only by the owner).
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The actions you will be monitoring, called events, are anything that happens to the database
engine, such as a failed login or a completed query. These events are logically grouped into event
classes in Profiler so they will be easier for you to find and use. Some of these events are useful
for maintaining security, and some are useful for troubleshooting problems, but most of these
events are used for monitoring and optimizing. The following event classes are available:

Cursors A cursor is an object that is used to work with multiple rows of data by moving through
them one row at a time. This event class monitors events that are generated by cursor usage.

Database This is a collection of events to monitor automatic changes in size for data and
log files.

Errors and Warnings The events in this class monitor errors and warnings such as a failed
login or a syntax error.

Locks When users access data, that data is locked so other users cannot modify data some-
one else is reading. These events monitor the locks placed on your data.

Objects  You can monitor this class of events to see when objects (such as tables, views, or
indexes) are opened, closed, or modified in some way.

Performance These events display Showplan event classes as well as event classes produced
by data manipulation operators.

Scans Tables and indexes can be scanned, which means SQL Server must read through every
entry in the object to find the data for which you are looking. The events in this class monitor
these object scans.

Security Audit These events monitor security. Failed logins, password changes, role changes,
and so on, are contained in this category.

Server This category contains classes that monitor server control and memory change events.

Sessions When a user connects to SQL Server, that user is said to have started a session with
the server. This event class monitors user sessions.

Stored Procedures A stored procedure is a collection of Transact-SQL code that is stored on
the server and is ready to be executed. This event class monitors events that are triggered by the
use of stored procedures.

Transactions A transaction is a group of Transact-SQL commands that are viewed as a unit,
meaning either they must all be applied to the database together or all of them fail. This event
class monitors SQL Server transactions (including anything that happens to a transaction log
where transactions are recorded) as well as transactions that go through the Distributed Trans-
action Coordinator (DTC).

TSQL This event class monitors any Transact-SQL commands that are passed from the client
to the database server.



302 Phase 4 - Monitoring and Troubleshooting SQL Server

User Configurable If the other events in Profiler do not meet your needs, you can create your
own event to monitor with these user-configurable events. This is especially handy for custom
applications you may create.

OLEDB OLEDB s an interface that developers can use to connect to SQL Server. This event
class monitors OLEDB-specific events.

Broker Service Broker is a new component in SQL Server 2005 that provides asynchronous
message queuing and delivery. The Broker event class monitors events generated by Service
Broker.

Full Text Full-text indexing gives you flexibility in querying SQL Server by letting you
search for phrases, word variations, weighted results, and so on. These indexes are controlled
by a separate service (msftesql). Using this event class, you can monitor events generated by
the full-text index service and its indexes.

Deprecation Over the years, many commands have been deprecated in SQL Server. One
such example is the DUMP statement, which was used in earlier versions of SQL Server to back
up databases and logs but is no longer a valid command. The Deprecation event class helps
you track down procedures and programs that are using deprecated functions and commands
so you can update them.

Progress Report  This class of events helps you monitor the progress of long-running com-
mands, such as online index operations.

When you create a trace, it is based on a trace template. A template is a predefined trace def-
inition that you can use to create a trace out of the box, or you can modify it to fit your needs.
You can choose from several templates:

Blank This template has no configuration at all. It is a blank slate you can use to create a
completely unique trace definition.

SP_Counts You can use this template to see how many stored procedures are started,
which database ID they are called from, and which server process ID (SPID) called the stored
procedure.

Standard This template records logins and logouts, existing connections (at the time of the
trace), completed remote procedure calls (RPCs), and completed Transact-SQL batches.

TSQL This records the same events as the Standard template except this template displays
only the EventClass, TextData, SPID, and StartTime data columns. This is useful for tracking
which queries are being run, when they are being run, and who is running them.

TSQL_Duration This tracks which queries are being executed and how long those queries
take. This is especially useful for finding queries and stored procedures with poor performance.

TSQL_Grouped You can use this template to discover what applications are being used to
connect to SQL Server and who is using those applications. This template tracks queries that
are being run and groups them by application name, then Windows username, then SQL
Server username, and then process ID.
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TSQL_Replay Trace files can be replayed against a server, meaning that every action
in a trace file can be executed as if it were coming from a user. This template is especially
useful for replaying against a server to find the cause of a crash or some other unexpected
event.

TSQL_SPs You can use this template to find out who is running stored procedures and what
those stored procedures do.

Tuning You can use this specifically for creating a trace file for the Database Engine Tuning
Advisor, which T will discuss later in this phase.

In this task, you’ll get some hands-on experience with Profiler by creating and running
a trace.

Scenario

You are the database administrator (DBA) for a medium-sized company with several SQL
Server users. Recently your users have started complaining that they are having trouble retriev-
ing data from SQL Server. Some users cannot access the data they need at all, and others can
access it, but it is slow. You realize that this could be any number of problems ranging from
network connectivity to security issues. It could even be a combination of these problems. You
realize that the best way to troubleshoot this problem is to run a trace in Profiler.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the AdventureWorks database installed with the sample data.

Caveat

This task doesn’t have any caveats.

Procedure

In this task, you will configure and run a trace in Profiler.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1
and the AdventureWorks database installed with the sample data.
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Details

Follow these steps to create and run a trace in Profiler:

1. From the Start menu, select Programs » Microsoft SQL Server 2005 » Performance
Tools » SQL Server Profiler.

From the File menu, select New Trace.

Connect to your default server instance using the proper authentication; this opens the
Trace Properties dialog box.

In the Trace Name box, enter Monitor.

Use the Standard (default) template.

Check the Save to File box, and click Save to accept the default name and location. Leave
the Enable File Rollover box checked and the Server Processes Trace Data box unchecked.

7. Check the Save to Table box, log on to your default server instance, and fill in the following;:

= Database: AdventureWorks

=  Owner: dbo
=  Table: Monitor

8. Click OK once you have made these changes.

Gereral |Events Selection |

Trace name: I Monibor

Trace pravider name: I COLOS5US

Trace provider bype: I Microsoft SQL Server 2005 version: 9.0.2047

Use the template: IStandard (defaulty j

¥ Save to file: I CiDocuments and SettingsiAdministratoriMy Documents|Monitor.trc = |
Set maximum file size (ME): 5

[V Save to table:

¥ Enable File rollover

I Server processes trace data

I COLOS5US. [AdventureWorks]. [dbo]. [Monitar]

™ set maximum rows (in thousands):

|

[ Enable trace stop time:

| 7rz1jz008 Il |inazeaam =

Cancel

Help
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9. Click the Events Selection tab, and check the Show All Events box toward the bottom of
the tab.

10. Inthe Events grid, expand Security Audit (if it is not already expanded), and check the box
to the left of Audit Schema Object Access Event. This will monitor the opening and clos-
ing of objects, such as tables.

Trace Properties 1[

General Events Selection |

Review selected events and event columns to trace. To see a complete list, select the "Show all events" and "Show all columns" options.
Events [ TewtD.. [ appic.. [ MTUs. [ Login. [ CPU [ Feads [wites [ Durati [ Chent. [ SPID [ StanT o]
[ Audt Login Failed [ - - - [ [ (=
[T Audit Login GDR Event - - I (i [mi [mi
W Audit Logout ~ ~ 4 [ = =4 7 v o =]
[~ Audit Object Derived Permiszion Event - [ [ | - - -
?74 Audit S chema Object Access Event Ird ird ird ird ird ird ird
[T Audit Schema Object GDR Event [l [} [ [ I - [l J
[T Audit Schema Dbject Management E... [l r r |l [l [l
[T Audit Schema Object Take Ownershi [l [} [} [ - -
[T Audit Server Alter Trace Event [l r r r r r
[T Audit Server Object GOR Event - [ | | - [l -
[T Audt Server Object Management Event [~ r r |l r [l [l
r Andit Carvar Meiset T sl a Nmarshin — — — — | — '__lﬂ
3
r~Audit Schema Object GDR Event
Records GRANT, DENY, REVOKE object permission events. ¥ Show all events
I show all columns
Mo data column selected.
Column Filkers, .. I
Organize Columns. .. I

Run Cancel Help |

11. Click Run to start the trace.

12. Leave Profiler running, and open a new SQL Server query in SQL Server Management
Studio.
13. Execute the following query:
USE AdventureWorks
SELECT * FROM Person.Contact
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14. Switch to Profiler, and click the Pause button (double blue lines). In Profiler, notice the
amount of data that was collected.

% s0L Server Profiler - [Monitor (COLOSSUS)] =13l x|

% File Edt View Replay Tools Window Help =& x|

EREEEE AT TR

|| EveniClass | TextData | ApplicationName | NTUseiName | LoginMame | CPU | Rieads | Wites | Duwiaion

Audit schema Object Acces... exec sp_Mspub_adjust_identity Repl-LogRead... sglserwver  COLOSS...

Audit schema Object Acces... exec @retcode = sys.sp_Msreplcheck_... Repl-LogRead... sglserwver  COLOSS...

Audit schema Object Acces... EXEC @retcode = sys.sp_Msrepl_getdi... Repl-LogRead... sglserwver  COLOSS...

Audit schema Object Acces... SELECT @dist_rpcname = name, ... Repl-LogRead... sglserver  COLOSS...

Audit schema Object Acces... SELECT @loc_distribdbh = msd.distrib... Repl-LogRead.. . sqlserver COLOSS. ..

Audit schema Object Acces... SELECT @loc_distribdbh = msd.distrib... Repl-LogRead.. . sqlserver COLOSS. ..

Audit schema Object Acces... select @rpcsrvname = name ... Repl-LogRead... sglserver  COLOSS...

Audit schema Object Acces... DECLARE adjust_identity CURSOR LOCA... Repl-LogRead... sglserwver  COLOSS. ..

Audit schema Object Acces... DECLARE adjust_identity CURSOR LOCA... Repl-LogRead... sglserwver  COLOSS. ..

Audit schema Object Acces... OFEN adjust_identity Repl-LogRead... sglserwver  COLOSS...

Audit schema Object Acces... OFEN adjust_identity Repl-LogRead... sglserwver  COLOSS...

Audit schema Object Acces... FETCH adjust_identity INTO @ohjid ... Repl-LogRead... sglserwver  COLOSS. ..

Audit schema Object Acces... FETCH adjust_identity INTO @ohjid ... Repl-LogRead... sglserwver  COLOSS. ..

RPC:Completed exec sp_Mspub_adjust_identity Repl-LogRead... sglserwver  COLOSS... 10 &2 o 27

Audit schema Object Acces... WAITFOR (RECEIVE message_body FROM ... microsafre w... SYSTEM NT AUT...

sqQL:Batchcompleted WAITFOR (RECEIVE message_body FROM ... microsafre w... SYSTEM NT AUT... 20 4 o ErE]

sqQL:Batchstarting WAITFOR (RECEIVE message_body FROM ... microsafre w... SYSTEM NT AUT...

Audit schema Object Acces... WAITFOR (RECEIVE message_body FROM ... microsafre w... SYSTEM NT AUT...

sqQL:Batchcompleted use adventureworks select = from p... microsaft sQ... Adminis... COLOSS... 1... 730 o 11837

Trace Pause
. . .
use adventureworks N
select = from persan.contact —
< | o[
Trace is paused. Ln502, Col 1 |Rows: 503

| Connections: 2

15. Click the Stop button (the red box) to stop the trace.
16. Close Profiler and SQL Server Management Studio.

)/ When the Server Processes Trace Data box is checked, SQL Server processes

A&TE the trace. This can slow server performance, but no events are missed. If the
box is unchecked, the client processes the trace data. This results in faster
performance, but some events may be missed under a heavy server load.

Criteria for Completion

This task is complete when you have created and run a trace in Profiler. You should see a list
of database activity as discussed earlier in the task details.
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Task 4.6: Creating a Workload in Profiler

If one musical instrument in an orchestra is out of tune, the entire symphony sounds bad, and
the performance is ruined. In the same way, if even one SQL Server database is out of tune, it
could slow down the entire system. Perhaps an index was created using the wrong columns,
or maybe users have started querying different data over time, which would require the cre-
ation of new indexes. If any of this is true, your databases need tuning. To do that, you need
to use the Database Engine Tuning Advisor.

Before you can run the Database Engine Tuning Advisor, you need to create a workload.
You get this by running and saving a trace in Profiler based on the Tuning template. It is best
to get this workload during times of peak database activity to make sure you give the advisor
an accurate load.

In this task, you will create a workload file to use with the Database Engine Tuning Advisor
in the next task.

Scenario

You have a SQL Server 2005 instance that has been running well for several months. Over the
past couple of weeks, though, users have started complaining about performance. They tell you
that queries are taking an excessive amount of time to return data. After doing some research
into the problem, you realize the users have begun to query on columns that are not indexed,
and some of the indexes currently in place may not be used any longer. You know that the most
efficient way to fix this problem is by using the Database Engine Tuning Advisor; however,
before you can do that, you need to create a workload file.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, and the Monitor table you cre-
ated in Task 4.5.

Caveat

This task doesn’t have any caveats.
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Procedure

In this task, you will create a workload file by configuring a trace in Profiler based on the Tuning
trace template.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, and the Monitor table you
created in Task 4.5.

Details
Follow these steps to create a workload in Profiler:

1. Firstyou need to remove the indexes from the test table, so open SQL Server Management
Studio, and expand Databases » AdventureWorks » Tables.

Right-click Monitor, and select Modify.
Right-click the key icon by the RowNumber column, and select Remove Primary Key.

Click the Save button on the toolbar to remove the indexes from the table.

g~ w DN

To stop any excess traffic on the server, right-click SQL Server Agent in Object Explorer,
select Stop, then click OK.

6. From the Start menu, select Programs » Microsoft SQL Server 2005 » Performance
Tools » Profiler.

From the File menu, select New Trace to open the Trace Properties dialog box.
Connect to your default server instance using the proper authentication.
In the Trace Name box, enter Tuning.

10. Use the Tuning template.

11. Check the Save to File box, and click Save to accept the default name and location. Leave
the Enable File Rollover box checked and the Server Processes Trace Data box unchecked.

Trace Properties ﬂ
General |Events Selection |

Trace name: I Tuning

Trace pravider name: I COLOS5US

Trace provider bype: I Microsoft SQL Server 2005 version: 9.0.2047

Use the template: ITuning j

i~ éé’;’émta il I CiiDocuments and Settingsiadministratoriiy Documents| Tuning. ke =) |
Set maximum file size (ME): 5
¥ Enable File rollover
I Server processes trace data
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12. Click Run to start the trace.

13. Leave Profiler running, and open a new SQL Server query in SQL Server Management

Studio.

14. Execute the following query (make sure to insert your username in the WHERE clause):

USE AdventureWorks
SELECT textdata FROM monitor

WHERE NTUserName =

'"Your_User_Name'

15. Switch to Profiler, click the Stop button (red box), and then close Profiler.

Criteria for Completion

This task is complete when you have created a workload file in Profiler. You should see a list

of database activity, as shown in Figure 4.3.

FIGURE 4.3

You should see a list of database activity when you run the workload trace.

EE
kX Fle Edit Yiew Reply Tools Window Help =&l x|
Hi@efal|rns | mEANG@EP
| EventClass | TextDats Duistion | SPID_[ Datsbaseld | DatabassMame | ObjectType | LoginNams | |
SP:stmtCompleted return 0 -- if this table does ... o &3 o distribution &z7z - P COLOSS...
SP:stmtCompleted exec @retcode = sp_MScheck_pull_acc... o &3 o distribution &z7z - P COLOSS...
SP:stmtCompleted if @2error <> 0 or @retcode < 0 o &3 o distribution &z7z - P COLOSS...
SP:stmtCompleted return case when exists (select * & &3 o distribution 20038 - FN COLOSS. ..
SP:stmtCompleted if sys.fn_Msrepl_isdistdb (db_name(... 7 63 9 distribution 827z - P COLOSS...
SP:stmtCompleted select @publisher_db = publisher_d... 1 &3 o distribution &z7z - P COLOSS...
SP:stmtCompleted if Tower(@publication) = *all* o &3 o distribution &z7z - P COLOSS...
SP:stmtCompleted select @num_p2p_pubs = counti(*) 0 63 9 distribution 827z - P COLOSS...
SP:stmtCompleted if @num_pzp_pubs = 0 o &3 o distribution &z7z - P COLOSS...
SP:stmtCompleted select @is_pzp = 0 o &3 o distribution &z7z - P COLOSS...
SP:stmtCompleted return 0 o &3 o distribution &z7z - P COLOSS...
SP:stmtCompleted exec sys.sp_MSispeertopeeragent @ag... 3 63 9 distribution 827z - P COLOSS...
SP:stmtcompleted if(@read_query_size <= 0) 0 63 3 distribution 8272 - P COLDSS...
SP:stmtCompleted select @max_xact_seqno = max(xact_s... o &3 o distribution &z7z - P COLOSS...
SP:stmtCompleted 1T @max_xact_seqno = @last_xact_seqd... o &3 o distribution &z7z - P COLOSS...
SP:stmtcompleted if @get_count in (1,2) 0 63 3 distribution 8272 - P COLDSS...
SP:stmtCompleted select rc.xact_seqno, rc.partial_co... o &3 o distribution &z7z - P COLOSS...
SP:stmtCompleted select @max_xact_seqno o &3 o distribution &z7z - P COLOSS...
SP:stmtCompleted return 0 o &3 o distribution &z7z - P COLOSS...
RPC:Completed exec sp_MSget_repl_commands 3,0x000... 12 63 9 distribution COLOSS. ..
sSOL:BatchCompleted 5266 &l 4 msdb NT AUT...

Trace Stop

WAITFOR (RECEIVE message_body FROM ...

4

3 K

Lo

Trace Is stopped.

Ln2z3, Col 1 |Rows: 223

| Connections: 0
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Task 4.7: Using the Database
Engine Tuning Advisor

You already know the importance of keeping a database tuned. If anything is out of tune, so
to speak, the entire server will suffer for it. The first step in tuning a database is to create a
workload file based on the Tuning template, as you did in the previous task. The next step is
to run the Database Engine Tuning Advisor.

This tool will parse the workload file you provide and compare the activity recorded
therein against the existing indexes in the database. If the database has all the indexes needed
to run at top speed, then the Database Engine Tuning Advisor makes no recommendations.
If, on the other hand, you need to make changes, the Database Engine Tuning Advisor will
present you with the proposed changes and allow you to implement them on the spot or
schedule them for later.

In this task, you will use the Database Engine Tuning Advisor to tune the AdventureWorks
database based on the workload file you created in Task 4.6.

Scenario

You have a SQL Server 2005 instance that has been running well for several months. Over the
past couple of weeks, though, users have started complaining about performance. They tell
you queries are taking an excessive amount of time to return data. After doing some research
into the problem, you realize that the users have begun to query on columns that are not
indexed, and some of the indexes currently in place may not be used any longer. Because you
have already created a workload file, you are ready to tune the database using the Database
Engine Tuning Advisor.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, the Monitor table you created
in Task 4.5, and the workload file you created in Task 4.6.

Caveat

This task doesn’t have any caveats.
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Procedure

In this task, you will tune the AdventureWorks database using the Database Engine Tuning
Advisor and the workload file you created in Task 4.6.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, the Monitor table you created
in Task 4.5, and the workload file you created in Task 4.6.

Details

To run the Database Engine Tuning Advisor, follow these steps:

1.

From the Start menu, select Programs » Microsoft SQL Server 2005 » Performance
Tools » Database Engine Tuning Advisor.

Connect to your server using the appropriate authentication method. This will create a
new session in the advisor.

In the Session Name box, enter Tuning Session.

In the Workload section, click the Browse button (it looks like a pair of binoculars), and
locate the Tuning.trc trace file created earlier.

In the databases and tables grid, check the box next to AdventureWorks.

M- patabase Engine Tuning Advisor == x|
File  Edit “iew Actions Tools  Window  Help x

mﬂ L..i a fr Start Analysis ﬁ w_{% 3)

2 COLOSSUS - TuningSession |
Bconnect | 27 4
5 [ COLOS5US General | Tuning Options |
m Tuning Session

|»

Session name:

ITuning Seszion

—Workload
& File " Table
IE'\DncumEnls and SettingshddministratoriMyp Documents\ Tuning. bre ﬁl A":lkl
Database for workload analysis: Imasler i
Select databases and tables to tune:
7 Name | Selected Tables =
e | Adventurshworks Flof?l =
| AdventuretworksDiw Click ta select individual tables v |
(o |J distribution Click to select individual tables |
f,:l |J (il |_J JOBTEST Click ta select individual tables | b
B General ™ || master Click to select individusl tables | |
D il ™ | model Click to select individual tables |
Mame Tuning Session ™ [ msdb Click to select individusl tables |+ ;I
= Status
Creation time | 7/22/2006 1252 PM [V Save tuning log
Status Ready ;I

Ready. Conneckions: 2
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Switch to the Tuning Options tab. From here you can instruct the advisor what physical
changes to make to the database; specifically, you can have the advisor create new indexes
(clustered and nonclustered) and partition the database.

Leave the Limit Tuning Time option checked and set for the default time; this prevents the
advisor from taking too many system resources.

Leave the default options for Physical Design Structures (PDS) to Use in Database,
Partitioning Strategy to Employ, and Physical Design Structures (PDS) to Keep in

Database.

= Database Engine Tuning Advisor

File  Edit

] | @ | b Start Analysis

Wiew  Actions  Tools

Windaw

R

Help

=21

x

tor

2 Comnect | 27 4
= [ COLOSSUS
[ Tuning Session

COLOSSUS - TuningSession |

General Tuning Optionhs ‘

v Limit tuning time

Slop at | Saturday . July

" Indexes and indexed views

% Indexes

22, 2006

Physzical Design Stiuctures [PDS] to use in database

" Evaluate utiization of existing PDS only

x| iszem =

Advanced Options. .. =

 Indexed views

= Monclustered inderes

Partitioning strategy ta emplay
£ No partitioring

" Aligned partitioning

" Do not keep any existing PDS.

Physical Design Stiuctures [PDS] to keep in database

" Full partitioring

" Keep indezes only

EEN= _
' Keep all existing PDS ' Keep clustered indexes only
El General
o 0 " Keep aligned partitioning
Marme Tuning Session
El Status
Creation time | 7/22/2006 12:52 PH _l;l
Status Ready | | L4
Reeady. Connections: Z

Click the Advanced Options button. From here you can set these options:

Define Max. Space for Recommendations (MB) will set the maximum amount of space
used by the recommended physical performance structures.

All Recommendations Are Offline will generate recommendations that may require
you to take the database offline to implement the change.
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Generate Online Recommendations Where Possible will return online recommenda-
tions even if a faster offline method is possible. If there is no online method, then an
offline method is recommended.

Generate Only Online Recommendations will return only online recommendations.

x|
[ Define mar. space for recommendations (MB): I
Max. columns per index: I 1023 33

Onling indes recommendatior:s

Al recommendations are offline
" Generate onling recommendations where possibls

" Generate only online recommendations

QK I Cancel Help

Click Cancel to return to the advisor.

Click the Start Analysis button on the toolbar.

You should see a progress status screen during the analysis phase.

After analysis is complete, you will be taken to the Recommendations tab; you should see
a recommendation for creating an index on the Monitor table.

M- patabase Engine Tuning Advisor == x|

File  Edit “iew Actions Tools  Window  Help x

i | @ B Start Analysis kP
il COLOSSUS -TuningSession |
Hiconnect | 22 4 |
=] ljs COLOS5US General | TuningOptions | Progress | Fecommendations Reports |
E Turing Session Estimated improvement: 612
Partition Recommendations v
Index Hecommendabons ¥
[v| Database Name |DbiectName - |F\ecommemdat\on v |Targel of Recommendation
W Adventuretorks ] [dbol[Monitor]  create Ghy _dta_index_Monitor_c_B_1024722703
il ladl
=]
E General
D 1
Mame Tuning Session
= Status | LI
g[:?:':n fim= Eﬁf}:ﬁgus T2z o See Reports for sizes of existing objects

Tuning session completed successfully, Connections: 2
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14. You can also check the Reports tab for more detailed information about the analysis pro-
cess. Select Statement Detail Report from the Select Report drop-down list as an example.

= Database Engine Tuning Advisor -8l x|
File  Edit Wiews  Actions  Tools  ‘Window  Help x
i Stark Analysis | E B P
COLOSSUS - TuningSession |
B connect | 29 4
|
=] ljs COLOSSUS General | TumingOptions | Progress | Fiecommendations Fepoits
P . Lralanase(s] W e PR LI DIRS]
E Tuning Session =
“Wwarkload file CADocuments and Settings'Administrator\ky DocumentshT
b arimurm tuning time &7 Minutes
Time taken for tuning 1 Mirute
Erpected percentage improvement : B1.58 =
i : i o LI_I
Tuning Reports ¥
Select repart: IStatement detail repart j
Statement |d | Statement String | Statement Type I Curent Statement Cost | Recammn
1 i SELECT testdata FROM moritor ‘... | Select 0.0142068 0.00545
=]
Bl General
0 1
Marme Tuning Session
Bl Status
Creation time | 7/22/2006 12:52 PM |
Status Firished Ll I
Tuning session completed successfully, Connections: 3

15. To apply these recommendations, select Apply Recommendations from the
Actions menu.

16. In the dialog box that opens, click Apply Now, and click OK.
17. When the index has been created, click Close.
18. Close the Database Engine Tuning Advisor.

Criteria for Completion

This task is complete when you have used the Database Engine Tuning Advisor to create an
index on the Monitor table in the AdventureWorks database using the Tuning. trc workload
file created in Task 4.6. You should see a new index on the Monitor table. Follow these steps
to verify:

1.  Open SQL Server Management Studio, expand your server, and then select Databases »
AdventureWorks » Tables » Monitor » Indexes.
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2. You should see a new index listed.

“xMicrosoft SQL Server Management Studio - = x|
File Edit View Project Tools Window Community Help
Quevowen |y BB G RSHS BEBES,
Summarﬂ - X
Conect~ | 3w [ T BEaT st |- E@Repart -
= [ Tables ;'
[ Syskem Tables
= dbo.AvWBuildve D Indexes
=1 dbo.Databasel COLOS5US\Databases! AdventureWorks! Tables|dbo, MonitoriIndexes 1 Ttem{s)
=1 dba.Errarlag
B = dbo.Manitar
3 Columns Name |
[ Keys «hi_dta_index_Monitor_c_&_1024722703_KS (Clustered) |

| Constraints
[ Triggers
= [ Indexes
sk _dta_ir
| Statistics
=1 HumanResourc
=] HumanResourc
=] HumanResourc
=1 HumanResaurc
=1 HumanResourc
=] HumanResourc
=] HumanResourc
=1 Person,Addres
=1 Person,Addres
=1 Person. Cantac
= Person.Contac
=1 Person, Countr:

=1 Person, StatePr -
T I_I
13

[]HHHHHHHHHHHHH

-

Ready
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Obviously, you do not want other users to be able to change data while you are reading or

modifying it. This would cause confusion and inaccuracies in your database, and your system
would soon go from being a database server to being a large paperweight. To keep this from
happening, SQL Server automatically places locks on the data that is being accessed to limit
what other users can do with that data. SQL Server has several types of locks; shared locks and

exclusive locks are the most important to understand:

= Shared locks are placed on data that is being accessed for read purposes. In other words,
when a user executes a SELECT statement, SQL Server places a shared lock on the data
requested. Shared locks allow other users to access the locked data for reading but not for

modifying.



316 Phase 4 - Monitoring and Troubleshooting SQL Server

*  Exclusive locks are placed on data that is being modified. This means when a user exe-
cutes an INSERT, UPDATE, or DELETE statement, SQL Server uses an exclusive lock to pro-
tect the data. Exclusive locks do not allow other users to access the locked data for any
purpose; the data is exclusively available to the user who placed the lock.

You won’t deal with other locks as often (if ever), but it is good to know they exist:

»  Update locks indicate that a user may want to update data. This prevents a type of dead-
lock where two users are trying to update data but neither of them can get an exclusive
lock because the other user has a shared lock on the data.

»  [ntent locks indicate SQL Server wants to place a lock lower in the database hierarchy,
such as at the table level.

»  Schema locks are for when Data Definition Language (DDL) statements, such as ALTER
TABLE, are executed.

*  Bulk update locks are used when bulk copy operations are in progress or when the
TABLOCK hint is used on a query.

SQL Server does a great job of dynamically setting these locks, so you don’t need to be con-
cerned with setting them yourself. What you do need to be concerned with is making sure your
queries are properly written so SQL Server does not place locks that get in the users’ way. The
primary cause of this is deadlocks.

Deadlocks occur when users try to place exclusive locks on each other’s objects (as shown
in Figure 4.4). For example, User1 places an exclusive lock on Table1 and then tries to place
an exclusive lock on Table2. User2 already has an exclusive lock on Table2, and User2 tries
to put an exclusive lock on Table1. This condition could cause SQL Server to enter an endless
loop of waiting for the locks to be released, but fortunately an algorithm built into SQL Server
looks for and rectifies this problem. SQL Server picks one of the users (called the victim in SQL
Server terminology) and kills their query. The user whose query was killed will receive an error
message stating they are the victim of a deadlock and should try their query again later.

FIGURE 4.4 Deadlocks degrade system performance.

User1

User 2 Query Killed,

) and Locks Released
Exclusive

Lock

Table1 Table2
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This can cause aggravation among the users because it slows their work. You can avoid
deadlocks by monitoring SQL Server using one of three methods:

*  Use Profiler to monitor the Lock:Deadlock and Lock:Deadlock Chain events in the Locks
event class.

= Check the Current Activity folders under Management in Enterprise Manager.

*  Use the sp_Tock stored procedure to find out what locks are in place.

When you find the cause of the deadlock, you can have your developers rewrite the offending
queries. Of course, that takes time, and you need to get your users running again right away. You
can find which user is blocking other users by querying the sys.dm_exec_requests system
view. Once you find the offending session, you can terminate it with the KILL command.

In this task, you will see how to use sys.dm_exec_requests and the KILL command to
rectify a block.

Scenario

You have a SQL Server instance that has been running fine for several months. Recently, though,
your developers created some new stored procedures and pushed them into production. When
only a few users are connected to the system, everything runs fine, but when the traffic starts to
pick up, users start complaining that they cannot access data. The most common complaint is
that when the user tries to retrieve data, the system seems to hang and the query never com-
pletes. You recognize this as a block, and you decide to troubleshoot it using the sys.dm_
exec_requests system view and the KILL command.

Scope of Task

Duration

This task should take approximately 20 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, and the Monitor table you
created in Task 4.5.

Caveat

This task doesn’t have any caveats.

Procedure

In this task, you will simulate a blocking condition using the TABLOCKX and HOLDLOCK query
hints. This tells SQL Server to place an exclusive lock on the table and hold the lock until the
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query completes, which will block other users from accessing the table in question. You will
then query the sys.dm_exec_requests system view to find the blocking session ID and use
the KILL command to end the session and release the lock.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1,
the AdventureWorks database installed with the sample data, and the Monitor table you
created in Task 4.5.

Details

To simulate a block, troubleshoot it, and rectify it, follow these steps:

1. To start a locking session, open a new query in SQL Server Management Studio, and
execute this command:

BEGIN TRAN
SELECT * FROM monitor WITH (TABLOCKX, HOLDLOCK)

2. Now to create a blocked session, open a new query, and execute this code:

UPDATE monitor SET textdata = 'test'
WHERE rownumber = 1

3. Notice that the second query does not complete because the first query is holding an
exclusive lock on the table. To find the session that is doing the blocking, open a third
query window.

4. In the third query window, query the sys.dm_exec_requests system view for any session
that is being blocked with this code:

SELECT session_id, status, blocking_session_id
FROM sys.dm_exec_requests
WHERE blocking_session_id > 0

5. The blocking_session_id is the session causing the problem. To end it, execute the
KILL command with the bTocking_session_id value. For example, if blocking_
session_id is 53, you would execute this:

KILL 53

6. Switch to the second query (from step 2); it should be complete with one row affected.

Criteria for Completion

This task is complete when you have simulated a block, queried the sys.dm_exec_requests
system view to find the errant session, and used the KILL command to end it. If you were suc-
cessful, the query from step 6 in the “Details” section will complete with one row affected.
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Task 4.9: Using the Dedicated
Administrator Connection

It is rare, but SQL Server can stop responding to normal queries and appear to be frozen.
How could this happen? Consider that when you bought the system that houses SQL Server,
you likely planned for future growth and usage. No matter how much time and effort you
put into this plan, though, some companies just outgrow their servers too quickly, and the
servers can’t handle the workload. In a scenario like this, it is possible that SQL Server might
stop responding to normal queries. To troubleshoot this issue, or any kind of problem where
SQL Server just isn’t responding to normal calls, you need the Dedicated Administrator
Connection (DAC).

The DAC is a special diagnostics connection that is always available for connection, even
under normal operating circumstances. As the name implies, only administrators (members of
the sysadmin server role) can connect to the DAC to run diagnostic queries and troubleshoot
problems. So, how does it work?

By default, SQL Server listens for normal queries on TCP port 1433, so when a user runs
a SELECT query, it is transmitted to the server over port 1433. The DAC listens, by default, on
TCP port 1434, so it is not cluttered with user traffic. In other words, it is always free and
available for connections. Because the DAC is always available, it always consumes some sys-
tem resources, but these are kept to a minimum.

Because the DAC consumes minimal resources and is meant to be used only for diagnostic
functions, some limitations exist on what you can do with it:

=  To ensure available resources, only one DAC connection is allowed per server. If you try
to open a DAC connection to a server that already has a DAC connection open, you will
get error 17810, and the connection will be denied.

*  Youcan’t run any parallel commands or queries from within the DAC. For example, you
cannot run BACKUP or RESTORE.

*  Because of resource constraints, the DAC is not available in SQL Server 2005 Express
Edition.

*  Because of the limited resources available, you should not run complex queries in the
DAG, such as large queries with complex joins.
= By default, you cannot access the DAC from a remote machine; you must be on the server.
You can change this by setting the remote admin connections option to 1 by using the
sp_configure stored procedure, like this:
sp_configure 'remote admin connections', 1
GO
RECONFIGURE
GO
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That seems like a lot of restrictions, so you may be wondering what you are allowed to do.
The DAC is especially good for these tasks:

*  Querying dynamic management views:
*  You can query sys.dm_exec_requests to find blocking queries.

*  You can query sys.dm_os_memory_cache_counters to check the health of the
system memory cache.

*  You can query sys.dm_exec_sessions for information about active sessions.
*  Querying catalog views
*  Running basic DBCC commands:
*  You can use DBCC FREEPROCCACHE to remove all elements from the procedure cache.
*  You can use DBCC FREESYSTEMCACHE to remove all unused entries from all caches.
*  You can use DBCC DROPCLEANBUFFERS to remove all clean buffers from the buffer pool.

*  You can use DBCC SQLPERF to retrieve statistics about how the transaction log space
is used in all databases.

= Using the KILL command to end an errant session

You can see that this is a powerful weapon in your troubleshooting arsenal, but how do you
use it? In this task, you will work with the DAC.

Scenario

You have a SQL Server 20035 instance that has been running well for several months. Just this
morning, though, your developers pushed some new stored procedures into production. A few
hours later, users started complaining that they could not connect to SQL Server to retrieve
data. While trying to investigate the problem, you find that you cannot connect to SQL Server
using SQL Server Management Studio either. You know that the only method left for trou-
bleshooting is the DAC.

Scope of Task

Duration

This task should take approximately 15 minutes.

Setup

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1.

Caveat

This task doesn’t have any caveats.
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Procedure

In this task, you will connect to the DAC and run a query.

Equipment Used

For this task, you need access to the machine you installed SQL Server 2005 on in Task 1.1.

Details
To connect to the DAC and run a query, follow these steps:
1. Open a command prompt on your server.

2. The following command connects to the server specified with the -S parameter using a
trusted connection as specified by the -E parameter. The -A parameter specifies the DAC,
or an administrative connection. Run the following command now:

Sqlemd -S (local) -A -E
3. You should see a 1> prompt. From here you can enter a query. Type the following, and
hit Enter:

SELECT session_id, status, blocking_session_id
FROM sys.dm_exec_requests

4. You should now see a 2> prompt. Type GO, and hit Enter to execute the query.

et SQLCMD

C:~Documents and Settings™Administrator>Eqlemd -8 (locald -A -E
1> SELECT zesszion_id, status, blocking_session_id

2> FROM sys.dm_exec_requests

3> go

session_id status blocking_session_id

1 bhackground
2 hackground
4 background
5% background
6 sleeping
? background
18 hackground
12 background
13 background
14 sleeping
15 sleeping
18 bhackground
1% =zleeping
28 background
21 sleepinyg
22 sleepinyg
23 sleeping
24 =zleeping
2% zleeping
26 sleeping
27 sleeping
28 sleeping
29 bhackground
38 =zleeping
51 running

(25 rouws affected>
1>

5. You should now be back at the 1> prompt. To exit the DAC, enter Exit, and hit Enter.

6. To connect to the DAC in SQL Server Management Studio, close all open copies of SQL
Server Management Studio.
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Open SQL Server Management Studio, connect to the default instance, and open a new query.
8. From the Query menu, hover over Connection, and click Change Connection.

To connect to the local machine, enter ADMIN: in front of the server name in the Server
Name text box, and click Connect.

g ® Connect to Database Engine x|
SQLS -

Server ype: IDalabase Engine j
Server name: IADMIN:EDLDSSUS| j
Authentication: IWlndnws Authentication j

User name: IEDLDSSUS\Admimistlalor j

PBassword: |

™| Remember password
LConnect I Cancel | Help Optiohs >>

10. Execute this query in the new query window:

SELECT session_id, status, blocking_session_id
FROM sys.dm_exec_requests

11. You should see a list of sessions in the results grid.

icrosoft SOL Server Management Studio —1=2 x|

File Edit Wew Query Project  Tools  Window  Community  Help
Qe | O |80 5|0 G @ RO RES,
|22 9 | st | teee v B D 2% EE GEN =2

ADMIN:COLOSSU...QLQuery4.sql* | Summary | - X
Connect ~ gg m [T SELECT session id, status, blocking session id =
) |y COLOSSUS (S0 Server 9.0.2047 FROM =y3.dn_exec_requedts I~
3 Databases |
[ Security
L Server Objects
L3 Replication
[ Management |
[ Motification Services
SQL Server Agent (Agent XPs =
4 H
[ Results ||_1§ Messagesl
session_id | status | blocking_session_id | -
1 1 i background | 0
2 2 backaround | 0
3 4 backgound 0
4 ] backaround | 0
5 B sleeping 1]
[ 7 backaround | 0
7 10 backgound 0
8 12 background | 0
3 13 background 0
an 14 harkarmimd |1 =l
q | +] | Qe e [ADMINCOLISSUS (B05PT)  |EOLDSSUS Adminstator (53] |master 00:0000 (23 10ms
Reeady Ln3 Cal 1 chi NS

12. Close SQL Server Management Studio.
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Criteria for Completion

This task is complete when you have connected to the DAC using both the command line and
SQL Server Management Studio. You should see results from each query as outlined in the
“Details” section of this task.
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area code, view for table subset based on, 27
article in replication, 162
Article Properties dialog box, 187, 201, 217
auditing database, snapshot replication for, 166
authentication mode, 64
automating administrative tasks, 240
basic process, 241
autonomy in replication, 162
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differential, 112-114
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point-in-time restore, 130-134
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Transact-SQL script for, 256
of transaction log files, 115-118
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verifying, 111, 118, 124
bandwidth, transactional replication and, 170
baseline backup, 108
Blank template for Profiler trace, 302
blocks
identifying and rectifying cause, 315-318
simulating, 318
Broker event class, 302
Builtin\Administrators, 72
Bulk-Logged recovery model, 103
bulk update locks, 316

bulkadmin server role, 72

C

C$ share, 177
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171,171-172
central subscriber/multiple publishers topology design,
173,173
certificate, self-signed, generating from SQL Server, 97
change control program, 297
changes in database, differential backup for, 112-114
checkpoint in log, 105
clearing transaction log files, 115
CLR functions, 48
clustered index
design and creation, 50-54
in Object Explorer, 55
column-level tracking for conflict resolution, 230
composite primary key, 173
computer, requirements for replication, 177
Configure Database Mirroring Security Wizard,
140-142
Choose Servers to Configure screen, 141
Include Witness Server screen, 140
Mirror Server Instance screen, 141, 142
Principal Server Instance screen, 141
Server Accounts screen, 142, 142
Configure Distribution Wizard
Complete the Wizard screen, 182
Distribution Database screen, 180
Distributor screen, 179
Publishers screen, 181, 181
Snapshot Folder screen, 180
SQL Server Agent Start, 179
Wizard Actions screen, 181
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Configure Replicator Alerts dialog box, 236
conflict resolution in merge replication, 229-233
creating conflict, 231-232
levels, 230
conflicts, in merge replication, 166
Connect to Database Engine dialog box, Connection
Properties tab, 100
connection to SQL Server
encrypted, configuring, 96-100
trusted or nontrusted, 65
constraints, 23-26
Control permission, 91
convergence, 166
Copy Database Wizard, 274-281
Complete the Wizard screen, 280
Configure Destination Database screen, 278
Configure the Package screen, 279
Schedule the Package screen, 279
Select a Destination Server screen, 276
Select a Source Server screen, 276
Select Database Objects screen, 278
Select Databases screen, 277
Select the Transfer Method screen, 277
welcome screen, 275
copy job, for log shipping, 145
counters, 285
alerts for, 260
CPU (central processing unit), SQL Server requirements
for, 3
CREATE DATABASE statement, 254
for snapshot, 155-156
CREATE FUNCTION statement, 50
Create permission, 91
CREATE TABLE command, alert for, 297
CREATE TRIGGER statement
FOR DELETE, 38
FOR INSERT, 35
INSTEAD OF, 45
FOR UPDATE, 41
CREATE VIEW statement, 44
Cursor event class, 301
custom database roles, 81-85
Customers table
creating, 21, 21-22
fields for, 19

D

Data Definition Language (DDL) triggers, 33
data entry, constraints on, 23-26
data files, guidelines for location, 14
Data Manipulation Language (DML) triggers, 32
data page, fill factor, 52
database. See also tables
automating creation and backup, 253-257
Copy Database Wizard for moving or copying,
274-281
copy for mirroring, 136
design and creation, 13-17
displaying in SQL Server Management Studio, 17, 17
labels for mirrored, 143, 144

selecting for integrity checks, 266
user access to, 75-77
Database Engine Tuning Advisor, 310-315, 311
to create workload, 307-309
Index Recommendations, 313
Database event class, 301
Database Mail Configuration Wizard, 243-245
Configure System Parameters screen, 245
Manage Profile Security screen, 245
New Profile screen, 243, 244
Select Configuration Task screen, 243
Database Mail, configuring, 241-247
database maintenance plan, 263-273
database mirroring, 135-143
Database Properties dialog box, 149
Database properties sheet, General tab, 15
Database Role - New dialog box, 83, 84
database roles, 77
custom, 81-85
database snapshot, 153, 153-157
limitations, 158
reverting from, 157-161
database user mapping, 75-77
assigning to fixed server roles, 77-81
db_accessadmin database role, 78
db_backupoperator database role, 78
dbcreator server role, 72
db_datareader database role, 78
db_datawriter database role, 78
db_ddladmin database role, 78
db_denydatareader database role, 78
db_denydatawriter database role, 78
db_owner database role, 78
DBP user mapping, 75
db_securityadmin database role, 78
DDL (Data Definition Language) triggers, 33
deadlocks, 316, 316-317
Dedicated Administrator Connection (DAC), 319-323
connecting to, and running query, 321
limitations, 319
uses for, 320
default instance
configuring as distribution server, 178-182
default, 7
installing, 2-9
Delete permission, 92
DELETE statement, and triggers, 33
DELETE trigger, 36-39
deleted logical table, 36, 37, 40
Deny state for permission, 92
Deprecation event class, 302
Developer Edition of SQL Server 2003, requirements,
3-4
differential backups, 112-114
in Database Maintenance Plan, 270
disk drive, SQL Server requirements for, 3
diskadmin server role, 72
Distributed Transaction Coordinator (DTC), 162
distributed transactions, 164
distribution agent, 168, 183
security for, 194
for snapshot replication, 197
Distribution Agent Security dialog box, 208



distribution server, configuring default instance as,

178-182

Distribution working folder, enabling access to, 177

distributor in replication, 162
Distributor Properties dialog box, 183

DML (Data Manipulation Language) triggers, 32

domain account, for SQL Server agents, 241
downed database, simulating, 126-127

downloading trial version of Enterprise Edition, 3

downtime, avoiding, 102

DTC (Distributed Transaction Coordinator), 162
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Full Text event class, 302
full-text index, 58-64
Full-Text Indexing Wizard, 61-63
Define Population Schedules (Optional), 63
Select a Catalog, 62
Select an Index, 61
Select Change Tracking, 62
Select Table Columns, 61
functions, 47
user-defined, 47-50

e-mail
Database Mail to send, 241
for notification of job completion, 257
encrypted connections, configuring, 96-100
encryption, drawbacks, 97
end user license agreement (EULA), 4, 11
Enterprise Edition of SQL Server 20035, 3
requirements, 3—4
error correction in jobs, 252
error messages, 240. See also alerts
errors
alerts for, 258-263
correcting for SQL Server install, §
severity levels, 259-260
Errors and Warnings event class, 301
EULA (end user license agreement), 4, 11
event classes, in Profiler, 301
Event Viewer
to view alerts, 292-293, 293
to view Application log, 42
events, in Profiler, 301
exclusive locks, 316
Execute permission, 92
execution plan, 29
Expression text box, for constraints, 25, 25

G

GO statement, 50

Grant state for permission, 92

Graph view in System Monitor, 285, 289
group accounts, creating, 66

guest user mapping, 75

hard drives, SQL Server requirements for, 4
hardening, 135

heap, 52

high-availability mode, witness server for, 136
historical data, archiving, database snapshot for, 153
history, 268

horizontal partitioning, 162, 213

F

fail-safe operator, 248
failover, automatic or manual, 136
fields
for Customers table, 19
for Orders table, 19
for Products table, 18-19
filegroup backups, 118-124
filegroups, 119
adding table to, 121-122
files, restricting growth, 16
fill factor, 52, 267
fixed server roles, 77
assigning logins to, 71-74
flushing transaction log entries, 135
frozen SQL Server, 319
full backups, 108-112
in Database Maintenance Plan, 269
when reverting from snapshot, 159
Full recovery model, 103

Identity Specification, 20
Impersonate permission, 91
indexes
clustered
design and creation, 50-54
in Object Explorer, 55
and filegroup backup, 119, 119
full-text, 58-64
nonclustered, 54-58
searching table with, 55
workload file compared with, 310
initializing transactional publication subscription, 195
Insert permission, 91
INSERT statement
INSTEAD OF trigger to modify, 43-47
for queued updating, 167
and triggers, 32
INSERT trigger, 32-36
inserted table, 33, 37, 40
inserting data in table, impact of index on location,
55-56
installing
default instance, 2-9
second instance, 10-13
instance, default, 7
configuring as distribution server, 178-182
installing, 2-9
instance Properties dialog box, Flags tab, 98
instancing, 10
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INSTEAD OF trigger, 43-47
integrity checks, 266

intent locks, 316

intermediate-level pages of index, 51
ItemOrderCount function, 50, 51

J

jobs for automating tasks, 240
creating, 251-258
JOIN statement, 230

K

Key Distribution Center (KDC), 64
KILL command, 317, 318
killing process, 72

L

latency in replication, 162
for snapshot replication, 197
leaf pages of index, 51
for nonclustered index, 54
Linux users, creating Standard logins for, 68-71
Locate Backup File dialog box, 139
locks, 315-318
Locks event class, 301
log buffer, 135
log files, guidelines for location, 14
log sequence number (LSN), 105
log shipping, 144-152
configuring, 149-151
disabling, 185, 199, 214-215
testing, 151-152
uses for, 145
Log view in System Monitor, 285
logical record-level tracking for conflict resolution, 230
login
assigning to fixed server roles, 71-74
information for e-mail server, 244
Standard, 68-71
Windows, 64-68
Login - New dialog box, 67
for Standard login, 70
logreader agent, 167-168, 183

Macintosh users
creating Standard logins for, 68-71
Mixed mode authentication for, 65
mail profile, configuring SQL Server Agent to use, 246
mailhost database, 242
configuring, 243-245
Maintenance Plan Wizard, 263
Complete the Wizard screen, 272

Define Back Up Database (Differential) Task screen,
270
Define Back Up Database (Full) Task screen, 269
Define Back Up Database (Transaction Log) Task
screen, 270
Define Database Check Integrity Task screen, 266
Define History Cleanup Task screen, 268, 269
Define Rebuild Index Task screen, 267, 268
Define Reorganize Index Task screen, 267
Define Shrink Database Task screen, 267
Define Update Statistics Task screen, 268
Select a Target Server screen, 2635, 265
Select Maintenance Task Order screen, 266
Select Maintenance Tasks screen, 265
Select Plan Properties screen, 271
Select Report Options screen, 272
welcome screen, 264
malicious changes to data, point-in-time restore to
correct, 130
master server, for multiserver jobs, 252
memory, SQL Server requirements for, 3
Memory:Available Bytes counter, 286
Memory:Committed Bytes counter, 286
Memory:Pages/Sec counter, 286, 291
merge agent, 168
location for, 212
Merge Agent Security dialog box, 225
merge replication, 163, 166
conflict resolution, 229-233
creating conflict, 231-232
levels, 230
creating publication, 212-222
process, 213
pull subscriptions, verifying, 228-229
subscribing to publication, 222-229
microprocessor, SQL Server requirements for, 3
Microsoft Distributed Transaction Coordinator (DTC),
162
Microsoft SQL Server 2005 Setup Wizard
Authentication Mode, 8, 8
Collation Settings, 8, 8
Components to Install, 6, 6
Error and Usage Report Settings, 9, 9
Feature Selection, 6, 6
Installing Prerequisites, 5, 5
Instance Name, 7, 7, 12, 12
Service Account, 7, 7
System Configuration Check, 5, §
mirroring database, 135-143
labels for, 143, 144
Mixed mode for authentication, 64, 65
modified page, restoring original from snapshot, 157
monitor server, in log shipping, 145
monitoring
replication, 233-237
vs. troubleshooting, 284
MOVE...TO option for database recovery, 125
moving database, with Copy Database Wizard,
274-281
msftesq (SQL Server FullText Search service), 59
MSmerge_conflicts_info table, 230
MSmerge_contents table, 213, 229
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multiple publishers/multiple subscribers topology
design, 174, 174
multiserver jobs, 252

named instance, 10
nesting database roles, 82
Net Send message, 247, 248
Messenger service for, 261
for SQL Server performance alert, 296, 296
for WMI alert, 300
Network Segment: %Network Utilization counter, 285,
286
New Alert dialog box, 261, 262
for SQL Server performance alert, 295
for WMI alert, 298, 298, 299
New Constraint dialog box, 24
New Database Mail Account dialog box, 244
New Index dialog box, 54
New Job dialog box
General page, 254
Notifications page, 257, 257
New Job Schedule dialog box, 209, 209, 226, 271
New Operator dialog box, General tab, 249
New Publication Wizard for merge publication,
215-221
Agent Security screen, 219, 219, 220
Articles Issues screen, 218
Articles screen, 217
Complete the Wizard screen, 221
Filter Table Rows screen, 218
Publication Database screen, 215
Publication Type screen, 216
Snapshot Agent screen, 219
Subscriber Types screen, 216
Wizard Actions screen, 219, 220
New Publication Wizard for snapshot replication,
200-204
Agent Security screen, 203
Articles screen, 201
Complete the Wizard screen, 204
Filter Table Rows screen, 202
Publication Database screen, 200
Publication Type screen, 200
Snapshot Agent screen, 202
Wizard Actions screen, 204
New Publication Wizard for transactional replication,
185-190
Agent Security screen, 189
Articles screen, 186, 187
Complete the Wizard screen, 190
Filter Table Rows screen, 188
Publication Database screen, 186
Publication Type screen, 186
Snapshot Agent screen, 188
Wizard Actions screen, 190
New Subscription Wizard for merge publication,
223-227
Complete the Wizard screen, 227
Initialize Subscriptions screen, 226

Merge Agent Location screen, 224
Merge Agent Security screen, 225
Publication screen, 224
Subscribers screen, 224
Subscription type, 227
Synchronization Schedule screen, 226
Wizard Actions screen, 227
New Subscription Wizard for snapshot replication,
207-210
Complete the Wizard screen, 210
Distribution Agent Location screen, 207
Distribution Agent Security screen, 209
Initialize Subscriptions screen, 210
Publication screen, 207
Synchronization Schedule screen, 209
Wizard Actions screen, 210
New Subscription Wizard for transactional replication,
193-196
Complete the Wizard screen, 196
Distribution Agent Location screen, 193, 193
Distribution Agent Security, 194
Publication screen, 193
Subscribers screen, 193
Wizard Actions screen, 195
nonclustered index, 54-58
searching table with, 55
nontrusted connection to SQL Server, 65
NORECOVERY option, 125
for log shipping secondary server, 144
Novell users, Mixed mode authentication for, 65
null bitmap, 15

o

Object Explorer, clustered index in, 55
object permissions, 91
objects, 285
Objects event class, 301
off-hours, scheduling task to run in, 263
OLEDB event class, 302
online analytical processing (OLAP) servers, snapshot
replication for, 165
online backups, 105
operating system, SQL Server requirements for, 4
operators, 240
creating, 247-251
Orders table
adding data to, 49
creating, 22, 22
fields in, 19
overselling product, UPDATE trigger to prevent, 40-42

P

page, calculating number of rows in, 15
page split, 52

pagers, e-mail to, 249

parameters, for custom error messages, 259
partners, in database mirroring, 136
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password, for service account, 8
performance
automatic failover and, 136
encryption and, 97
of queries, troubleshooting, 307
stored procedure and, 29
performance counters, 285
alerts for, 260
Performance event class, 301
permanent backup devices, 106
permissions
for application role, 87-88
assigning, 89-96
details, 93-96
for data access control, 32
PhysicalDisk: % Disk Time counter, 286
point-in-time restore, 130-134
snapshot for, 157
Point in Time Restore dialog box, 133, 133
prerequisites, verifying, 2-9
primary server, in log shipping, 144
principal, in database mirroring, 136
priority, for subscription, 230
processadmin server role, 72
Processor:% Processor Time counter, 286
alert based on, 291-292
processor, SQL Server requirements for, 3
product key, 6
Products table
creating, 20, 20-21
fields for, 18-19
Profiler, 300-306, 306
creating workload in, 307-309
Progress Report event class, 302
Public group, 78
publication in replication, 162
creating merge, 212-222
removing queued updating, 167
for snapshot replication, 197-205
subscribing to, 206-212
verifying, 205
transactional replication subscription, 192-197
publisher in replication, 162
pull subscriptions, 167
for merge publication, 223-229
verifying, 228-229
for snapshot replication, 197, 207-210
to transactional publication, 193-196
push subscriptions, 167
for snapshot replication, 197

Q

query
opening new in Management Studio, 131
running through Dedicated Administrator
Connection, 321
queue reader agent, 168
queued updating, 166-168

RAISERROR() command, 33, 40, 259
viewing event written by, 42, 42
read-only data, in transactional replication, 164
READONLY filegroup, 119
READWRITE filegroup, 119
records, creating to ship to second instance, 152
recovery model, selecting and setting, 102-104
RECOVERY option, 125
References permission, 92
referential integrity, for central subscriber/multiple
publishers, 173
remote distribution topology design, 172, 172
REPLACE option for database recovery, 125
replication
choosing type, 161-170
configuring, 177-182
distributed transactions, 164
distribution types, 163
merge, 166
merge publication, 212-222
monitoring, 233-237
publisher/subscriber metaphor for, 162
queued updating, 166-168
reasons for, 161-162
running manually, 211
server role for, 72
snapshot, 165
with immediate updating subscribers, 165-166
topology design, 171-177
central publisher/central distributor, 171,
171-172
central subscriber/multiple publishers, 173, 173
choosing, 175-177
multiple publishers/multiple subscribers, 174,
174
remote distribution, 172, 172
transactional, 164
with immediate updating subscribers, 164-165
replication agents, 167-168
selecting location for, 224
Replication Conflict Viewer, 232, 232
Replication Monitor utility, 233-237
configuring replication properties, 234-236
Publications tab, 234
Report view in System Monitor, 285, 290
Restore Database dialog box, 127
RESTORE DATABASE statement, 160
restore job, for log shipping, 145
restore statement, STOPAT clause, 130
restoring database from backup, 125-129
for log shipping, 147-148
for mirroring, 139
point-in-time restore, 130-134
RETURN statement, 48
Revoke state for permission, 92
root page of index, 51
row-level tracking for conflict resolution, 230
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Sales database, viewing tables in, 23

scalar function, 48

Scans event class, 301

schedule
for automatically repopulating full-text index, 63
for jobs, 252

for transactional publication synchronization, 195

schema locks, 316
scripting languages, for automating jobs, 252
Secondary Database Settings dialog box
Copy Files tab, 150
Initialize Secondary Database tab, 150
Restore Transaction Log tab, 151
secondary server, in log shipping, 144
securables, 89-90
Secure Sockets Layer (SSL) encryption, 97
security
for distribution agent, 194
for replication, 181
Security Audit event class, 301
securityadmin server role, 72
Select Backup Destination dialog box, 138
Select Conflict Table dialog box, 232, 232
Select Files and Filegroups dialog box, 123
Select permission, 91
SELECT query, for full-text search, 59

self-signed certificate, generating from SQL Server, 97

Server event class, 301
server, in log shipping, 144
serveradmin role, 71
service account
account information for, 7
creating, 4
password for, 8
Service Broker queue, 241-242
Sessions event class, 301
setup. See Microsoft SQL Server 2005 Setup Wizard
setupadmin server role, 72
shared locks, 315
Simple recovery model, 102
simulating
blocks, 318
downed database, 126-127
SMTP mail server, 242
snapshot. See also database snapshot
snapshot agent, 168, 212
Snapshot Agent Security dialog box, 189, 203, 219
snapshot folder, specifying, 180
snapshot replication, 163, 165, 198
creating publication, 197-205
with immediate updating subscribers, 165-166
verifying, 211
SP_Counts template for Profiler trace, 302
Specify Backup dialog box, 128, 128
sp_lock stored procedure, 317
sp_repldone system stored procedure, 183
sp_setapprole stored procedure, 89
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SQL Server
generating self-signed certificate from, 97
stopping, 127
SQL Server 2005 Service Pack 1, for database mirroring,
137
SQL Server Agent, 189, 194, 240
configuring, 241
to use mail profile, 246
Windows domain account for, 177
SQL Server Configuration Manager
second instance in, 13, 13
SQL Server 2005 Network Configuration, 98
to view running services, 9, 10
SQL Server FullText Search service (msftesq), 59
SQL Server Integration Services (SSIS), 264
SQL Server Management Studio
to add filegroup to database, 120-122, 121, 122
Alerts, 237
All Subscriptions tab, 235
Common Jobs tab, 235
connecting to DAC, 321-322
displaying database, 17, 17
to launch Replication Monitor, 234
Object Explorer, 104, 104
Backup Devices, 107, 107, 108
opening new query in, 131
starting, 15
Subscriptions Watch List tab, 234
Tracer Tokens tab, 235
for verifying transactional publication, 191
SQL Server performance alert, 293-296
SQL Server query window, to enter data in table, 34
Sglemd command, 321
SQLiMail90.exe, 241
SQLServer:Buffer Manager: Buffer Cache Hit Ratio
counter, 287
SQLServer:Buffer Manager: Page Reads/Sec counter,
287
SQLServer:Buffer Manager: Page Writes/Sec counter,
287
SQLServer:General Statistics: User Connections
counter, 287
SQLServer:Memory Manager: Total Server Memory
(KB) counter, 287
SQLServer:SQL Statistics: SQL Compilations/Sec
counter, 287
SSIS (SQL Server Integration Services), 264
Standard Edition of SQL Server 2005, requirements,
3-4
Standard login, creating, 68-71
Standard template for Profiler trace, 302
STANDBY option
for log shipping secondary server, 144
Start menu
» All Programs » Administrative Tools
» Computer Management, 66
» Performance, 288
» All Programs » Microsoft SQL Server 2005
» Configuration Tools » SQL Server
Configuration Manager, 9, 13
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» Management Studio, 15
» Performance Tools » Database Engine
Tuning Advisor, 311
» Performance Tools » Profiler, 308
statement permissions, 91
STOPAT clause in restore statement, 130
stopping SQL Server, 127
stored procedure
advantage of, 29
design and creation, 29-31
efficiency in updating, 30
testing, 31, 32
Stored Procedures event class, 301
subscriber in replication, 162
permissions, 212
push or pull, 167
snapshot replication with immediate updating,
165-166
transactional replication with immediate updating,
164-165
subscribing
to merge publication, 222-229
to snapshot replication, 206-212
to transactional publication, 192-197
synchronization schedule
for pull subscriptions to merge publication, 225
for transactional publication, 195
sysadmin fixed server role, 177
sysadmin server role, 71
sysdatabases system table, 91
sys.dm_exec_requests system view, 317, 318
System Monitor (Windows), 285-290, 289
common counters, 286-287
creating alert, 290-293

T

table-valued function, 48
tables
adding to file group, 121-122
calculating size, 15
creating, 20, 20-21
data entry, 34
design and creation, 17-23
and filegroup backup, 119, 119
viewing, 23
tail of log, backup of, 132
Take Ownership permission, 91
target servers, for multiserver jobs, 252
TCP port 1433, 319
TCP port 1434, 319
templates, for Profiler trace, 302
temporary backup devices, 106
testing
alerts, 262-263
constraint, 26
log shipping, 151-152
triggers, 35, 36, 38-39
Ticket Granting Ticket (TGT), 64
topology design for replication, 171-177
central publisher/central distributor, 171, 171-172

central subscriber/multiple publishers, 173, 173

choosing, 175-177

multiple publishers/multiple subscribers, 174,

174

remote distribution, 172, 172
trace in Profiler, 300-306
Trace Properties dialog box, 304, 304, 308, 308
trace templates, 302-303
tracer token, 235
Transact-SQL script, to backup database, 256
transaction log files, 13

alert for full, 260, 293-296

backups, 115-118

in Database Maintenance Plan, 270
for log shipping, 147

checkpoint in, 105

log shipping, 144-152

and online backups, 105

for point-in-time restore, 131

problems from full, 116

RAID array for, 14

and simple recovery, 102

time stamps, 130
transaction safety, 136
transactional consistency in replication, 163
transactional replication, 163, 164

creating publication, 182-189, 184

with immediate updating subscribers, 164-165

for remote distribution, 172

subscribing to publication, 192-197
Transactions event class, 301
transformable subscriptions, and queued updating, 167
trial version of Enterprise Edition, downloading, 3
trigger table, 33
triggers

DELETE, 36-39

INSERT, 32-36

INSTEAD OF, 43-47

testing, 35, 36

UPDATE, 39-42
trust relationships, for replication, 177
trusted connection to SQL Server, 65
TSQL event class, 301
TSQL template for Profiler trace, 302
TSQL_Duration template for Profiler trace, 302
TSQL_Grouped template for Profiler trace, 302
TSQL_Replay template for Profiler trace, 303
TSQL_SPs template for Profiler trace, 303
Tuning template

for Profiler trace, 303

for workload creation, 307
two-phase commit (2PC), 162

U

uniqueidentifier column, in replicated table, 218
Unix users, Mixed mode authentication for, 65
update locks, 316

Update permission, 92

UPDATE statement, and triggers, 32

UPDATE trigger, 39-42
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assigning permissions to, 89-96

creating, 66

for service, 4

creating Windows login for, 67-68
User Configurable event class, 302
user-defined errors, 259
user-defined functions, 47-50
users, access to database, 75-77

\"/

variable length columns, space required for, 15
verifying
backups, 111, 118
prerequisites, 2-9
pull subscriptions for merge publication, 228-229
snapshot replication, 211
snapshot replication publication, 205
vertical partitioning, 162, 213
very large databases (VLDBs), 118
victim, deadlocks and, 316
View Definition permission, 91
view designer, opening, 27
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views

creating, 44

design and creation, 26-28

limitation for data update, 43

for table subset based on area code, 27
VLDBs (very large databases), 118

w

Windows Authentication mode, 64-65
Windows domain account, for SQL Server agents, 177
Windows Event log, writing error to, 33
Windows login, creating, 64—68
Windows Management Instrumentation (WMI) events,
alert based on, 260, 297-300
Windows System Monitor, 285-290
creating alert, 290-293
witness server, 136
workload, creating in Profiler, 307-309
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ZIP codes, constraint to restrict entry, 24-25
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